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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version R2607P58. Before you use this version in a live network, back up the configuration and 
test the version to avoid software upgrade affecting your live network.  

Use this document in conjunction with HP850_870-CMW520-R2607P58 Software Feature Changes 
and the documents listed in "Related documentation" 

Version information 

Version number 

Comware Software, Version 5.20, Release R2607P58 

Note: You can see the version number with the command display version in any view. Please see 

Note①. 

Version history 

Table 1 Version history 

Version number Last version Release date Release type Remarks 

HP850_870-CMW520-R
2607P58 

HP850_870-CMW520-R
2607P55 

2017-1-3 Release version None  

HP850_870-CMW520-R
2607P55 

HP850_870-CMW520-R
2607P51 

2016-8-23 Release version None  

HP850_870-CMW520-R
2607P51 

HP850_870-CMW520-R
2607P49 

2016-4-1 Release version None  

HP850_870-CMW520-R
2607P49 

HP850_870-CMW520-R
2607P48 

2016-2-23 Release version None  

HP850_870-CMW520-R
2607P46 

HP850_870-CMW520-R
2607P44 

2015-10-22 Release version None  

HP850_870-CMW520-R
2607P44 

HP850_870-CMW520-R
2607P41 

2015-09-22 Release version None  

HP850_870-CMW520-R
2607P41 

HP850_870-CMW520-R
2607P39 

2015-06-26 Release version None  

HP850_870-CMW520-R
2607P39 

HP850_870-CMW520-R
2607P37 

2015-04-28 Release version None  

HP850_870-CMW520-R
2607P37 

HP850_870-CMW520-R
2607P35 

2015-03-31 Release version None  

HP850_870-CMW520-R
2607P35 

HP850_870-CMW520-R
2607P34 

2015-02-13 Release version None  

HP850_870-CMW520-R
2607P34 

HP850_870-CMW520-R
2607P33 

2015-01-14 Release version None  

HP850_870-CMW520-R
2607P33 

HP850_870-CMW520-R
2607P32 

2014-12-17 Release version None  

HP850_870-CMW520-R
2607P32 

HP850_870-CMW520-R
2607P29 

2014-11-17 Release version None  

HP850_870-CMW520-R
2607P29 

HP850_870-CMW520-R
2607P26 

2014-09-28 Release version None  
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Version number Last version Release date Release type Remarks 

HP850_870-CMW520-R
2607P26 

HP850_870-CMW520-R
2607P22 

2014-07-14 Release version None  

HP850_870-CMW520-R
2607P22 

HP850_870-CMW520-R
2607P20 

2014-04-21 Release version None  

HP850_870-CMW520-R
2607P20 

HP850_870-CMW520-R
2607P18 

2014-03-27 Release version None  

HP850_870-CMW520-R
2607P18 

HP850_870-CMW520-R
2607P14 

2014-02-21 Release version None  

HP850_870-CMW520-R
2607P14 

First Release 2013-12-13 Release version None  

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid an upgrade failure, use Table 2  to verify the hardware and software compatibility 

before performing an upgrade. 
 

Table 2 Hardware and software compatibility matrix 

Item Specifications 

Product family  HP 870   HP 850 

Hardware platform HP 870  HP 850 

Minimum memory 
requirements 

8GB 4GB 

Minimum Flash requirements 4GB CF Card 4GB CF Card 

Boot ROM Version 

Basic 1.12 Extend 1.12(Note: This 
version number can be displayed 
by command display version 
under any view of HP 870. Please 

see Note②) 

Basic 1.12 Extend 1.12 

(Note: This version number can be 
displayed by command display 
version under any view of HP 850. 

Please see Note②) 

Host Software HP850_870-CMW520-R2607P58.bin 

IMC Version 

Step1 iMC EAD 7.2 (E0402) 

Step2 iMC UAM 7.2 (E0405) 

Step3 iMC TAM 7.2 (E0405) 

Step4 iMC PLAT 7.2 (E0403P04) 

Step5 iMC QoSM 7.2 (E0403) 

Step6 iMC WSM 7.2 (E0502) 

iNode Step7 iNode PC 7.2 (E0401) 

AP Version 

Step8 WA2600-CMW520-R1508P06 

Step9 WA2600A-CMW520-R1508P06 

HP560-CMW520-R1508P06 

HP425-CMW520-R1508P06 

MSM46X-CMW520-R1508P06 

HP417-CMW520-R1508P06 

HP52X-CMW520-R1508P06 
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Item Specifications 

Remark 
1. This version info can be displayed by command display version under 
any view. 

 

Display the system software and BootWare version information for HP 870:  

<HP>display version 

HP Comware Platform Software                                                     

Comware Software, Version 5.20.109, Release R2607P58                         

Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.                

HP 870 uptime is 0 week, 0 day, 2 hours, 21 minutes 

 

HP 870 with 1 RMI XLP 432 1400MHz Processor                                      

8192M bytes DDR3                                                                 

16M bytes Flash Memory                                                           

4002M bytes CFCard Memory 

 

Hardware Version is Ver.B                                                        

FPGA1 Hardware Version is Ver.A                                                  

FPGA2 Hardware Version is Ver.A                                                  

CPLD 1 CPLD Version is 006                                                       

CPLD 2 CPLD Version is 004                                                       

FPGA1 Logic Version is 321                                                       

FPGA2 Logic Version is 321 

Basic Bootrom Version is 1.12                                           

Extend Bootrom Version is 1.12                                          

[Slot 0]870 LSW Hardware Version is NA                                           

[Slot 1]870 Hardware Version is Ver.B 

 

To display the host software and BootWare version of HP 870-LSW, perform the following: 

<HP>display version                                                                                                                      

HP Comware Platform Software                                                                                                         

Comware Software, Version 5.20.105, Release 3507P49                                                                                           

Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.                                                                    

HP 870 LSW uptime is 0 week, 0 day, 0 hour, 17 minutes                                                                               

                                                                                                                                     

HP 870 LSW with 2 Processors                                                                                                         

1024M   bytes DDR3                                                                                                                   

16M     bytes Nor Flash Memory                                                                                                       

Config Register points to Nor Flash                                                                                                  

                                                                                                                                     

Hardware Version is Ver.B                                                                                                            

CPLDA Version is 006, CPLDB Version is 004                                                                                           

BootRom Version is 1.12                                                                                                              

[SubSlot 0] 12GE+12SFP+4SFP Plus Hardware Version is Ver.B 

To display the host software and BootWare version of HP 850, perform the following:  

<HP>display version 

HP Comware Platform Software                                                     

Comware Software, Version 5.20.109, Release R2607P58                         
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Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.                

HP 850 uptime is 0 week, 0 day, 2 hours, 21 minutes 

 

HP 850 with 1 RMI XLP 432 1400MHz Processor                                      

4096M bytes DDR3                                                                 

16M bytes Flash Memory                                                           

3919M bytes CFCard Memory 

 

Hardware Version is Ver.A                                                        

CPLD 1 CPLD Version is 003                                                       

Basic Bootrom Version is 1.12                                           

Extend Bootrom Version is 1.12                                          

[Slot 0]850 Hardware Version is Ver.A 

FIT AP compatibility table 
Table 3 Fit AP compatibility table 

AP name Model Image name 

AP image 

is in the 

same 

package 

as AC 

image? 

Remarks 

H3C WA2610E-AGN WA2610E-AGN 
wa2600_fit.bin Yes 

None 

H3C WA2620E-AGN WA2620E-AGN None 

H3C WA2612-AGN WA2612-AGN 
wa2600a_fit.bin Yes 

None 

H3C WA2620-AGN WA2620-AGN None 

HP MSM430 MSM430 

msm46x_fit.bin Yes 

None 

HP MSM460 MSM460 None 

HP MSM466 MSM466 None 

HP MSM466-R MSM466-R None 

HP 425 425 hp425_fit.bin Yes None 

HP 560 560 hp560_fit.bin Yes None 

HP417 417 hp417_fit.bin Yes None 

HP525 525 
hp52x_fit.bin Yes 

None 

HP527 527 None 

Upgrading restrictions and guidelines 

None. 
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Hardware feature updates 

HP850_870-CMW520-R2607P58 

None. 

HP850_870-CMW520-R2607P55 

None. 

HP850_870-CMW520-R2607P51 

None. 

HP850_870-CMW520-R2607P49 

None. 

HP850_870-CMW520-R2607P48 

None. 

HP850_870-CMW520-R2607P46 

None. 

HP850_870-CMW520-R2607P44 

None. 

HP850_870-CMW520-R2607P41 

None. 

HP850_870-CMW520-R2607P39 

None. 

HP850_870-CMW520-R2607P37 

None. 
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HP850_870-CMW520-R2607P35 

None. 

HP850_870-CMW520-R2607P34 

None. 

HP850_870-CMW520-R2607P33 

None. 

HP850_870-CMW520-R2607P32 

None. 

HP850_870-CMW520-R2607P29 

None. 

HP850_870-CMW520-R2607P26 

None. 

HP850_870-CMW520-R2607P22 

None. 

Software feature and command updates 
For more information about the software feature and command update history, see 
HP850_870-CMW520-R2607P58 Software Feature Changes.  

MIB updates 

Table 4 MIB updates  

MIB file Module Description 

HP850_870-CMW520-R2607P34 

hpnicfDot11Apmt.mib HPN-ICF-DOT11-APMT-MIB 
Added one objects: 

hpnicfDot11APAssocStaNum 

HP850_870-CMW520-R2607P33 

hpnicfDot11Apmt.mib HPN-DOT11-APMT-MIB Added seven objects: 
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hpnicfDot11AirPrimChnlBusy 

hpnicfDot11AirPrimChnlTxBusy 

hpnicfDot11AirPrimChnlRxBusy 

hpnicfDot11AirExtChnlBusy 

hpnicfDot11APIPv6PrefixLen 

hpnicfDot11CurrAPIPv6PrefixLen 

hpnicfDot11APUserIPv6Addr2CM 

hpnicfDot11Station.mib HPN-DOT11-STATION-MIB 
Added one objects: 

hpnicfDot11StationIPv6Address 

hpnicfDhcpv6Server.mib HPN-DHCP6-SERVER-MIB 

Added eight objects: 

hpnicfDHCPS6PoolName 

hpnicfDHCPS6PoolStartAddr 

hpnicfDHCPS6PoolStopAddr 

hpnicfDHCPS6PoolNetPrefixLen 

hpnicfDHCPS6PoolPrimaryDNSIP 

hpnicfDHCPS6PoolSecondDNSIP 

hpnicfDHCPS6PoolLeaseTime 

hpnicfDHCPS6PoolIPPoolUsage 

HP850_870-CMW520-R2607P29 

hpnicfDot11Apmt.mib HPN-ICF-DOT11-APMT-MIB 

Added two objects:  

hpnicfDot11TxTotalFrameCntd 

hpnicfDot11RxTotalFrameCnt  

HP850_870-CMW520-R2607P20 

hpnicfDot11Acmt.mib HPN-ICF-DOT11-ACMT-MIB 

Added two objects:  

hpnicfDot11TotalAPconnected, 
hpnicfDot11RemainingAPcapacity,  

HP850_870-CMW520-R2607P18 

hpnicfDot11Rrm.mib HPN-ICF-DOT11-RRM-MIB 

Added four objects:  

hpnicfDot11RRM11acMadtMaxNss, 
hpnicfDot11RRM11acSuptMaxNss, 
hpnicfDot11RRM11acMultiCastNss, 
hpnicfDot11RRM11acMultiCastVhtMcs 

hpnicfDot11Ref.mib HPN-ICF-DOT11-REF-MIB 

Modified two objects:  

hpnicfDot11RadioType, 
hpnicfDot11RadioType  

hpnicfDot11Cfg.mib HPN-ICF-DOT11-CFG-MIB 

Added two objects: 

hpnicfDot11nClientDot11acOnly, 

hpnicfDot11nRadioCfg2ClientDot11acOnl

y 

Modified value ranges for two objects: 

hpnicfDot11nChanelBand, 
hpnicfDot11nRadioCfg2ChannelBand 
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Operation changes 

Operation changes in 
HP850_870-CMW520-R2607P58 

None. 

Operation changes in 
HP850_870-CMW520-R2607P55 

None. 

Operation changes in 
HP850_870-CMW520-R2607P51 

None. 

Operation changes in 
HP850_870-CMW520-R2607P49 

None. 

Operation changes in 
HP850_870-CMW520-R2607P48 

None. 

Operation changes in 
HP850_870-CMW520-R2607P46 

None. 

Operation changes in 
HP850_870-CMW520-R2607P44 

None. 

Operation changes in 
HP850_870-CMW520-R2607P41 

None. 
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Operation changes in 
HP850_870-CMW520-R2607P39 

None. 

Operation changes in 
HP850_870-CMW520-R2607P37 

None. 

Operation changes in 
HP850_870-CMW520-R2607P35 

None. 

Operation changes in 
HP850_870-CMW520-R2607P34 

None. 

Operation changes in 
HP850_870-CMW520-R2607P33 

None. 

Operation changes in 
HP850_870-CMW520-R2607P32 

None. 

Operation changes in 
HP850_870-CMW520-R2607P29 

None. 

Operation changes in 
HP850_870-CMW520-R2607P26 

None. 
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Operation changes in 
HP850_870-CMW520-R2607P22 

None. 

Operation changes in 
HP850_870-CMW520-R2607P20 

None. 

Restrictions and cautions 

 The 10/100/1000Base-T management Ethernet interface of ACs cannot be used for data 
forwarding, such as connecting an AP to the Internet.  

 A configuration file that the AC stores for APs cannot exceed 3500 bytes.  

 Do not configure the port security mode as userlogin-secure-ext-or-psk on the AC, which 
disables some clients from accessing the network.  

 It takes a long time to upload files to the AC through IE6.0. Use a higher IE version or some 
other browser to avoid this issue.  

 If 802.1X authentication and idle timeout are configured, a client that roamed between ACs is 
logged off upon expiration of the idle timeout timer regardless of whether traffic for the client 
exists. 

 To upgrade HP6000-CMW520-R2308P29 or earlier where an AC-AP IPsec tunnel is configured 
to HP6000-CMW520-R2507P12 or later, you must first clear IPsec tunnel settings and make 
sure the AP can associate with the AC without encryption. After the upgrade, re-create the 
AC-AP IPsec tunnel through AES-CBC-128. 

 In an inter-AC roaming scenario, the wired interface of the AC must permit the service VLANs of 
wireless clients.  

 FPGA fast forwarding does not support Portal blacklist. To use Portal blacklist, you must 
manually disable FPGA fast forwarding.  

 10G H1671D3BCL-H3C Optical Transceiver becomes link up need 15 seconds from insert, 
then can work normally. 

 For HP850_870-CMW520-R2607P32 and later versions, do not use them together with the 
corresponding AP versions earlier than HP850_870-CMW520-R2607P32. Portal statistics 
might be incorrect if you connect an AC to an AP in an earlier version through APDB. 

 For an AC whose version is HP850_870-CMW520-R2607P33 or later, HP recommends not 
using it to manage APs compatible with ACs that use a version earlier than 
HP850_870-CMW520-R2607P33. If you do so through APDB, these APs cannot associate with 
the AC when local authentication is enabled. 

 The configuration for the remote-ap keep-client-online command is saved before 

HP850_870-CMW520-R2607P29. The configuration for the undo remote-ap 

keep-client-online command is saved in HP850_870-CMW520-R2607P29. Therefore, if the 

undo remote-ap keep-client-online command is configured in a version earlier than 

HP850_870-CMW520-R2607P29, the configuration will be lost if the version is upgraded to 
HP850_870-CMW520-R2607P29 or later. 
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Open problems and workarounds 

201506190192 

 Symptom: WEP clients cannot come online when TKIP, CCMP and WEP40 are all used for data 
encryption. 

 Condition: None. 

 Workaround: Configure only WEP encryption. 

201604080429 

 Symptom: The AC restarts abnormally when client probing is enabled. 

 Condition: This symptom might occur when client probing is enabled. 

 Workaround: Configure the detect wireless-device disable command in WIPS view to disable all 
WIPS features except client probing. 

List of resolved problems 

Resolved Problems in 
HP850_870-CMW520-R2607P58 
201612280399 

 Symptom: CVE-2009-3238. 

 Condition: The get_random_int function in the Linux kernel before 2.6.30 produces insufficiently 
random numbers, which allows attackers to predict the return value, and possibly defeat 
protection mechanisms. 

201612220324 

 Symptom: CVE-2013-0169/CVE-2015-2808. 

 Condition:  

 CVE-2015-2808: The RC4 algorithm, as used in the TLS protocol and SSL protocol, does not 
properly combine state data with key data during the initialization phase, which makes it easier 
for remote attackers to conduct plaintext-recovery attacks against the initial bytes of a stream 
by sniffing network traffic that occasionally relies on keys affected by the Invariance Weakness, 
and then using a brute-force approach involving LSB values. 

 CVE-2013-0169: The TLS protocol and the DTLS protocol do not properly consider timing 
side-channel attacks on a MAC check requirement during the processing of malformed CBC 
padding, which allows remote attackers to conduct distinguishing attacks and 
plaintext-recovery attacks via statistical analysis of timing data for crafted packets, aka the 
"Lucky Thirteen" issue.. 

201609130124 

 Symptom: CVE-2015-5219. 

 Condition: NTP is prone to a denial-of-service vulnerability. A remote attacker may exploit this 
issue to cause an infinite loop, resulting in a denial-of-service condition. 

201612080046 

 Symptom: Memory leakage occurs on the AC. 
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 Condition: This symptom occurs when the master AC and a backup AC fail to synchronize 
DHCP configuration between them. 

201611150093 

 Symptom: Support for configuring syslog reporting in the format required by Maipu from the 
CLI. 

 Condition: None. 

201612090469 

 Symptom: iPhone 6s mobile phones might fail to access the WLAN. 

 Condition: This symptom might occur when the system determines that packets sent by iPhone 
6s mobile phones are in incorrect format. 

201612090554 

 Symptom: The CPU usage is high on the AC. 

 Condition: This symptom occurs when the WIPS module stores too many logs. 

201611170123 

 Symptom: CVE-2016-8858. 

 Condition: A remote user can send specially crafted data during the key exchange process to 
trigger a flaw in kex_input_kexinit() and consume excessive memory on the target system. This 
can be exploited to consume up to 384 MB per connection. 

201608300349 

 Symptom: Optimized load balancing to not hide the SSID on an AP when the load of the AP 
reaches the load balancing threshold. 

 Condition: None. 

Resolved Problems in 
HP850_870-CMW520-R2607P55 
201605060562 

 Symptom: CVE-2015-8158. 

 Condition: Fixed vulnerability in ntpq allows attackers to cause MITM attack or a denial of 
service. 

201605060562 

 Symptom: CVE-2015-8138. 

 Condition: Fixed vulnerability in ntpd which attackers may be able to disable time 
synchronization by sending a crafted NTP packet to the NTP client. 

201605060562 

 Symptom: CVE-2015-7979. 

 Condition: Fixed vulnerability in ntpd allows attackers to send special crafted broadcast packets 
to broadcast clients, which may cause the affected NTP clients to become out of sync over a 
longer period of time. 

201605060562 

 Symptom: CVE-2015-7975. 
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 Condition: Fixed vulnerability in ntpq allows attackers to crash an ntpq client instance. 

201605060562 

 Symptom: CVE-2015-7974. 

 Condition: Fixed vulnerability in NTP 4.x before 4.2.8p6 and 4.3.x before 4.3.90 which might 
allow remote attackers to conduct impersonation attacks via an arbitrary trusted key. 

201605060562 

 Symptom: CVE-2015-7973. 

 Condition: Fixed vulnerability when NTP is configured in broadcast mode, a man-in-the-middle 
attacker or a malicious client could replay packets received from the broadcast server to all 
(other) clients, which cause the time on affected clients to become out of sync over a longer 
period of time. 

201605160352 

 Symptom: CVE-2016-1547 

 Condition: Fixed vulnerability where an off-path attacker can deny service to ntpd clients by 
demobilizing preemptable associations using spoofed crypto-NAK packets. 

201605160352 

 Symptom: CVE-2016-1548 

 Condition: Fixed vulnerability where an attacker can change the time of an ntpd client or deny 
service to an ntpd client by forcing it to change from basic client/server mode to interleaved 
symmetric mode. 

201605160352 

 Symptom: CVE-2016-1550 

 Condition: Fixed vulnerability in ntpd function allow an attacker to conduct a timing attack to 
compute the value of the valid authentication digest causing forged packets to be accepted by 
ntpd. 

201605160352 

 Symptom: CVE-2016-1551 

 Condition: Fixed vulnerability in ntpd allows unauthenticated network attackers to spoof refclock 
packets to ntpd processes on systems that do not implement bogon filtering. 

201605160352 

 Symptom: CVE-2016-2518 

 Condition: Fixed vulnerability when using a crafted packet to create a peer association lookup 
to make an out-of-bounds reference. 

201605160352 

 Symptom: CVE-2016-2519 

 Condition: Fixed vulnerability in ntpd will abort if an attempt is made to read an oversized value. 

201605160352 

 Symptom: CVE-2016-7704 

 Condition: Fixed vulnerability in ntpd that a remote attacker could use, to send a packet to an 
ntpd client that would increase the client's polling interval value, and effectively disable 
synchronization with the server. 
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201607040236 

 Symptom: CVE-2016-4953 

 Condition: Fixed vulnerability in NTP 4.x before 4.2.8p8 allows remote attackers to cause a 
denial of service by sending a spoofed packet with incorrect authentication data at a certain 
time. 

201607040236 

 Symptom: CVE-2016-4954 

 Condition: Fixed vulnerability in ntpd in NTP 4.x before 4.2.8p8 allows remote attackers to 
cause a denial of service by sending spoofed packets from source IP addresses in a certain 
scenario. 

201607040236 

 Symptom: CVE-2016-4956 

 Condition: Fixed vulnerability in NTP 4.x before 4.2.8p8 allows remote attackers to cause a 
denial of service via a spoofed broadcast packet. 

201608160242 

 Symptom: When the radio of an AP is disabled or the AP goes offline, the load balancing 
information for other APs is deleted. 

 Condition: This symptom occurs when the radio of an AP is disabled or the AP goes offline. 

201605160057 (WA2600/WA2600A)  

 Symptom: The delay of ping packets from the AP to voice clients increases after remote AP is 
enabled. 

 Condition: This symptom occurs when local authentication is enabled. 

Resolved Problems in 
HP850_870-CMW520-R2607P51 
201603100119 

 Symptom: The AC fails to issue QoS configuration to the BSS interface if the map file is large. 

 Condition: This symptom might occur when the map file is large. 

201603100644 

 Symptom: The AC restarts abnormally after long-term operation. 

 Condition: This symptom might occur when the AC operates for a long time. 

201603100523 

 Symptom: 802.1X authentication failure or communication failure occurs on some wireless 
clients associated with an AP. 

 Condition: This symptom might occur when FPGA fast forwarding is enabled. 

201602230289 

 Symptom: WIPS rogue detection on single channel not working. 

 Condition: None. 

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/34e52205-c56f-4aab-a3e8-6004e3ee2bac$tabTitle=201602230289
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Resolved Problems in 
HP850_870-CMW520-R2607P49 
201601260540 

 Symptom: An AC master/backup switchover occurs when the IACTP tunnel between the 
master AC and the backup AC is down. 

 Condition: This symptom occurs when the IACTP tunnel between the master AC and the 
backup AC is down. 

Resolved Problems in 
HP850_870-CMW520-R2607P48 
201511170233 

 Symptom: The manufacture information read by the system is wrong.. 

 Condition: This symptom might occur when the system is being initialized. 

201512100507 

 Symptom: RADIUS packets might carry incorrect information when the AC performs 802.1X 
authentication. 

 Condition: This symptom might occur when no NAS IP is configured for the applied RADIUS 
scheme and the AC performs 802.1X authentication. 

201511100416 

 Symptom: WIPS consumes a lot of CPU resources when client probing is enabled for a large 
amount of APs. 

 Condition: This symptom occurs when you enable client probing for a large amount of APs. 

201511100023 

 Symptom: The AC's performance fluctuates greatly when device detection is enabled. 

 Condition: This symptom occurs when device detection is enabled and large-traffic tests are 
performed. 

201510310118 

 Symptom: In AeroScout locating, the port for an AP to listen to cannot be configured. 

 Condition: None. 

201509180131 

 Symptom: The roaming latency is long for 802.1X clients. 

 Condition: This symptom occurs when an 802.1X client roams in an environment with poor 
wireless signal or strong interference. 

201509150169 

 Symptom: A fiber port on the switch side of an HP 870 AC fails to initialize, and the AC restarts 
repeatedly. 

 Condition: This symptom might occur when a fiber port is used and the AC is rebooted. 
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201509150154 

 Symptom: VLAN pool assignment algorithm is optimized to prevent clients that come online and 
go offline repeatedly from failing to come online again because of resource conflict. 

 Condition: This symptom occurs when VLAN pool is configured and a large amount of clients 
come online and go offline repeatedly. 

201509150141 

 Symptom: VLAN pool assignment algorithm is optimized to prevent the DHCP server from 
running out of IP addresses when a large amount of clients come online and go offline 
repeatedly. 

 Condition: This symptom occurs when VLAN pool is configured and a large amount of clients 
come online and go offline repeatedly. 

201509060549 

 Symptom: The roaming latency is too long when clients that do not support fast roaming roam 
to a foreign AC in the same mobility group. 

 Condition: This symptom occurs when mobility group and 802.1X authentication are used. 

201509060528 

 Symptom: The roaming latency is long when IMC is used. 

 Condition: This symptom occurs when IMC is used to manage a large number of online clients. 

201508130165 

 Symptom: The roaming latency is long. 

 Condition: This symptom occurs when EAPOL-KEY Msg 1 is lost because of busy AP radios or 

when client 802.1X software has poor compatibility. 

201508130164 

 Symptom: The roaming latency is long. 

 Condition: This symptom occurs when EAPOL-KEY Msg 3 is lost because of busy AP radios or 

when client 802.1X software has poor compatibility. 

201508130045 

 Symptom: The roaming latency is long. 

 Condition: This symptom occurs when a client roams repeatedly and uses a wrong PMK ID. 

201508130020 

 Symptom: The roaming latency is long for some clients when the wlan option client-reject 

command is executed. 

 Condition: This symptom might occur when the wlan option client-reject command is executed 

and a client roams from one AP to another. 

201508120429 

 Symptom: The roaming latency is long. 

 Condition: This symptom occurs when an 802.1X client is not enabled with fast roaming. 

201508120426 

 Symptom: The roaming latency is long. 

 Condition: This symptom occurs when the AC is heavily loaded and 802.1X authentication is 
used. 
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201508120425 

 Symptom: The roaming latency is long. 

 Condition: This symptom occurs when 802.1X authentication and A-MPDU are used. 

201507040137 

 Symptom: The roaming latency is long when clients roam to a foreign AC in the same mobility 
group. 

 Condition: This symptom occurs when 802.1X authentication, fast roaming, and mobility group 
are all used. 

201505200471 

 Symptom: The roaming latency is long for clients that use the Intel 7265 NIC. 

 Condition: This symptom occurs when 802.1X authentication is used. 

201505180052 

 Symptom: The roaming latency is long for clients that use the Intel 7260 NIC. 

 Condition: This symptom occurs when 802.1X authentication and the power saving mode are 
used. 

Resolved Problems in 
HP850_870-CMW520-R2607P46 
201510090163 

 Symptom: If FPGA fast forwarding is enabled, the AC might fail to communicate with other 
devices because packets to be sent to the CPU are dropped. 

 Condition: This symptom might occur if FPGA fast forwarding is enabled. 

201509150169 

 Symptom: After the AC reboots, 10-GE ports cannot come up.  

 Condition: This symptom might occur if the AC reboots. 

201507090051 

 Symptom: Any account can pass authentication if 802.1X authentication is used with LDAP. 

 Condition: This symptom might occur if 802.1X authentication is used with LDAP. 

201509150254 

 Symptom: The AC performs accounting for traffic that matches portal free rules. 

 Condition: This symptom might occur if portal authentication is enabled. 

201505070242 

 Symptom: The NMS cannot obtain the VLANs that have been created on the AC. 

 Condition: This symptom might occur if the NMS accesses the AC to obtain VLAN IDs. 

201508310174 

 Symptom: IMC or WSM fails to manage the AC when accessing vlan related mib nodes. 

 Condition: This symptom occurs if IMC or WSM is used to manage the AC and accessing vlan 
related mib nodes through SNMPv3. 
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201508260371 

 Symptom: The system cannot operate correctly if the portal autoredirection URL is longer than 
256 bytes and WeChat WiFi connection is used. 

 Condition: This symptom might occur if the portal redirect-url or portal url-param command is 

used to configure the portal autoredirection URL. 

201508270224 

 Symptom: Configuration of the portal silent ios optimize command is missing after a reboot 

even if the configuration has been saved.  

 Condition: This symptom might occur if the portal silent ios optimize command is executed 

and the configuration is saved. 

201508280423 

 Symptom: The AC fails to deploy configuration to APs and users cannot log in if local forwarding, 
AP local authentication, and 802.1X authentication are used together. 

 Condition: This symptom might occur if local forwarding, AP local authentication, and 802.1X 
authentication are used together. 

201509090206 

 Symptom: NOC authentication fails if the source IP address of authentication packets is not the 
IP address of the NOC server. 

 Condition: This symptom might occur if NOC authentication is used. 

Resolved Problems in 
HP850_870-CMW520-R2607P44 
201507210289    

 Symptom: The files in the file system on the switching engine are lost when the AC runs for a 
long time. 

 Condition: This symptom might occur when the AC runs for a long time. 

201502020227 

 Symptom: The AC reboots abnormally when APs connect to and then disconnect from the AC 
quickly. 

 Condition: This symptom might occur when a large number of APs connect to and then 
disconnect from the AC quickly. 

201507210077 

 Symptom: Some contents on the load balancing group configuration pages are empty. 

 Condition: This symptom might occur when a Chrome or Firefox browser is used to access the 
load balancing group configuration pages. 

201507310165 

 Symptom: IP address lease extension fails and clients go offline in portal authentication. 

 Condition: This symptom might occur when portal authentication is enabled on the AC. 

201508130326 

 Symptom: The new primary AC cannot provide services correctly because it does not deploy a 
configuration file to the associated APs when a primary/backup AC switchover is performed. 
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 Condition: This symptom occurs when a primary/backup AC switchover is performed in a 
network that uses AC 1+1 backup. 

201507010449 

 Symptom: The default setting for the IPv6 ICMP redirection command ipv6 redirects is 

incorrect. The default setting should be disabled. 

 Condition: None. 

201507040137 

 Symptom: Authentication is interrupted upon PMKID match failure when a wireless client that 
carries the PMK roams between APs associated with the same foreign agent. 

 Condition: A client that carries the PMK roams between APs associated with the same foreign 
agent. 

201507100135 

 Symptom: The maximum length of the NAS ID in the NOC redirection URL was changed to 63. 

 Condition: This symptom occurs when a NOC server is used together with the AC. 

201507160264 

 Symptom:CVE-2015-1788 

 Condition: When processing an ECParameters structure OpenSSL enters an infinite loop. This 
can be used to perform denial of service against any system which processes public keys, 
certificate requests or certificates.  

 201507160264 

  Symptom: CVE-2015-1789 

 Condition: X509_cmp_time does not properly check the length of the ASN1_TIME string and/or 
accepts an arbitrary number of fractional seconds in the time string. An attacker can use this to 
craft malformed certificates and CRLs of various sizes and potentially cause a segmentation 
fault, resulting in a DoS on applications that verify certificates or CRLs. 

 201507160264 

 Symptom: CVE-2015-1790 

 Condition: The PKCS#7 parsing code does not handle missing inner EncryptedContent 
correctly. An attacker can craft malformed  PKCS#7 blobs with missing content and trigger a 
NULL pointer dereference on parsing. 

Resolved Problems in 
HP850_870-CMW520-R2607P41 
201505130290 

 Symptom: DHCP starvation attacks cannot be prevented after MAC address check is enabled 
for DHCP snooping by using the dhcp-snooping check mac-address command. 

 Condition: This symptom might occur if DHCP Server is enabled on the AC, and the AC is under 
DHCP starvation attacks. 

201506150224 

 Symptom: The DHCP server does not respond to DHCP requests sent from clients in 
INIT-REBOOT state. 

 Condition: This symptom might occur if the DHCP Server feature is enabled on the AC. 
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201505120020 

 Symptom: Portal packets do not carry SSIDs after portal MAC-triggered authentication is 
enabled.  

 Condition: This symptom might occur if portal MAC-triggered authentication is enabled. 

201505210076 

 Symptom: The portal autoredirection URL does not contain the user VLAN attribute. 

 Condition: This symptom might occur if portal is configured on the AC. 

201506030198 

 Symptom: When MAC authentication is enabled, the AC sends RADIUS packets that carry the 
default NAS ID instead of the configured NAS ID. 

 Condition: This symptom might occur if MAC authentication is enabled on the AC. 

201504070127 

 Symptom: CVE-2015-0287 

 Condition: Reusing a structure in ASN.1 parsing may allow an attacker to cause memory 
corruption via an invalid write. Applications that parse structures containing CHOICE or ANY 
DEFINED BY components may be affected. 

201506100023 

 Symptom: RADIUS packets have duplicate Acct-Session-ID attribute values. 

 Condition: This symptom might occur when multiple ACs are communicating with the RADIUS 
server. 

201506130002 

 Symptom: Accounting mistakes occur because the RADIUS packets for portal authentication 
do not contain the Called-Station-ID attribute. 

 Condition: This symptom might occur when the AC communicates with the RADIUS server. 

201506050079 

 Symptom: The AC cannot communicate with other devices because errors occur when NAT 
performs address translation for DNS packets and the forwarding thread stops working. 

 Condition: This symptom might occur if NAT is enabled, but the DNS proxy feature is not 
enabled on the AC. 

Resolved Problems in 
HP850_870-CMW520-R2607P39 
201503280052 

 Symptom: Portal redirect cannot be configured in the Web interface. 

 Condition: None. 

201503250073 

 Symptom: The MAC-Trigger packets from the AC carry an incorrect UDP source port number 
when both local forwarding and portal authentication are enabled. 

 Condition: This symptom occurs when both local forwarding and portal authentication are 
enabled. 
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201504150180 

 Symptom: The memory usage for the AC is high after Bonjour has been enabled for a while. 

 Condition: This symptom occurs when Bonjour is enabled. 

201504200309  

 Symptom: In 1+1 AC backup application, some APs cannot switch back to the primary AC when 
the primary AC is disconnected from the WLAN and then reconnected. 

 Condition: This symptom occurs when you disconnect the primary AC from the WLAN and then 
reconnect the AC in 1+1 AC backup application. 

Resolved Problems in 
HP850_870-CMW520-R2607P37 

201502130155 

 Symptom: FPGA fast forwarding is enabled, and packets whose length exceeds 1514 bytes 
might get lost when sent to clients. 

 Condition: This symptom might occur when FPGA fast forwarding is enabled. 

201412030353 

 Symptom: The output from the display wlan client command displays wrong client IPv6 

addresses. 

 Condition: This symptom might occur when you use the display wlan client command to 

display client information. 

201503040235 

 Symptom: The actual maximum power of the MSM466-R AP is different from the rated 
maximum power. 

 Condition: None. 

201502150230 

 Symptom: Some packets can cause ipForwarding and ipDefaultTTL nodes failure. 

 Condition: This symptom might occur when SNMP is enabled. 

201502130393 

 Symptom: Before a client gets an IP address, accounting requests sent from the AC to the client 
carry a random IP address as the client IP address. 

 Condition: This symptom occurs when MAC authentication is used. 

201503110035 

 Symptom: When the portal authentication mode is portal control-mode mac, the server fails to 

deploy ACL entries after a client passes portal authentication. The client stays in redirecting 
state. 

 Condition: This symptom might occur when the portal authentication mode is portal 

control-mode mac. 

201501060114 

 Symptom: The factory default for power calibrate is unreasonable. 

 Condition: None. 
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201503160372 

 Symptom: The server fails to send portal ACLs to the AP when centralized portal authentication 
and local forwarding are enabled. 

 Condition: This symptom might occur when both centralized portal authentication and local 
forwarding are enabled. 

201503090015 

 Symptom: Negotiation for dynamic link aggregation fails when the port is not assigned to the 
specified VLANs. 

 Condition: This symptom might occur when the port is not assigned to the specified VLANs. 

201503110601 

 Symptom: The NMS cannot get client usernames when local 802.1X authentication is enabled. 

 Condition: This symptom might occur when local 802.1X authentication is enabled. 

  

Resolved Problems in 
HP850_870-CMW520-R2607P35 

201501050087 

 Symptom: IPv6 packets cannot be forwarded correctly because the size of the IPv6 adjacency 
table on the AC cannot satisfy the network requirements. 

 Condition: This symptom occurs when IPv6 is enabled on the AC for forward IPv6 packets. 

201501210535 

 Symptom: Some domain names that should not be matched might be matched because the 

portal user-url free command matches a URL rather than a domain name contained in the 

URL. 

 Condition: This symptom occurs when a domain-name based portal-free rule is configured on 

the AC by using the portal user-url free command. 

201412310272 

 Symptom: Stack-based buffer overflows in ntpd in NTP before 4.2.8 allows remote attackers to 
execute arbitrary code (CVE-2014-9295) through a crafted packet. 

 Condition: This symptom occurs when NTP is enabled on the AC. 

201411270102 

 Symptom: MAC, 802.1X, and PSK clients cannot get IP addresses when both centralized 
forwarding for client DHCP packets and local forwarding are enabled. 

 Condition: This symptom might occur when you use the client dhcp-server centralized 

command to enable centralized forwarding for client DHCP packets while local forwarding is 
enabled. 

201412260403 

 Symptom: Portal authentication on clients might fail. 

 Condition: This symptom occurs when portal authentication is enabled but client IP address 
acquisition is not enabled on the AC. 
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201412300137 

 Symptom: You cannot set whether to assign a value to the Acct-Delay-Time attribute in the 
RADIUS stop-accounting request packets from the CLI. 

 Condition: This symptom occurs when 802.1X or portal authentication is enabled on the AC. 

201412310156 

 Symptom: The value of the acct-delay-time attribute in the RADIUS stop-accounting request  

sent by the AC might be incorrect. 

 Condition: This symptom occurs when 802.1X or portal authentication is enabled on the AC. 

201501060223 

 Symptom: The NAS port ID is not contained in the portal redirection URL. 

 Condition: This symptom occurs when portal authentication is enabled on the AC. 

201501160134 

 Symptom: No logs are output on the AC when the number of PSK users reaches the upper limit. 

 Condition: This symptom occurs when the number of PSK users on the AC reaches the upper 
limit. 

201501160136 

 Symptom: NAC server check fails for a Telnet or Web login because the value of the 
calling-station-id attribute in the RADIUS packets sent by the AC to the server is all zeros. 

 Condition: This symptom occurs when Telnet or Web users on the AC are authenticated by an 
external server. 

201501160151 

 Symptom: Garbled characters occur when authenticated user information is read through MIB 
and reading the user information fails when the user goes offline and then comes online within a 
short time. 

 Condition: This symptom occurs when MAC Trigger is enabled on the AC. 

201501260043 

 Symptom: An 802.1X client comes online and goes offline from the same AP within a short time 
and the client is accounted repeatedly. 

 Condition: This symptom occurs when an 802.1X client comes online and goes offline from the 
same AP within a short time. 

Resolved Problems in 
HP850_870-CMW520-R2607P34 

201501070101 

 Symptom: The AC might restart abnormally when a portal user get online. 

 Condition: This symptom might occur when you use the dhcp-snooping binding record 
user-identity command to configure the Bonjour feature. 

201501090041 

 Symptom: The AC might restart abnormally when you enable the Bonjour feature. 

 Condition: This symptom might occur when you enable the Bonjour feature. 
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201412190331 

 Symptom: The Bonjour feature becomes unavailable when an IOS 8 client accesses the 
WLAN. 

 Condition: This symptom might occur when you enable the Bonjour feature. 

201412030186 

 Symptom: The AC might restart abnormally when its memory utilization is high. 

 Condition: This symptom might occur when AC's the memory utilization is high. 

201412160122 

 Symptom: OpenSSL memory leak vulnerability and SSL 3.0 fallback protection  vulnerability 
(CVE-2014-3566)exist on the AC. 

 Condition: This symptom might occur when the AC acts as an SSL server. 

201409220172 

 Symptom: Dots (.) are not allowed in an AP template name. 

 Condition: This symptom might occur when you configure an AP template. 

201412160450 

 Symptom: The MIB lacks SSID-based client number statistics. 

 Condition: This symptom might occur when you use a network management system to read 
client number statistics. 

201412170497 

 Symptom: A MacBook Pro might fail to communicate with other clients when 802.1X 
authentication is enabled. 

 Condition: This symptom might occur when you enable 802.1X authentication. 

201412180018 

 Symptom: The AC might work abnormally when the length of the AP name exceeds the limit on 
an AP template. 

 Condition: This symptom might occur when the length of the AP name exceeds the limit on an 
AP template. 

201412190347 

 Symptom: Memory leak in the 0b02 or the 0b03 module might occur after the AC works for a 
period of time. 

 Condition: This symptom might occur after the AC works for a period of time. 

201412120299 

 Symptom: A client fails MAC authentication and is assigned to the guest VLAN. When the client 

retries MAC authentication, the called-station-id attribute carried in RADIUS packets is 

incorrect, and MAC authentication fails again. 

 Condition: This symptom might occur when you enable both MAC authentication and guest 
VLAN. 

201412150171 

 Symptom: New clients might fail 802.1X authentication after the AC works for a period of time. 

 Condition: This symptom might occur when you configure 802.1X backup. 
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Resolved Problems in 
HP850_870-CMW520-R2607P33 

201410310234  

 Symptom: The discovery-ap sub signature in a WIPS user-defined AP classification rule does 
not take effect  

 Condition: This symptom can be seen when WIPS is enabled on the AC and an AP 
classification rule is configured. 

201411010062  

 Symptom: APs of some models cannot be associated with the AC when AP local authentication 
is configured. 

 Condition: Configure AP local authentication. 

201410200228  

 Symptom: In a network that uses AC 1+1 backup, wireless client information backup is enabled. 
When a large number of clients come online, the CPU usage might become high and the ACs 
cannot operate correctly. 

 Condition: This symptom might be seen when wireless client information backup is enabled and 
a large number of clients come online in a network that uses AC 1+1 backup. 

201409190070  

 Symptom: In a network that uses AC 1+1 backup, pack loss might occur when a 
primary/backup AC switchover occurs. 

 Condition: This symptom can be seen when a primary/backup AC switchover is performed in a 
network that uses AC 1+1 backup. 

201411230029  

 Symptom: The AC might reboot abnormally when QoS is enabled. 

 Condition: This symptom can be seen when QoS is enabled. 

201411240106  

 Symptom: The CPU usage is high when the h3cDot11APUserInfoStatisTable MIB table is 
accessed. 

 Condition: Access the MIB table h3cDot11APUserInfoStatisTable. 

201410300588  

 Symptom: The message sent by the AC to the RADIS server might carry incorrect IP addresses 
when 802.1X is enabled. 

 Condition: Enable 802.1X authentication. 

201411170168  

 Symptom: The memory might leak when RADIUS DM messages are being processed if 802.1X 
or portal is enabled. 

 Condition: This symptom can be seen when 802.1X or portal is enabled. 

201409220267  

 Symptom: The firewall packet-filter parameter in the user profile for a portal user does not take 
effect. 
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 Condition: Enable portal authentication, and configure the firewall packet-filter parameter in the 
user profile. 

201411010019  

 Symptom: The SSID in the PORTAL_USER_LOGOFF log is incomplete if the SSID contains 
spaces. 

 Condition: This symptom can be seen when the SSID contains spaces. 

201411170387  

 Symptom: The system software image might be lost if the device is powered off for a period of 
time. 

 Condition: Power off the device and let it powered off for a period of time. 

201411030353  

 Symptom: The AC might reboot abnormally when DHCP server is enabled. 

 Condition: This symptom can be seen when DHCP server is enabled. 

201411250152  

 Symptom: The wireless clients cannot obtain IPv6 prefixes from the DHCPv6 server. 

 Condition: Configure an IPv6 prefix pool and assign IPv6 prefixes to wireless clients. 

201411010064 

 Symptom: When MAC or 802.1X authentication is used in local forwarding mode, RADIUS 
packets do not carry client IP address information. 

 Condition: This symptom might occur when MAC or 802.1X authentication is used in local 
forwarding mode. 

201412040208 

 Symptom: An AC might run into an infinite restart loop when a large number of clients come 
online. 

 Condition: This symptom might occur when a large number of clients come online. 

201412050152 

 Symptom: Both ACs run into an infinite restart loop when you configure RRM for an AC 1+1 
backup application. 

 Condition: This symptom might occur when you configure RRM for an AC 1+1 backup 
application. 

Resolved Problems in 
HP850_870-CMW520-R2607P32 

201410130027 

 Symptom: A packet is copied and then broadcasted on a physical port, and packet loss might 
occur. 

 Condition: This symptom can be seen when a large number of broadcasts arrive on the device. 

201410150006 

 Symptom: Large delay occurs when SNMP tries to obtain data. 

 Condition: This symptom can be seen when SNMP collects device information. 
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201408150038 

 Symptom: CVE-2014-3508. 

 Condition: A flaw in OBJ_obj2txt may cause pretty printing functions such as 
X509_name_oneline, X509_name_print_ex et al. to leak some information from the stack. 
Applications may be affected if they echo pretty printing output to the attacker. 

201409220267 

 Symptom: When a portal user deploys a user profile that contains firewall attributes, the firewall 
attributes do not take effect. 

 Condition: This symptom can be seen when a portal user deploys a user profile that contains 
firewall attributes. 

201410130280 

 Symptom: The AC might be rebooted abnormally when some specific RADIUS configuration is 
performed on the AC. 

 Condition: This symptom can be seen when an accounting policy is configured for a domain but 
no accounting server address is specified in the RADIUS scheme. 

201408280098 

 Symptom: CVE-2008-5161. 

 Condition: Error handling in the SSH protocol in several SSH servers/clients, including 
OpenSSH 4.7p1 and possibly other versions, when using Cipher Block Chaining (CBC) mode, 
makes it easier for remote attackers to recover certain plaintext data. 

201410170643 

 Symptom: WIPS can detect flood attacks initiated by a client in unassociated state but cannot 
add the client to the WIDS dynamic blacklist. 

 Condition: This symptom occurs when a WIPS signature policy is configured on the AC to 
detect flood attacks. 

201410090080(HP560/HP52X) 

 Symptom: When an AP operates in monitor mode, or is enabled with auto-DFS or auto-TPC, 
AP performance decreases, and ping packet delay increases between the AP and clients. 

 Condition: This symptom occurs when an AP operates in monitor mode, or is enabled with 
auto-DFS or auto-TPC. 

201410140470(HP525) 

 Symptom: After you configure an AP to use external antennas and restart the AP, the AP still 
uses built-in antennas. 

 Condition: This symptom can be seen after you configure an AP to use external antennas and 
restart the AP. 

201410160202(HP417) 

 Symptom: Ethernet interface numbers used in software are different from the Ethernet interface 
numbers on the AP panel. 

 Condition: None. 

201410270383(HP560-AM) 

 Symptom: The channel exclusion list does not support channel 144. When an AP uses channel 
144, some clients cannot discover the WLAN because most NICs do not support channel 144. 

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/7e3ae12b-dadf-4bfd-b870-ad4965f88aeb$tabTitle=201410170643
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 Condition: This symptom can be seen when you configure an AP to work on channel 144 or 
when an AP automatically selects channel 144. 

201410140079(HP525-WW/HP525-AM/HP525-IL) 

 Symptom: Channel 120 can be used for wireless services for all AP models, but it should be 
only available for JP model. 

 Condition: None. 

Resolved Problems in 
HP850_870-CMW520-R2607P29 

201408210114 

 Symptom: The configurations cannot be completely deployed when the sensors are configured 
to reach the maximum specifications and WIPS is enabled.  

 Condition: This symptom can be seen when the sensors are configured to reach the maximum 
specifications and WIPS is enabled.  

201408220147 

 Symptom: New wireless clients might fail to log in a period of time after the wireless clients are 
configured with VLAN-based local forwarding.  

 Condition: This symptom can be seen when the wireless clients are configured with 
VLAN-based local forwarding and run for a period of time.  

201408260577 

 Symptom: Memory leakage might occur when the WIDS countermeasure feature is enabled.  

 Condition: This symptom can be seen when the WIDS countermeasure feature is configured.  

201408010218 

 Symptom: Serious memory leakage might occur when the ARP authorization feature is 
enabled.  

 Condition: This symptom can be seen when the ARP authorization feature is enabled.  

201408200252 

 Symptom: In a network with plenty of users, modifying the portal configurations might reboot the 
AC.  

 Condition: This symptom can be seen when the portal configurations are modified in a network 
with plenty of users.  

201409010012 

 Symptom: When portal authentication is configured and source MAC-based portal-free rules 
are configured, the output packet statistics that portal users report to RADIUS are always zero.  

 Condition: This symptom can be seen when portal authentication is configured and source 
MAC-based portal-free rules are configured.  

201408130256 

 Symptom: When VLANs are deleted, FPGA fast forwarding might not take effect.  

 Condition: This symptom can be seen when FPGA fast forwarding is enabled and VLANs are 
deleted.  
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201409040445 

 Symptom: When authorization VLAN-based 802.1X authentication is performed, if a wireless 
client slowly roams to a new AP, the wireless client takes a long time to log in.  

 Condition: This symptom can be seen when authorization VLAN-based 802.1X authentication 
is performed.  

201409120156 

 Symptom: With the Bonjour feature enabled, the AC might reboot when it is processing 
packets.  

 Condition: This symptom can be seen when the Bonjour feature is enabled.  

201409120157 

 Symptom: The number of wireless clients displayed in IMC is less than the actual number of 
wireless clients.  

 Condition: This symptom can be seen when you view the wireless client information in IMC.  

201407010204 

 Symptom: When FPGA fast forwarding is enabled and then disabled, the statistics collected for 
XGE interfaces are inaccurate.  

 Condition: This symptom can be seen when FPGA fast forwarding is enabled and then 
disabled.  

201404290424 

 Symptom: When the FPGA fast forwarding feature is repeatedly enabled and disabled on the 
AC, the average speeds collected for XGE interfaces are inaccurate.  

 Condition: This symptom can be seen when the FPGA fast forwarding feature is repeatedly 
enabled and disabled on the AC.  

201406120161 

 Symptom: When an aggregate interface is shut down and then brought up, the FPGA fast 
forwarding feature might fail to be enabled.  

 Condition: This symptom can be seen when an aggregate interface is shut down and then 
brought up.  

201405280077 

 Symptom: Modifying the echo-interval in AP group view might log out the APs.  

 Condition: This symptom can be seen when the echo-interval is modified in AP group view.  

201407150176 

 Symptom: When the AC receives abnormal mesh neighbor information, the AC might reboot.  

 Condition: This symptom can be seen when the AC receives abnormal mesh neighbor 
information.  

201406290020 

 Symptom: Errors occur to the configuration file when the IPsec proposal parameters are 
configured in the Web interface.  

 Condition: This symptom can be seen when the IPsec proposal parameters are configured in 
the Web interface.  
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201406300009 

 Symptom: When the IMC server acts as a portal server and the proprietary portal detection 
mechanism is used, the portal server cannot be detected.  

 Condition: This symptom can be seen when the IMC server acts as a portal server and the 
proprietary portal detection mechanism is used. 

201407070258 

 Symptom: In the mac-else-userlogin-secure authentication method, after a wireless client fails 
the MAC authentication and joins the guest VLAN, the wireless client is repeatedly logged in 
and logged out.  

 Condition: This symptom can be seen when the following conditions exist: 

 The mac-else-userlogin-secure authentication method is used.  

 A wireless client fails the MAC authentication and joins the guest VLAN.  

201404030485 

 Symptom: A Layer 3 interface cannot be configured with an IPv6 anycast address. 

 Condition: This symptom can be seen when you configure an IPv6 anycast address for a Layer 
3 interface.  

201408010460 

 Symptom: When the FPGA fast forwarding feature is enabled and the portal free-rule 

command is configured, the FPGA fast forwarding feature does not take effect. All packets are 
sent to the CPU.  

 Condition: This symptom can be seen when the FPGA fast forwarding feature is enabled and 

the portal free-rule command is configured.  

201407230151  

 Symptom: Port numbers are not considered when the incoming TCP and UDP packets are load 
balanced. As a result, the AC performance might decrease.  

 Condition: This symptom can be seen when the AC receives a large number of TCP and UDP 
packets.  

Resolved Problems in 
HP850_870-CMW520-R2607P26 

201405280077 

 Symptom: An AP might be disconnected with the AC when the echo-interval is changed. 

 Condition: This symptom can be seen when you change the echo-interval in AP template view. 

201406090275 

 Symptom: Clients that use iOS cannot go online when they use a WEP104 key. 

 Condition: This symptom can be seen when clients that use iOS use a specific key in WEP104 
encryption mode. 

201406160336 

 Symptom: The AC might reboot abnormally when an AP is trying to associate with the AC. 

 Condition: This symptom can be seen when an AP tries to associate with an AC. 
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201406190094 

 Symptom: An AVAYA wireless phone cannot dialup correctly. 

 Condition: Use the AVAYA wireless phone to dialup. 

201404300463 

 Symptom: Proxy ARP entries for the primary and backup ACs might be different. 

 Condition: This symptom can be seen when you enable proxy ARP in 1+1 AC backup 
networking. 

201405070123 

 Symptom: Downlink traffic statistics are incorrect for clients authenticated by portal IPv4/IPv6 
authentication. 

 Condition: This symptom can be seen when you enable FPGA fast forwarding and portal 
IPv4/IPv6 authentication. 

201406110350 

 Symptom：CVE-2014-0224。 

 Condition：When Open SSL Server or Client is used。 

201404110270 

 Symptom: Certificate verification fails. The system prompts that the root certificate cannot be 
trusted.  

 Condition: This symptom can be seen if SHA1 is configured in the PKI domain. 

201404250096 

 Symptom: Deleting the specified permitted MAC addresses for the specified VLANs has failed. 

 Condition: This symptom can be seen when you use the undo user-isolation vlan permit-mac to 
delete the specified permitted MAC addresses for the specified VLANs. 

201405080014 

 Symptom: The VLAN interface where the wireless client gateway resides can still forward data 
when the VLAN interface is shut down. 

 Condition: This symptom can be seen if you shut down the VLAN interface where the wireless 
client gateway resides when FPGA fast forwarding is enabled. 

201405080378 

 Symptom: The fpga portal-statistics enable command cannot take effect when the device is 
rebooted. 

 Condition: This symptom can be seen when you configure the fpga portal-statistics enable 
command and then reboot the device. 

201403130334 

 Symptom: An AP switches between the primary AC and the backup AC multiple times in a 1+1 
AC backup scenario. 

 Condition: This symptom can be seen when there are a large number of sessions in a 1+1 AC 
backup scenario. 

201405060074 

 Symptom: Some Ten-GigabitEthernet ports cannot send tagged VLAN packets. 

 Condition: This symptom can be seen when you configure Ten-GigabitEthernet as non access 
ports. 
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201404220302 

 Symptom: Uplink traffic statistics for an AC are incorrect. 

 Condition: This symptom can be seen when you enable FPGA fast forwarding on the AC. 

201405120178 

 Symptom: Most of rate limit policies that the RADIUS server assigned to portal users do not 
take effect.   

 Condition: This symptom can be seen if a RADIUS server is used to assign rate limit policies to 
portal users.  

201404280064 

 Symptom: The vlan-pool setting in ap-group view gets lost after a reboot. 

 Condition: This symptom can be seen after a reboot.  

201404020506 

 Symptom: Portal users matching portal free rules experience very low download speeds.  

 Condition: This symptom can be seen if portal free rules are configured for portal 
authentication.   

201404110265 

 Symptom: Certificate verification fails. The system prompts that the root certificate cannot be 
trusted.  

 Condition: This symptom can be seen if SHA1 is configured in the PKI domain. 

201404180358 

 Symptom: Wireless clients lose connectivity if a QoS policy configured with remark-dscp-pass 
is applied to the outbound direction.  

 Condition: This symptom can be seen if a QoS policy configured with remark-dscp-pass is 
applied to the outbound direction. 

201404250326 

 Symptom: When the RADIUS authentication/accounting server goes down and up, the device 
does not prompt an h3cRadiusAuthServerDown alarm message.  

 Condition: This symptom can be seen when the RADIUS authentication/accounting server 
goes down and up. 

201404280265 

 Symptom: In a 1+1 AC backup scenario, an AC might unexpectedly reboot when a large 
number of APs and wireless clients go online and offline.  

 Condition: This symptom can be seen if the following conditions exist: 

 Both the primary and backup ACs run 802.1X authentication. 

 A large number of APs and wireless clients go online and offline. 

201405170003 

 Symptom: The RADIUS accounting packet does not carry the Chargeable_user_identity 
attribute.  

 Condition: This symptom can be seen If EAP-SIM authentication is used.  
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201403310442 

 Symptom: Some leased IP addresses become conflict IP addresses on the DHCP server, 
because some clients respond to ICMP packets from the DHCP server during IP address 
acquisition.  

 Condition: This symptom can be seen when the DHCP server is enabled and some clients 
respond to ICMP packets from the DHCP server. 

201405130143 

 Symptom: When the DHCP relay is enabled, some clients fail to obtain IP addresses.  

 Condition: This symptom can be seen when the DHCP relay is enabled. 

201404080423 

 Symptom：The Spectralink handsets  will not reconnect to the wireless network, while powered 

down and then powered back on. 

 Condition：The Spectralink was powered down and then powered back on. 

201404240128 

 Symptom: When portal authentication is used, rate limit policies assigned by RADIUS do not 
take effect for IPv6 traffic from IPv6 wireless portal users.   

 Condition: This symptom can be seen if rate limit policies are assigned by RADIUS to IPv6 
wireless portal users. 

201407090156 

 Symptom: When update a different code version,WA2620-AGN or AP9552 with serial number 
(219801A0A7,219801A0A8,219801A0A9,219801A0AA) will download image repeatedly, 
which results in a software upgrade failure. 

 Condition: Roll back R2607P22 to an earlier version. 

Resolved Problems in 
HP850_870-CMW520-R2607P22 

201402240051 

 Symptom: After a client roams, the CAC information is lost. As a result, data packets of the 
client are forwarded based on incorrect priorities.  

 Condition: This symptom occurs when a client roams.  

201403170278 

 Symptom: When you enable policy-based forwarding, ARP packets to the local servers are still 
forwarded by centralized forwarding. As a result, address resolution cannot be performed for 
clients.  

 Condition: This symptom occurs when you enable policy-based routing.  

201403240423 

 Symptom: When an AP does not have program files, the AP initiates association requests to an 
AC at the Boot ROM phase. The association requests might cause the AC to fail.  

 Condition: This symptom occurs when an AP of an earlier version initiates association requests 
to an AC at the Boot ROM phase because the AP does not have program files.  
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201403250243 

 Symptom: When you modify the device management privilege of HTTPS users in the Web 
interface, the HTTPS users cannot access the devices.  

 Condition: This symptom occurs when you modify the device management privilege of HTTPS 
users in the Web interface.  

201403310447 

 Symptom: When the active AC is restored after an active/standby switchover and the APs are 
switched to the active AC, some clients might fail to be associated with APs.  

 Condition: This symptom occurs when the following conditions exist:  

 A large number of APs are online.  

 An active/standby switchover occurs to ACs.  

 The priority of the active AC is 7.  

201404030413 

 Symptom: After a client is restarted, it cannot automatically connect to an AP. However, you can 
manually connect the client to the AP.  

 Condition: This symptom might occur when a client associated with the AP is restarted. This 
problem might occur on clients of some models. 

Resolved Problems in 
HP850_870-CMW520-R2607P20 

201401180090 

 Symptom:  The wips enable command executed on the AC might fail to be assigned to sensors. 

As a result, the sensors fail to enable WIPS or execute WIPS functions. 

 Condition: This symptom might occur if the following conditions exist: 

 A large number of sensors are online.  

 The wips enable command is executed on the AC. 

201403040239 

 Symptom: FPGA self-tests might fail on the AC. As a result, FPGA fast forwarding is disabled, 
and the AC uses software to forward packets.  

 Condition: This symptom might occur if a large number of APs and wireless clients continually 
get online and offline, resulting in high CPU usage.   

201403110275 

 Symptom: The function for monitoring FPGA fast forwarding incorrectly changes FPGA fast 
forwarding to transparent forwarding, reducing forwarding performance.  

 Condition: This symptom might occur when large amounts of traffic exist, resulting in high CPU 
usage.  

201311200370 

 Symptom: The IMC wireless service module fails to manage an AC.  

 Condition: This symptom occurs if the AC is configured with an AP template that supports 
802.11AC. 
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201401210384 

 Symptom: Wireless clients associated with an AP's radio lose connections.  

 Condition: This symptom occurs if the following conditions exit: 

 The AP is configured with 1+1 AC backup. 

 The channel band-width 40 auto-switch command is configured on the radio. 

 A primary-backup AC switchover occurs.   

201401230414  

 Symptom: Modifying device management rights for Telnet and Web users fails in the Web 
interface.  

 Condition: This symptom can be seen when you modify device management rights for Telnet 
and Web users in the Web interface. 

201402240281 

 Symptom: The output from the display wlan client command does not show the IP addresses 

of some wireless clients.  

 Condition: This symptom can be seen in the output from the display wlan client command. 

201403110351 

 Symptom: The 802.1X and MAC Authentication service type of an SSID is displayed as "MIX" in 
the Wireless Service>Access Service page.  

 Condition: This symptom can be seen in the Wireless Service>Access Service page.  

201308290208 

 Symptom: The primary and backup ACs might have inconsistent portal user information.  

 Condition: This symptom might occur when a large number of portal users get online or offline.  

201402200384 

 Symptom: The AC selects the nas-port-id attribute configured in VLAN interface view instead of 
the nas-port-id attribute configured in radio view.   

 Condition: This symptom can be seen when the nas-port-id attribute is configured in both VLAN 
interface view and radio view. 

201401220233 

 Symptom: The Network>Service management page cannot be opened using IE8.  

 Condition: This symptom can be seen when you use IE8 to open the Network>Service 

management page. 

201402210234  

 Symptom: An anomaly occurs when the AC receives incorrect STP or ISIS packets.  

 Condition: This symptom occurs when the AC receives incorrect STP or ISIS packets.  

201402200458 

 Symptom: An LWAPP tunnel loop might occur if clients on two ACs can communicate at Layer 
2.  

 Condition: This symptom might occur if the following conditions exist: 

 The mac-fast-forwarding command is configured.  

 Clients on two ACs can communicate at Layer 2. 
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201403170158 

 Symptom: Enabling and disabling a service template might result in a system reboot. 

 Condition: This symptom might occur when a large number of APs are online. 

Resolved Problems in 
HP850_870-CMW520-R2607P18 

201401080273 

 Symptom: In 1+1 AC backup application, the primary AC fails, and the backup AC becomes the 
new primary AC. After the original primary AC recovers, it fails to become the new primary AC.  

 Condition: This symptom can be seen if the two ACs do not establish a roaming tunnel in 
between but they establish a roaming tunnel with another AC.  

201401080288 

 Symptom: Modifying the client idle-timeout setting in AP view might cause online wireless 

clients to get offline.  

 Condition: This symptom can be seen if the client idle-timeout setting is changed to a value 

between 60 and 72 seconds.    

201401230401 

 Symptom: An anomaly occurs when the Acunetix Web Vulnerability Scanner is used for 
security scanning in the Guest Tunnel page.  

 Condition: This symptom occurs when the Acunetix Web Vulnerability Scanner is used for 
security scanning in the Guest Tunnel page. 

201402080095 

 Symptom: Configuring a PSK fails.   

 Condition: This symptom occurs if the PSK contains a question mark "?". 

201401110030 

 Symptom: An anomaly might occur when the display portal acl command is executed.  

 Condition: This symptom might occur when a large number of users are performing Portal 
authentication or disconnect Portal connections.  

201401230215 

 Symptom: The administrator cannot log in to the AC through Web.  

 Condition: This symptom occurs when the AAA server is an Alcatel-Lucent RADIUS server.  

201401110038 

 Symptom: An anomaly occurs when the AC is processing a DHCP packet.  

 Condition: This symptom occurs if the DHCP packet contains Option 82 that carries Sub Option 
5. 

201401260143 

 Symptom: In 1+1 AC backup application, when the primary AC fails, a sensor switches to the 
backup AC but its WIPS function is then disabled.   

 Condition: This symptom occurs if the WIPS configuration information is not synchronized to 
the backup AC.   
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201402080117  

 Symptom: Information about the exposed antenna of an HP425 AP does not contain the J 
number and basic description.  

 Condition: This symptom can be seen in the information about the exposed antenna of an 
HP425 AP. 

201312170374 

 Symptom: The gain of an antenna from another vendor cannot be configured at the CLI. It can 
be configured in the Web interface but cannot be saved.  

 Condition: This symptom can be seen when an antenna from another vendor is used.  

201401080163 

 Symptom: A WRRM anomaly occurs on the AC when high-density APs are installed.  

 Condition: This symptom can be seen when high-density APs are installed.  

201312260147 

 Symptom: A wireless client uses a long time to obtain an IP address from the DHCP server on 
the AC.  

 Condition: This symptom occurs if the Request IP from the client is not on the same subnet as 

the corresponding VLAN interface on the DHCP server.  

201312160108 

 Symptom: LWAPP fragment packets might get lost if FPGA fast forwarding is repeatedly 
enabled and disabled on the AC.  

 Condition: This symptom might occur if FPGA fast forwarding is repeatedly enabled and 
disabled on the AC. 

201305140311 

 Symptom: The device panel digram in the device information page of the AC switching engine 
is incorrect.   

 Condition: This symptom can be seen when the administrator logs in to the device information 
page of the AC switching side.  

201310170134 

 Symptom: The AC might reboot when a large number of APs go online and offline.  

 Condition: This symptom might occur when the following conditions exist: 

 MAC authentication is enabled.  

 Large numbers of wireless clients are online.  

 A large number of APs go online and offline. 

201401090077 

 Symptom: In Portal stateful failover application, an anomaly occurs to the RADIUS module of 
the AC during a VRRP master/backup switchover.  

 Condition: This symptom can be seen when the AC receives a Session Ctrl or DM message 
from the RADIUS server.  

201402120030 

 Symptom: DHCP clients fail to obtain IP addresses from the DHCP server on the AC through a 
DHCP relay.  

 Condition: This symptom can be seen when the following conditions exist: 
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 The DHCP server address configured on the DHCP relay is the virtual VRRP IP address.  

 DHCP snooping is enabled on the AC.  

201310230553 

 Symptom: When a POST fails, the AC does not record the failure type in the syslog.  

 Condition: This symptom can be seen when a POST fails. 

201312170083 

 Symptom: In the Web interface of the AC, change the radio type from 802.11ac to 802.11n. 
Then changing the radio type from 802.11n backup to 802.11ac fails.  

 Condition: This symptom can be seen when you change the radio type from 802.11ac to 
802.11n then back to 802.11ac in the Web interface.  

201312170414 

 Symptom: After a third-party antenna configured with an antenna gain is switched to the 
embedded antenna, the antennal gain setting still exists.     

 Condition: This symptom can be seen after a third-party antenna configured with an antenna 
gain is switched to the embedded antenna. 

201312180135 

 Symptom: The country/region code configured on the AC is deleted.  

 Condition: This symptom occurs if an incorrect IPsec key is entered in the Web interface.  

201312180337 

 Symptom: Configuring valid and invalid time settings for the guest account in the Web interface 
fails.   

 Condition: This symptom can be seen when you configure valid and invalid time settings for the 
guest account in the Web interface. 

201312230295 

 Symptom: When the frequency spectrum is enabled or disabled on the AC, the APs stop 
sending beacon packets.  

 Condition: This symptom occurs when the frequency spectrum is enabled or disabled on the 
AC. 

Related documentation 

Documentation set 

 HP Unified Wired-WLAN Products License Registration and Activation Guide(5998-4792)  

 HP Unified Wired-WLAN Products Configuration Guides Index (5998-7427) 

 About the Configuration Guides for HP Unified Wired-WLAN Products (5998-7423)  

 HP Unified Wired-WLAN Products ACL and QoS Configuration Guide(5998-7426)  

 HP Unified Wired-WLAN Products Fundamentals Configuration Guide(5998-7429)  

 HP Unified Wired-WLAN Products High Availability Configuration Guide(5998-7431)  

 HP Unified Wired-WLAN Products IP Multicast Configuration Guide(5998-7433)  

 HP Unified Wired-WLAN Products Layer 2 Configuration Guide(5998-7435)  
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 HP Unified Wired-WLAN Products Layer 3 Configuration Guide(5998-7437)  

 HP Unified Wired-WLAN Products Network Management and Monitoring Configuration 
Guide(5998-7439) 

 HP Unified Wired-WLAN Products OAA Configuration Guide(5998-7441) 

 HP Unified Wired-WLAN Products Security Configuration Guide(5998-7443)  

 HP Unified Wired-WLAN Products WLAN Configuration Guide(5998-7446)  

 HP FlexNetwork technology acronyms(5998-1751)  

 About the Command References for HP Unified Wired-WLAN Products(5998-7422) 

 HP Unified Wired-WLAN Products ACL and QoS Command Reference(5998-7425) 

 HP Unified Wired-WLAN Products Fundamentals Command Reference(5998-7428)  

 HP Unified Wired-WLAN Products High Availability Command Reference(5998-7430)  

 HP Unified Wired-WLAN Products IP Multicast Command Reference(5998-7432) 

 HP Unified Wired-WLAN Products Layer 2 Command Reference(5998-7434) 

 HP Unified Wired-WLAN Products Layer 3 Command Reference(5998-7436) 

 HP Unified Wired-WLAN Products Network Management and Monitoring Command 
Reference(5998-7438)  

 HP Unified Wired-WLAN Products OAA Command Reference(5998-7440)  

 HP Unified Wired-WLAN Products Security Command Reference(5998-7442)  

 HP Unified Wired-WLAN Products WLAN Command Reference(5998-7445)  

 HP Unified Wired-WLAN Products Web-Based Configuration Guide(5998-7444)  

 About the HP 870 Unified Wired-WLAN Appliance Switching Engine Command 
Reference(5998-4752) 

 About the HP 870 Unified Wired-WLAN Appliance Switching Engine Configuration 
Guides(5998-4753) 

 HP 870 Unified Wired-WLAN Appliance Switching Engine Network Management and 
Monitoring Command Reference(5998-4770) 

 HP 870 Unified Wired-WLAN Appliance Switching Engine Network Management and 
Monitoring Configuration Guide(5998-4771) 

 HP 870 Unified Wired-WLAN Appliance Switching Engine Fundamentals Command 
Reference(5998-4765) 

 HP 870 Unified Wired-WLAN Appliance Switching Engine Fundamentals Configuration 
Guide(5998-4757) 

 HP 870 Unified Wired-WLAN Appliance Switching Engine Layer 2 Command 
Reference(5998-4768) 

 HP 870 Unified Wired-WLAN Appliance Switch Switching Engine Layer 2 Configuration 
Guide(5998-4762) 

 HP 870 Unified Wired-WLAN Appliance Switching Engine Web-Based Configuration 
Guide(5998-4774) 

Obtaining documentation 

To find related documents, browse to the Manuals page of the HP Business Support Center website: 

http://www.hp.com/support/manuals  

http://www.hp.com/support/manuals


40 

Contacting HP 
For worldwide technical support information, see the HP support website: 

http://www.hp.com/support 

Before contacting HP, collect the following information: 

 Product model names and numbers 

 Technical support registration number (if applicable) 

 Product serial numbers 

 Error messages 

 Operating system type and revision level 

 Detailed questions 

Subscription service 

HP recommends that you register your product at the HP website: 

http://www.hp.com/go/wwalerts 

After registering, you will receive email notification of product enhancements, new driver versions, 
firmware updates, and other product resources. 

http://www.hp.com/support
http://www.hp.com/go/wwalerts
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Appendix A Feature list 

Hardware features 

Table 5 HP870 Hardware Features  

Item Description 

CPU frequency  1400 MHz 

CF card 4 GB 

Memory 8 GB DDR-III 

Dimensions (H × W × D) 88 × 440 × 480 mm  

Power consumption 146 W to 260 W 

Weight 15 kg  

Fixed interfaces 

 Twelve 10/100/1000Base-T Ethernet port 

 Twelve 1000Base-X/100base-FX SFP  port 

 Four 10G base-X SFP+ port 

 One 10/100/1000Base-T management Ethernet port 

 One console port 

Operating temperature 0°C to 45°C (32°F to 113°F) 

Operating humidity (non-condensing) 5% to 95% 

Compatible device models NA 

 

Software features 

For a list of new features, refer to the HP850_870-CMW520-R2607P22 Software Feature Changes 
document. 

Table 6 Access Controller Engine Feature of HP 870/850 

Category Features Description 

802.11 MAC 

802.11 protocol 
suite  

802.11a/802.11b/802.11d/802.11e (WMM) 
802.11g/802.11h/802.11i/802.11n/802.11w 

Advanced features 

Enhancements to antenna gain and power settings for 
supported and custom antennas  

Hidden SSID 

802.11g protection 

Limit to users per SSID 

Limit to users per radio 

User online status detection (Keepalive) 

Centralized forwarding 

Local forwarding based on VLAN or VLAN+SSID  

Policy-based forwarding  

Intelligent bandwidth guarantee 
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Category Features Description 

Intelligent bandwidth limitation  

VLAN pool  

Band navigation  

AP management 

AP discovery and 
provision 

Automatic input of AP serial numbers  

PNP AP 

AC discovery (DNS mode)  

MSM Discovery Protocol  

AC discovery (DHCP Option 43 mode) 

MSM DHCP Option 43 format  

AP provision (AP static configuration)

Tunnel 

NAT traversal

IPsec encryption  

IPsec encryption support for certificates

IPv6 tunnel  

AP centralized 
management  

AP group  

AP group support for VLAN pool  

AP LED control 

AP auto template and inheritance  

Staged firmware upgrade 

Mesh  

Mesh link 

Mesh link authentication 

Mesh security association  

Multi-hop mesh 

Roaming  

Intra-AC Layer-2 roaming  

Intra-AC Layer-3 roaming  

Inter-AC Layer-2 roaming  

Inter-AC Layer-3 roaming  

Security and access 
control 

Wireless 
encryption 

Shared key  

WEP-64/WEP-128/WEP-152/Dynamic WEP/LEAP 

TKIP 

CCMP 

Authentication 

Open system/shared key 

PSK 

802.1X 

MAC authentication 

Portal authentication 

MAC triggered portal authentication  

Distributed portal authentication for local forwarding  

EAP type 
EAP-TLS/EAP-TTLS/EAP-PEAP/EAP-MD5/EAP-GTC/EAP-F
AST/EAP-SIM/EAP-AKA/EAP offload (only TLS, PEAP) 
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Category Features Description 

AAA 

RADIUS 

HWTACACS 

LDAP 

Domain-based AAA server selection  

ESS (SSID)–based AAA server selection  

AAA server redundancy  

Time-based accounting  

SSID anti-spoofing (username–SSID binding) 

User and access 
control 

User-based access control 

User-based QACL 

User-based bandwidth limit  

User account-to-SSID binding  

Binding of user account, VLAN, ACL, and user profile  

Access control based on AP location  

Guest access management  

VIP channel  

Other 

SSID-based user isolation  

VLAN-based user isolation  

ARP anti-attack  

AP local authentication  

Local portal authentication  

QoS  

Priority mapping  

L2-L4 traffic classification  

Rate limit (CAR) 

802.11e/WMM 

QoS optimization for SVP phones  

Call admission control (CAC) 

Queue management  

Wireless radio 
resource 
management 
(WRRM) 

RRM 

Country code selection  

Country code lock  

20M/40M switchover for APs  

802.11n protection  

RF ping 

Energy saving (auto radio or SSID shutdown)  

RF interference detection and mitigation  

Static channel setting  

Power setting  

Dynamic rate adjustment  

Automatic channel selection  

Automatic power adjustment  
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Category Features Description 

Blackhole detection and compensation  

Load balancing 

User count-based load balancing  

Traffic-based load balancing  

Static load balancing group  

WIDS 

Blacklist/white list 

Static blacklist  

Dynamic blacklist  

White list  

Rogue AP 

SSID-based rogue AP detection 

BSSID-based rogue AP detection  

OUI-based rogue AP detection 

Rogue AP countermeasure  

Wireless attack 
protection 

Wireless flooding attack protection 

Spoofing attack protection 

Weak IV attack protection  

NAT  

NAT 

NPAT 

NAT ALG 

NAT Log  

WIPS 

Framework  

Virtual security domain  

Multi-radio support  

Support for dedicated sensor 

Support for hybrid sensor 

Signature 
Embedded signatures  

Custom signatures  

Device 
classification  

Device type classification  

Ignore list 

Device threaten index  

Automatic device classification  

Device classification based on custom rules  

Manual device classification  

Device detection 

Block list 

Trust list  

Rogue device detection  

Misconfigured device detection  

Unassociated client detection  

Full-channel scanning  

Custom channel scanning  

Encryption and authentication methods detection 

OUI Embedded OUI database/OUI import and export 

Attack detection 0-day attack detection 
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Category Features Description 

Known/unknown DOS attack detection  

MAC spoofing attack detection  

Power saving attack detection  

Hotspot attack detection  

AP spoofing attack detection  

Windows bridge detection  

Soft AP detection  

Attack 
countermeasure 

Auto attack countermeasure  

Manual attack countermeasure  

Surveillance  Malformed 802.11 packets detection  

Management 
Syslog 

MIB 

WIAA   

User-based filter firewall  

User-based ASPF firewall  

SSID-based filter firewall  

SSID-based ASPF firewall  

URL filter 

Spectrum analysis   

Hybrid sensor 

Dedicated sensor 

Bluetooth devices detection  

Microwave oven detection  

Cordless phone detection  

XBOX360 detection 

Wireless camera detection  

Branch access   

Remote AP 

AP local authentication  

Support for multiple country codes  

Layer-2 protocols  

ARP 

802.1p/802.1q/802.1X 

Port-based VLAN 

SSID-based VLAN 

User-based VLAN 

LLDP 

LACP/link aggregation  

Port loopback detection  

Port loopback test  

Port mirroring  

Broadcast/multicast/unknown unicast storm suppression  

IP Protocol IPv4 
TCP/UDPV4 

ICMPV4 
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Category Features Description 

NTP 

ACL 

DHCP server 

DHCP Relay 

DHCP Snooping 

IPv6 

ACL6 

DNS6 

TraceRT6 

Telnet6  

FTP IPv6 

TFTP IPv6 

DHCPv6 Server 

DHCPv6 Relay 

DHCPv6 Snooping 

Ping6 

SAVI 

Routing protocols  Static routing  

Multicast protocols   

IGMP snooping 

MLD snooping 

Multicast Optimization 

HA  

N+1 backup  

1+1 backup  

N+N backup  

1+1 backup with fast switchover  

Wireless client backup  

DHCP server stateful failover  

802.1X stateful failover  

Portal server stateful failover  

Management   

Configuration file encryption  

Password control  

SNMP v1/v2/v3 NMS 

HTTP, HTTPS 

CLI/Telnet/SSH v2.0 

Pre-packed AP images  

AP factory settings restoration  

External Interface 
AeroScout 
Location 

RFID 
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Table 7 Switching Engine feature of HP 870 

Features Description 

Link layer features 

Loop detection 

VCT (virtual cable test) 

Flow control (802.3x) 

Layer 2 protocols 

Broadcast/multicast/unknown unicast traffic storm control 

Port-based VLAN 

MAC-based VLAN 

MAC address management 

STP/MSTP 

LACP 

Static Link Aggregation 

GVRP/GARP 

MRP/MVRP 

LLDP 

IPv4 

VLAN interface 

ARP 

ARP proxy 

ARP detection 

ARP snooping 

DNS client 

Static routing 

IGMP snooping 

Anti-DoS 

TCP/UDP port disabled by default 

Protocol packet rate limiting 

Protection against the following attack types: 

 LAND 

 Null scan 

 PING Flood 

 SYN Flood 

 SYN with sPort 

 Smurf 

Security 

MAC authentication 

AAA/RADIUS 

TACACS+ 

Password control 

SSH 2.0 

PKI 

SSL 

QoS QoS policies 



48 

Features Description 

MQC 

ACL 

Time range 

Priority mapping 

Priority re-marking 

Queuing algorithms 

Traffic shaping 

Traffic redirection 

WRED 

Rate limit 

HA 

OAM 

CFD 

Y.1731 

DLDP 

Monitor Link 

RRPP 

Track 

NQA 

Management 

CLI/Web/SNMP 

Syslog 

NTP 

sFlow 

NetStream 

RMON/RMONv2 
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Appendix B Software upgrade guide 

System software images 
The HP 870 supports three types of system software images. It loads a system software image at 

startup.  

 Main system software image—Used by default. 

 Backup system software image—Used when the main system software image is invalid. 

 Secure system software image—Used when the backup system software image is invalid. If 

the secure system software image is also invalid, the module displays a failure prompt. 

The default system software image of HP870 is saved in the CF card. 

Upgrade methods 
You can upgrade software by using one of the following methods: 
 

Upgrade mode Remarks 

Upgrading software from the CLI 
 The two methods require a reboot to complete upgrade. 

 The two methods interrupt services. Upgrading software in the Web 
interface 

Upgrading software from the 
BootWare menu 

This method can be used when HP 870 cannot start up. 

 

Upgrade prerequisites 
Before software upgrade, set up a configuration environment as described in the following section. 

Setting up a configuration environment 

 The device operates as the TFTP/FTP client and the PC as the TFTP/FTP server. 

Connect the PC to the console port of the device with a console cable, and to any Layer 2 

Ethernet port of the switch where the device resides with an Ethernet cable. Make sure the PC 

and the device can reach each other. 
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 CAUTION: 

 For upgrade from the CLI, you can connect the PC to any Layer 2 Ethernet port on the 

switch where the device resides. 

 For upgrade from the BootWare menu, you must connect the PC to the management 

Ethernet port on the device. 
 

Figure 1 Setting up the configuration environment 

 

 

 Set up a configuration environment for upgrade in the Web interface. 

Connect the PC to any Layer 2 Ethernet port of the switch where the device resides with an 

Ethernet cable. Make sure the PC and the device can reach each other. 

Figure 2 Setting up the configuration environment 

 

 

Setting terminal parameters 

Run the terminal emulation program on the PC. 

The following are the required terminal settings: 

 Bits per second—9,600 

 Data bits—8 

 Parity—None 

 Stop bits—1 

 Flow control—None 

 Emulation—VT100 

To set the parameters: 

PC

Ethernet cable

Console cable

192.168.0.1/24 192.168.0.100/24

TFTP/FTP server
TFTP/FTP  client

AC

PC 

Ethernet cable

Ethernet port

Console cable

IP network

AC
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1. Select Start > All Programs > Accessories > Communications > HyperTerminal. 

The Connection Description dialog box appears.  

2. Enter the name of the new connection in the Name field and click OK.  

Figure 3 Connection description 

 

 

3. Select the serial port to be used from the Connect using list, and click OK. 

Figure 4 Setting the serial port used by the HyperTerminal connection 

 

 

4. Set Bits per second to 9600, Data bits to 8, Parity to None, Stop bits to 1, and Flow control to 

None, and click OK. 
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Figure 5 Setting serial port parameters 

 

 

 NOTE: 

To use the default settings, click Restore Defaults. 
 

5. Select File > Properties in the HyperTerminal window. 

Figure 6 HyperTerminal window 

 
 



53 

 

6. On the Settings tab, set the emulation to VT100 or Auto detect and click OK. 

Figure 7 Setting terminal emulation in test Properties dialog box 

 

 

Upgrading software from the CLI 

Upgrading software through TFTP 

Backing up the system software image, configuration file, and Web configuration file 

 

 NOTE: 

The backup procedures for the system software image, configuration file, and Web 

configuration file are similar. This section backs up the configuration file as an example. 
 

# Perform the save command in user view to save the current configuration. 

<HP>save                                                                         

The current configuration will be written to the device. Are you sure? [Y/N]:y   

Please input the file name(*.cfg)[cfa0:/startup.cfg]                             

(To leave the existing filename unchanged, press the enter key):                 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y                                     

 Validating file. Please wait....                                                
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 Configuration is saved to device successfully.                                  

<HP> 

# Perform the dir command in user view the view the files in the file system. 

<HP>dir                                                                          

Directory of cfa0:/                                                              

                                                                                 

   0     -rw-  105260032 Jan 19 2013 13:35:50   main.bin                         

   1     -rw-       508  Jan 19 2013 15:17:34   system.xml                       

   2     -rw-      1558  Jan 19 2013 15:17:36   startup.cfg                      

                                                                                 

4088468 KB total (3821700 KB free) 

                                                                                 

File system type of cfa0: FAT32                                                  

                                                                                 

<HP> 

# Perform the tftp put command in user view to back up the configuration file startup.cfg on the 

device to the TFTP server and save it as config.bak. 

<HP>tftp 192.168.0.1 put startup.cfg config.bak                               

                                                                                 

  File will be transferred in binary mode                                        

  Sending file to remote TFTP server. Please wait... \                           

  TFTP:     1558 bytes sent in 0 second(s).                                      

  File uploaded successfully.                                                    

                                                                                 

<HP> 

 

 CAUTION: 

If a file with the same name already exists on the TFTP server, the file uploaded from the 

device overwrites the file on the TFTP server. 
 

Upgrading system software 

# Perform the tftp get command in user view to download the system software image main.bin from 

the TFTP server to the device, and save it as main.bin. 

<HP>tftp 192.168.0.1 get main.bin                                             

The file main.bin exists. Overwrite it? [Y/N]:y                                  

  Verifying server file...                                                       

  Deleting the old file, please wait...                                          

                                                                                 

  File will be transferred in binary mode                                        

  Downloading file from remote TFTP server, please wait...\                      

  TFTP: 105260032 bytes received in 185 second(s)                                  

  File downloaded successfully.                                                  

                                                                                 

<HP> 
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 NOTE: 

 If a file with the same name already exists on the device, the system prompts whether to 

overwrite the existing file. 

 You can use the same method to download a new configuration file. You can make the 

new file by using a text editor before download. The new configuration file takes effect 

at the next reboot. 
 

# Specify the new image to be used at the next reboot. 

<HP>boot-loader file cfa0:/main.bin main                                         

  This command will set the boot file. Continue? [Y/N]:y                         

  The specified file will be used as the main boot file at the next reboot on slot 1!                                                                            

<HP> 

# Display information about the image to be used at the next reboot. 

<HP>display boot-loader 

  The boot file used this time:cfa0:/main.bin attribute: main 

  The boot file used next time:cfa0:/main.bin attribute: main 

  Failed to get the backup boot file used next time! 

  Failed to get the secure boot file used next time! 

<HP> 

Restoring the system software image, configuration file, and Web configuration file 

 

 NOTE: 

The restore procedures for the system software image file, configuration file, and Web 

configuration file are similar. This section restores the configuration file as an example. 
 

# Download the configuration file config.bak from the TFTP server to the device, and save it as 

startup.cfg. 

<HP>tftp 192.168.0.1 get config.bak startup.cfg 

The file startup.cfg exists. Overwrite it?[Y/N]:y 

  Verifying server file... 

  Deleting the old file, please wait... 

  File will be transferred in binary mode 

  Downloading file from remote tftp server, please wait...\ 

  TFTP:     1558 bytes received in 0 second(s) 

  File downloaded successfully. 

If a file with the same name already exists on the device, the system prompts for confirmation. 

Displaying all files 

# Display all files in the file system. 

<HP>dir                                                                          

Directory of cfa0:/                                                              

                                                                                 

   0     -rw-  105260032 Jan 19 2013 13:35:50   main.bin                         
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   1     -rw-       508  Jan 19 2013 15:17:34   system.xml                       

   2     -rw-      1558  Jan 19 2013 15:17:36   startup.cfg                      

                                                                                 

4088468 KB total (3821700 KB free)     

                                                                                 

File system type of cfa0: FAT32                                                  

                                                                                 

<HP> 

Deleting files 

# Delete the configuration file startup.cfg. 

<HP>delete /unreserved startup.cfg                                              

The contents cannot be restored!!! Delete cfa0:/startup.cfg?[Y/N]:y             

%Delete file cfa0:/startup.cfg...Done.                                          

<HP> 

Upgrading software through FTP 

Backing up the system software image, configuration file, and Web configuration file 

 

 NOTE: 

The backup procedures for the system software image, configuration file, and Web 

configuration file are similar. This section backs up the system software image file as an 

example. 
 

# Perform the save command in user view to save the current configuration. 

<HP>save                                                                         

The current configuration will be written to the device. Are you sure? [Y/N]:y   

Please input the file name(*.cfg)[cfa0:/startup.cfg]                             

(To leave the existing filename unchanged, press the enter key):                 

cfa0:/startup.cfg exists, overwrite? [Y/N]:y                                     

 Validating file. Please wait....                                                

 Configuration is saved to device successfully.                                  

<HP> 

# Perform the dir command in user view the view the files in the file system. 

<HP>dir                                                                          

Directory of cfa0:/                                                              

                                                                                 

   0     -rw-  105260032 Jan 19 2013 13:35:50   main.bin                         

   1     -rw-       508  Jan 19 2013 15:17:34   system.xml                       

   2     -rw-      1558  Jan 19 2013 15:17:36   startup.cfg                      

                                                                                 

4088468 KB total (3821700 KB free) 
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File system type of cfa0: FAT32                                                  

                                                                                 

<HP> 

# Perform the ftp command to access the FTP server. 

<HP>ftp 192.168.0.1 

Trying 192.168.0.1 ... 

Press CTRL+K to abort 

Connected to 192.168.0.1. 

220  FTP service ready. 

User(192.168.0.1:(none)):guest 

331 Password required for quest. 

Password: 

230 User logged in 

[ftp] 

# Back up the main.bin file to the FTP server. 

[ftp]put main.bin main.bin 

227 Entering passive mode (192,168,0,1,6,83) 

125 Using existing data connection 

226 Closing data connection; File transfer successful. 

FTP: 105260032  byte(s) sent in 185 second(s), 733.00Kbyte(s)/sec.  

221 Service closing control connection 

 

 CAUTION: 

If a file with the same name exists on the FTP server, the file uploaded from the device 

overwrites the file on the FTP server. 
 

Upgrading system software 

# Perform the get command in user view to download the system software image main.bin from the 

FTP server to the device, and save it as main.bin. 

[ftp] get main.bin main.bin 

cfa0:/main.bin has been existing. Overwrite it?[Y/N]:y 

227 Entering passive mode (192,168,0,1,4,89) 

125 Using existing data connection 

226 Closing data connection; File transfer successful. 

FTP: 105260032  byte(s) received in 185 second(s), 730.00K byte(s)/sec.   

[ftp]quit 

 

 NOTE: 

 If a file with the same name already exists on the device, the system prompts whether to 

overwrite the existing file. 

 You can use the same method to download a new configuration file. You can make the 

new file by using a text editor before download. The new configuration file takes effect 

at the next reboot. 
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# Specify the new image to be used at the next reboot. 

<HP>boot-loader file cfa0:/main.bin main                                         

  This command will set the boot file. Continue? [Y/N]:y                         

  The specified file will be used as the main boot file at the next reboot on slot 1!                                                                            

<HP> 

# Display information about the image to be used at the next reboot. 

<HP>display boot-loader 

  The boot file used this time:cfa0:/main.bin attribute: main 

  The boot file used next time:cfa0:/main.bin attribute: main 

  The boot file used next time:cfa0:/backup.bin attribute: backup 

  Failed to get the secure boot file used next time! 

<HP> 

Restoring the system software image, configuration file, and Web configuration file 

 

 NOTE: 

The restore procedures for the system software image file, configuration file, and Web 

configuration file are similar. This section restores the system software image file as an 

example. 
 

# Download the system software image file main.bin from the FTP server to the device, and save it 

as main.bin. 

[ftp]get main.bin main.bin 

cfa0:/main.bin has been existing. Overwrite it?[Y/N]:y 

227 Entering passive mode (192,168,0,1,6,231). 

125 Using existing data connection……… 

226 Closing data connection; File transfer successful.  

FTP: 105260032  byte(s) received in 185 second(s) 731.00K byte(s)/sec. 

Displaying all files 

# Display all files in the file system. 

<HP>dir                                                                          

Directory of cfa0:/                                                              

                                                                                 

   0     -rw-  105260032 Jan 19 2013 13:35:50   main.bin                         

   1     -rw-       508  Jan 19 2013 15:17:34   system.xml                       

   2     -rw-      1558  Jan 19 2013 15:17:36   startup.cfg                      

                                                                                 

4088468 KB total (3821700 KB free)                                                

 

                                                                                 

File system type of cfa0: FAT32                                                  

                                                                                 

<HP> 
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Deleting files 

# Delete the configuration file startup.cfg. 

<HP>delete /unreserved startup.cfg                                              

The contents cannot be restored!!! Delete cfa0:/startup.cfg?[Y/N]:y             

%Delete file cfa0:/startup.cfg...Done.                                          

<HP> 

Upgrading software in the Web interface 
You can use the following default settings to log in to the Web interface through HTTP: 

 Username—admin 

 Password—admin 

 IP address of VLAN-interface 1—192.168.0.100/24. 

To log in to the Web interface of the device from a PC: 

1. Configure an IP address, such as 192.168.0.1/24, for the PC so that the PC can communicate 

with the device. 

2. Open the browser and input the login information: 

a. Type the IP address http://192.168.0.100 in the address bar and press Enter. 

b. Enter the username and password admin, and click Login. 

Figure 8 Web user login interface 

  

 

 NOTE:  

Web-based network management supports the following browsers: Microsoft Internet 

Explorer 11, Mozilla Firefox 30.0.0.5269, Google Chrome 35.0.1916.114, and their earlier 

versions. 
 

3. Select Device > File Management from the navigation tree to view the free space of the disk. If 

the free space is not big enough, remove useless files. 
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Figure 9 File management interface 

  

 

4. Select Device > Device Maintenance from the navigation tree to enter the software upgrade 

configuration page. 

Figure 10 Software upgrade interface 

 

 

5. Click Browse to locate the local upgrade files. After specifying the file type, you can select the 

options If a file with the same name already exists, overwrite it without any prompts and 

Reboot after the upgrade is finished. Click Apply. 

Figure 11 Software upgrade in progress 

 

 

6. Complete the configuration as described in Table 8 . 
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Table 8 Configuration items 

Item Description 

File 
Browse for the new system software image. It has the 

extension .bin. 

Filename Set a name for the new system software image. 

File Type 

Set the image type.  

 Main—Main system software image. 

 Backup—Backup system software image. 

If a file with the same name already 
exists, overwrite it without any prompt. 

Specify whether to overwrite a file with the same name.  

If this option is not selected, when a file with the same name 

exists on the device, the File already exists prompt is displayed 

and the upgrade cannot begin. 

Reboot after the upgrade is finished. 
Specify whether to reboot the device so that the new software 
can take effect. 

 

 

CAUTION: 

Software upgrade may take a while. Do not perform any operations on the Web interface 

when software is being upgraded. Otherwise, the software upgrade is interrupted. 
 

Upgrading software from the BootWare menu 

Accessing the BootWare menu 
 

Upon power-on, the device runs the BootWare and displays the following information:  

System is starting...                                                            

Press Ctrl+D to access BASIC-BOOTWARE MENU                                       

Booting Normal Extend BootWare..                                                 

The Extend BootWare is self-decompressing.......................                 

Done!                                                                            

                                                                                 

****************************************************************************     

*                                                                          *     

*     HP HP 870 Unified WLAN Appliance JG723A BootWare, Version 1.05       *     

*                                                                          *     

****************************************************************************     

Compiled Date       : Aug 14 2013                                                

CPU Type            : XLP432                                                     

CPU Clock Speed     : 1400MHz                                                    

Memory Type         : DDR3 SDRAM                                                 

Memory Size         : 8192MB                                                     

Memory Speed        : 1333MHz                                                    

BootWare Size       : 768KB                                                      

Flash Size          : 16MB                                                       
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cfa0 Size           : 4002MB                                                     

CPLD1 Version       : 005                                                        

CPLD2 Version       : 004                                                        

PCB Version         : Ver.A                                                      

                                                                                 

                                                                                 

BootWare Validating...                                                           

Press Ctrl+B to enter extended boot menu... 

 

Press Ctrl + B at the prompt within four seconds to access the BootWare menu. If you fail to do that 

within the time limit, the system starts decompressing files, and you must restart the device to access 

the BootWare menu. 

Press Ctrl+B. The system prompts you to press Enter: 

BootWare password: Not required. Please press Enter to continue. 

Password recovery capability is enabled.                                         

Note: The current operating device is cfa0                                       

Enter < Storage Device Operation > to select device.                             

                                                                                 

===========================<EXTEND-BOOTWARE MENU>===========================     

|<1> Boot System                                                           |     

|<2> Enter Serial SubMenu                                                  |     

|<3> Enter Ethernet SubMenu                                                |     

|<4> File Control                                                          |     

|<5> Restore to Factory Default Configuration                              |     

|<6> Skip Current System Configuration                                     |     

|<7> BootWare Operation Menu                                               |     

|<8> Clear Super Password                                                  |     

|<9> Storage Device Operation                                              |     

|<0> Reboot                                                                |     

============================================================================     

Ctrl+Z: Access EXTEND-ASSISTANT MENU                                             

Ctrl+F: Format File System                                                       

Enter your choice(0-9): 

Table 9 BootWare menu options 

Item Description 

<1> Boot System Boot the system.  

<2> Enter Serial SubMenu 
Access the Serial submenu for upgrading system software 
through the console port or changing the serial port settings.  

<3> Enter Ethernet SubMenu 
Access the Ethernet submenu for upgrading system software 
through an Ethernet port or changing Ethernet settings.  

<4> File Control 
Access the File Control submenu to retrieve and manage the 
files stored on the device. 

<5> Restore to Factory Default 
Configuration 

Restore to the factory defaults. 
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Item Description 

<6> Skip Current System Configuration 

Start the device with the factory default configuration. This is a 
one-time operation and does not take effect at the next reboot. 
You use this option when you forget the console login 
password. 

This option takes effect only when the password recovery 
capability is enabled. 

<7> BootWare Operation Menu 

Access the BootWare Operation menu for backing up, 
restoring, or upgrading BootWare. When you upgrade the 
system software, BootWare is automatically upgraded. HP 
does not recommend upgrading BootWare separately. This 
document does not cover using the BootWare Operation 
menu.  

<8> Clear Super Password 

Clear all super passwords used for switching to higher user 
privilege levels.  

By default, no super password is required for switching to a 
higher user privilege level.  

This operation takes effect only for the first reboot of the 
device. The super password is restored when the device is 
rebooted for a second time. 

This option takes effect only when the password recovery 
capability is enabled. 

<9> Storage Device Operation 
Access the Storage Device Operation menu to manage 
storage devices. Using this option is beyond this chapter.  

<0> Reboot Restart the device. 

 

Using TFTP/FTP to upgrade software through an Ethernet 

port 
 

 CAUTION: 

 If the name you enter for the new image is the same as an image in the CF card, the 

system prompts "The file main.bin exists,Overwrite it?". If you select Y, the new image 

overwrites the current image. In this example, the new image main.bin overwrites the M 

type image with the same name. 

 Check whether the free storage space is enough. If not, delete useless files to store the 

new image. 
 

1. Enter 3 in the BootWare menu to access the Ethernet submenu.  

============================<Enter Ethernet SubMenu>====================== 

|Note:the operating device is cfa0                                      | 

|<1> Download Application Program To SDRAM And Run                       | 

|<2> Update Main Application File                                        | 

|<3> Update Backup Application File                                      | 

|<4> Update Secure Application File                                      | 

|<5> Modify Ethernet Parameter                                           | 

|<0> Exit To Main Menu                                                   | 
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|<Ensure The Parameter Be Modified Before Downloading!>                  | 

========================================================================== 

Enter your choice(0-5): 

Table 10 Ethernet submenu options 

Item Description 

<1> Download Application Program To SDRAM And 
Run 

Download a system software image to the SDRAM 
and run the image. 

This option takes effect only when the password 
recovery capability is enabled. 

<2> Update Main Application File Update the main system software image.  

<3> Update Backup Application File Update the backup system software image.  

<4> Update Secure Application File Update the secure system software image.  

<5> Modify Ethernet Parameter Modify network settings. 

<0> Exit To Main Menu Return to the BootWare menu. 

 

2. Enter 5 to configure the network settings.  

============================<ETHERNET PARAMETER SET>====================== 

|Note:       '.' = Clear field.                                          | 

|            '-' = Go to previous field.                                 | 

|          Ctrl+D = Quit.                                                | 

========================================================================== 

Protocol (FTP or TFTP) :ftp 

Load File Name         :main.bin 

Target File Name       :main.bin 

Server IP Address      :192.168.0.1 

Local IP Address       :192.168.0.100 

Gateway IP Address     : 

FTP User Name          :123456 

FTP User Password      :123456 

Table 11 Network parameter fields and shortcut keys 

Field Description 

'.' = Clear field  Press a dot (.) and then Enter to clear the setting for a field.  

'-' = Go to previous field Press a hyphen (-) and then Enter to return to the previous field.  

Ctrl+D = Quit Press Ctrl + D to exit the Ethernet Parameter Set menu.  

Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 

Load File Name Set the name of the file to be downloaded.  

Target File Name 
Set a file name for saving the file on the device. By default, the 
target file name is the same as the source file name.  

Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be 
set, use a colon (:) to separate the mask length from the IP address. 
For example, 192.168.80.10:24. 

Local IP Address Set the IP address of the device.  
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Field Description 

Gateway IP Address 
Set a gateway IP address if the device is on a different network than 
the server.  

FTP User Name 
Set the username for accessing the FTP server. This username 
must be the same as configured on the FTP server. This field is not 
available for TFTP.  

FTP User Password 
Set the password for accessing the FTP server. This password 
must be the same as configured on the FTP server. This field is not 
available for TFTP.  

 

3. Select an option in the Ethernet submenu to update a system software image. In this 

example, enter 2 to update the main system software image. 

Loading..........................................................................

.................................................................................

...........................................Done! 

105260032 bytes downloaded! 

Updating File cfa0:/main.bin..................................................... 

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.................................................................................

.....................Done! 

4. Enter 0 to return to the BootWare menu and press 1 to boot the system with the new 

image. 

Using XMODEM to upgrade software through the console 

port 

1. Connect the console port of the device to the PC that stores the new system software image. 

2. Enter 2 in the BootWare menu to access the Serial submenu.  

=============================<Enter Serial SubMenu>====================== 

|Note:the operating device is cfa0                                      | 

|<1> Download Application Program To SDRAM And Run                       | 

|<2> Update Main Application File                                        | 

|<3> Update Backup Application File                                      | 

|<4> Update Secure Application File                                      | 

|<5> Modify Serial Interface Parameter                                   | 

|<0> Exit To Main Menu                                                   | 

========================================================================== 

Enter your choice(0-5): 
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Table 12 Serial submenu options 

Item Description 

<1> Download Application Program To SDRAM And 
Run 

Download a system software image to SDRAM 
through the serial port and run the image. 

This option takes effect only when the password 
recovery capability is enabled. 

<2> Update Main Application File Update the main system software image.  

<3> Update Backup Application File Update the backup system software image.  

<4> Update Secure Application File Update the secure system software image.  

<5> Modify Serial Interface Parameter Modify serial port parameters 

<0> Exit To Main Menu Return to the BootWare menu. 

 

3. Select an appropriate baud rate for the console port. For example, enter 5 to select 115200 bps. 

=================================<BAUDRATE SET>=========================== 

|Note:'*'indicates the current baudrate                                  | 

|     Change The HyperTerminal's Baudrate Accordingly                    | 

|---------------------------<Baudrate Avaliable>-------------------------  

|<1> 9600(Default)*                                                      | 

|<2> 19200                                                               | 

|<3> 38400                                                               | 

|<4> 57600                                                               | 

|<5> 115200                                                              | 

|<0> Exit                                                                | 

========================================================================== 

Enter your choice(0-5): 

The following messages appear: 

Baudrate has been changed to 115200 bps. 

Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 

4. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 

device. 

Figure 12 Disconnecting the terminal connection 

 

 

 NOTE: 

If the baud rate of the console port is 9600 bps, jump to step 9. 
 

5. Select File > Properties, and click Configure… to change the bits per second to 115200. 
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Figure 13 Modifying the baud rate 

 

 

6. Select Call > Call to reestablish the connection. 

Figure 14 Reestablishing the connection 

 

 

7. Press Enter.  

The following menu appears:  

The current baudrate is 115200 bps 

===============================<BAUDRATE SET>=============================== 

|Note:'*'indicates the current baudrate                                    | 

|     Change The HyperTerminal's Baudrate Accordingly                      | 

|---------------------------<Baudrate Available>---------------------------| 

|<1> 9600(Default)                                                         | 

|<2> 19200*                                                                | 

|<3> 38400                                                                 | 

|<4> 57600                                                                 | 

|<5> 115200                                                                | 
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|<0> Exit                                                                  | 

============================================================================ 

Enter your choice(0-5): 

8. Enter 0 to return to the Serial submenu.  

===========================<Enter Serial SubMenu>===========================     

|Note:the operating device is cfa0                                        |     

|<1> Download Application Program To SDRAM And Run                         |     

|<2> Update Main Application File                                          |     

|<3> Update Backup Application File                                        |     

|<4> Update Secure Application File                                        |     

|<5> Modify Serial Interface Parameter                                     |     

|<0> Exit To Main Menu                                                     |     

============================================================================     

Enter your choice(0-5): 

9. Enter 2 to update the main system software image. 

Please Start To Transfer File, Press <Ctrl+C> To Exit. 

Waiting ...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 

10. Select Transfer > Send File in the HyperTerminal window.  

11. In the dialog box that appears, click Browse to select the new image main.bin, and select 

Xmodem from the Protocol list. 

Figure 15 File transmission dialog box 

 

 

12. Click Send. The following dialog box appears: 



69 

 

Figure 16 File transfer progress 

 
 

13. When the Serial submenu appears after the file transfer is complete, enter 0 at the 

prompt to return to the BootWare menu.  

Download successfully! 

105260032 bytes downloaded! 

Input the File Name:main.bin 

Updating File cfa0:/main.bin.............................................. 

.....................................................Done! 

14. Change the baud rate of the terminal to 9600 bps and reboot the device. 
 

 NOTE: 

 The name, size, and path of the file in the figure vary depending on different situations. 

Before you upgrade software, check the current BootWare version and system software 

image version. 

 If you are using a download rate other than 9600 bps, change the baud rate of the 

terminal to 9600 bps after software upgrade is complete to prevent that prompt 

information cannot be displayed when the device is rebooted.  

 Upgrading software through the console port is lower than upgrading through an 

Ethernet port, so the latter method is recommended. 
 

Managing files 
Enter 4 in the BootWare menu to enter the following file control menu where you can display files, set 

system software image type, and delete files. 

===============================<File CONTROL>===============================     

|Note:the operating device is cfa0                                         |     
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|<1> Display All File(s)                                                   |     

|<2> Set Application File type                                             |     

|<3> Delete File                                                           |     

|<0> Exit To Main Menu                                                     |     

============================================================================     

Enter your choice(0-3): 

Displaying files 

Enter 1 in the file control menu to display all files.  

Display all file(s) in cfa0:                                                     

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED        

============================================================================     

|NO. Size(B)   Time                 Type   Name                            |     

|1   105260032 Jan/19/2013 13:35:50 M      cfa0:/main.bin                  |     

|2   1558      Jan/18/2013 14:55:58 N/A    cfa0:/startup.cfg               |     

|3   508       Jan/18/2013 14:55:56 N/A    cfa0:/system.xml                |     

============================================================================  

Setting system software image type 

System software image file attributes include main (M), backup (B), and secure (S). You can store 

only one main image, one backup image, and one secure image on the device. A system software 

image can have any combination of the M, B, and S attributes. If the file attribute you are assigning 

has been assigned to an image, the assignment removes the attribute from that image. The image is 

marked as N/A if it has only that attribute.  

For example, the file main.bin has the M attribute and the file update.bin has the S attribute. After you 

assign the M attribute to update.bin, the type of update.bin changes to M+S and the type of main.bin 

changes to N/A. 
 

 NOTE: 

You cannot change the type for a secure system software image. 
 

1. Enter 2 in the file control menu. The following information appears.  

'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED        

============================================================================     

|NO. Size(B)   Time                 Type   Name                            |     

|1   105260032 Jan/19/2013 13:35:50 M      cfa0:/main.bin                  |     

|0   Exit                                                                  |     

============================================================================     

Enter file No: 

2. Enter the number of the target image. The following information appears.  

Modify the file attribute: 

========================================================================== 

|<1> +Main                                                               | 

|<2> -Main                                                               | 

|<3> +Backup                                                             | 

|<4> -Backup                                                             | 
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|<0> Exit                                                                | 

========================================================================== 

Enter your choice(0-4): 

3. Enter a number from 1 to 4 to set a type for the image. The following information appears. 

("-Main" or "-Backup" means to remove the main or backup attribute of the file. "+Main" or 

"+Backup" means to set the image as the main or backup system software image.) 

Set the file attribute success! 

Deleting files 

1. Enter 3 in the file control menu. The following information appears.  

Deleting the file in cfa0:                                                       

 'M' = MAIN      'B' = BACKUP      'S' = SECURE      'N/A' = NOT ASSIGNED        

============================================================================     

|NO. Size(B)   Time                 Type   Name                            |     

|1   105260032 Jan/19/2013 13:35:50 M+B    cfa0:/main.bin                  |     

|2   1558      Jan/18/2013 14:55:58 N/A    cfa0:/startup.cfg               |     

|3   508       Jan/18/2013 14:55:56 N/A    cfa0:/system.xml                |     

|0   Exit                                                                  |     

============================================================================     

Enter file No: 

2. Enter the number of the target file. The following information appears. Type Y to delete it. 

The file you selected is cfa0:/startup.cfg,Delete it? [Y/N]Y 

Deleting........Done! 

Dealing with password loss 
This section describes how to handle common password loss situations. 

Login password loss 

If you forget the login password, you can set a new password by following these steps: 

1. Start the system. 

 If the password recovery capability is enabled, select 6 from the BootWare menu to start 

the system without loading the system configuration.  

The following information appears:  

Flag Set Success. 

 If the password recovery capability is disabled, select 5 from the BootWare menu to start 

the system with the factory default configuration.  

The following information appears:  

Because the password recovery capability is disabled, this operation can         

cause the configuration files to be deleted, and the system will start up        

with factory defaults. Are you sure to continue?[Y/N]y 

Setting...Done. 
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2. When the BootWare menu appears again, select 0 to restart the system.  

System starts booting … 

3. Copy the configuration file to a PC through TFTP or FTP, and use a text editor to delete the 

login password setting in the configuration file. 

4. Copy the modified configuration file to the device. 

5. Set the configuration file to be used at the next startup. 

<HP>system-view 

<HP>startup saved-configuration startup.cfg 

Please wait ... 

... Done! 

6. Restart the device and set a new password. 

<HP>system-view 

[HP]user-interface aux 0 

[HP-ui-aux0]authentication-mode password 

[HP-ui-aux0]set authentication password cipher 123456 

7. Save the new configuration.  

<HP> save 

 

 NOTE: 

After you modify the login password, use the save command to save it. 
 

Super password loss 

The super password allows you to switch between four super levels. Without the super password, 

you cannot perform higher-privilege operations.  

To clear the super password, select 8 from the BootWare menu. 
 

 NOTE: 

 After selecting 8 and restarting the device, you will directly enter system view. 

 This setting works only once. When the device is restarted next time, the super 

password is restored. 
 

Handling upgrade failures 
If a software upgrade fails, the system runs the old software version. To handle a software failure:  

1. Verify that the physical connections are correct. 

2. If you are using the console port for file transfer, verify that the HyperTerminal settings 

(including the baud rate and data bits) are correct. 

3. Examine the file transfer settings: 
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 To use a baud rate other than 9600 bps when XMODEM is used, you must set the 

same baud rate for both the terminal and the console port.  

 If TFTP is used, you must set the same server IP address, file name, and working 

directory on both the TFTP client and the TFTP server. 

 If FTP is used, you must set the same FTP server IP address, source file name, 

working directory, and FTP username and password on both the FTP client and the 

FTP server. 

4. Verify that the FTP or TFTP server configuration is correct. 

5. Verify that the storage device has sufficient space to store the new image. 

6. If the message "Something is wrong with the file" appears, check the file to remove the problem. 

Appendix C MSM AP software upgrade 

For instructions on how to convert an MSM AP, refer to the HP MSM430/46X Release Notes and 

Upgrade Guide. 
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Release 2607P58 

This release has no changes. 

  



 

2 

Release2607P55 

This release has the following changes: 

 New feature: Configuring the format of the MAC address carried in the redirection URL 

 New feature: Excluding attributes from portal protocol packets 

 Modified feature: NTP authentication 

New feature: Configuring the format of the MAC address 

carried in the redirection URL 

Configuring the format of the MAC address carried in the redirection 

URL 

Perform this task to configure the format of the user MAC address or AP MAC address carried in the 

redirection URL. 

To configure the format of the MAC address carried in the redirection URL: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type 

interface-number 
N/A 

3. Configure the format of the 

MAC address carried in the 

redirection URL. 

portal url-param { user-mac | 

ap-mac } format { with-2-hyphen | 

with-5-hyphen | no-hyphen } 

{ lowercase | uppercase } 

Required. 

By default, the MAC address 

carried in the redirection URL is an 

uppercase MAC address with five 

hyphens.  

 

Command reference 

New command: portal url-param format 

Use portal url-param format to configure the format of the MAC address carried in the redirection URL. 

Use undo portal url-param format to delete the MAC address format configuration. 

Syntax 

portal url-param { user-mac | ap-mac } format { with-2-hyphen | with-5-hyphen | no-hyphen } 

{ lowercase | uppercase } 

undo portal url-param { user-mac | ap-mac } format 

Default 

The MAC address carried in the redirection URL is an uppercase MAC address with five hyphens. 
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Views 

Interface view 

Default command level 

2: System level 

Parameters 

user-mac: Specifies the MAC address of users. 

ap-mac: Specifies the MAC address of APs. 

with-2-hyphen: Includes two hyphens in the MAC address. 

with-5-hyphen: Includes five hyphens in the MAC address. 

no-hyphen: Excludes hyphens from the MAC address. 

lowercase: Uses lowercase letters in the MAC address. 

uppercase: Uses uppercase letters in the MAC address. 

Examples 

# Configure the format of the user MAC address carried in the redirection URL as uppercase MAC 

address without hyphens. 

<Sysname> system-view 

[Sysname] interface vlan 100 

[Sysname-Vlan-interface100] portal url-param user-mac format no-hyphen lowercase 

New feature: Excluding attributes from portal protocol packets 

Excluding attributes from portal protocol packets 

Support of the portal authentication server for portal protocol attributes varies by the server type. If the 

device sends the portal authentication server a packet that contains an attribute unsupported by the 

server, the device and the server cannot communicate. 

To address this issue, you can configure portal protocol packets to not carry the attributes unsupported 

by the portal authentication server. 

To exclude an attribute from portal protocol packets: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Exclude an attribute from 

portal protocol packets. 
portal mac-trigger 

exclude-attribute attribute-number 

By default, no attributes are 

excluded from portal protocol 

packets. 

 

Command reference 

New command: portal mac-trigger exclude-attribute 

Use portal mac-trigger exclude-attribute to exclude an attribute from portal protocol packets. 
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Use undo portal mac-trigger exclude-attribute to not exclude an attribute from portal protocol packets. 

Syntax 

portal mac-trigger exclude-attribute attribute-number 

undo portal mac-trigger exclude-attribute attribute-number 

Default 

No attributes are excluded from portal protocol packets. 

Views 

System view 

Default command level 

2: System level 

Parameters 

attribute-number: Specifies an attribute by its number in the range of 1 to 255. 

Usage guidelines 

Support of the portal authentication server for portal protocol attributes varies by the server type. During 

MAC-trigger authentication, the device and the server cannot communicate if the device sends the portal 

authentication server a packet that contains an attribute unsupported by the server. 

To address this issue, you can configure this command to exclude the unsupported attributes from portal 

protocol packets sent to the portal authentication server. 

You can specify multiple excluded attributes. 

Table 1 describes all attributes of the portal protocol. 

Table 1 Portal attributes 

Name Number Description 

UserName 1 Name of the user to be authenticated. 

PassWord 2 User password in plaintext form. 

Challenge 3 Random challenge for CHAP authentication. 

ChapPassWord 4 CHAP password encrypted by MD5. 

TextInfo 5 

The device uses this attribute to transparently transport prompt 

information of a RADIUS server or packet error information to the portal 

authentication server. 

The attribute value can be any string excluding the end character '\0'. 

This attribute can exist in any packet from the device to the portal server. 

A packet can contain multiple TextInfo attributes. As a best practice, carry 

only one TextInfo attribute in a packet. 

UpLinkFlux 6 Uplink (output) traffic of the user, an 8-byte unsigned integer, in KB. 

DownLinkFlux 7 Downlink (input) traffic of the user, an 8-byte unsigned integer, in KB. 

Port 8 Port information, a string excluding the end character '\0'. 

IP-Config 9 

This attribute has different meanings in different types of packets. 

 The device uses this attribute in ACK _AUTH (Type=0x04) packets to 

notify the portal server that the user requires re-DHCP. 
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 The device uses this attribute in ACK_LOGOUT (Type=0x06) and 

NTF_LOGOUT (Type=0x08) packets to indicate that the current user 

IP address must be released. The portal server must notify the user to 

release the public IP address through DHCP. The device will 

reallocate a private IP address to the user. 

BAS-IP 10 

IP address of the access device. This attribute must be carried in all portal 

protocol packets sent out by the access device. For re-DHCP portal 

authentication, the value of this attribute is the public IP address of the 

access device. 

Session-ID 11 
Identification of a portal user. Generally, the value of this attribute is the 

MAC address of the portal user. 

Delay-Time 12 
Delay time for sending a packet. This attributes exists in NTF_LOGOUT 

(Type=0x08) packets. 

User-List 13 List of IP addresses of an IPv4 portal user. 

EAP-Message 14 

An EAP attribute that needs to be transported transparently. This attribute 

is applicable to EAP TLS authentication. Multiple EAP-Message attributes 

can exist in a portal authentication packet. 

User-Notify 15 
Value of the hw_User_Notify attribute in a RADIUS accounting response. 

This attribute needs to be transported transparently. 

BAS-IPv6 100 
IPv6 address of the access device. This attribute must be carried in all 

portal protocol packets sent out by the access device. 

UserIPv6-List 101 List of IPv6 addresses of an IPv6 portal user. 

 

Examples 

# Exclude the BAS-IP attribute (number 10) from portal protocol packets. 

<Sysname> system-view 

[Sysname] portal mac-trigger exclude-attribute 10 

Modified feature: NTP authentication 

Feature change description 

NTP can use an ACL to identify the peer devices that can use a key ID for authentication. 

Command changes 

 Modified command: ntp-service authentication-keyid 

Old syntax 

ntp-service authentication-keyid keyid authentication-mode md5 [ cipher | simple ] value 

New syntax 

ntp-service authentication-keyid keyid authentication-mode md5 [ cipher | simple ] value [ acl 

ipv4-acl-number ] * 

Views 

System view 
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Change description 

The acl ipv4-acl-number option was added to the command. 

acl ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. Only the 

devices permitted by the ACL can use the key ID for authentication. 

The key ID in the message from the peer device identifies the key used for authentication. The acl 

ipv4-acl-number identifies the peer device that can use the key ID for authentication. 

To ensure a successful NTP authentication, configure the same key ID, authentication algorithm, and key 

on the time server and client. Make sure the peer device is allowed to use the key ID for authentication 

on the client. 
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Release2607P50 

This release has the following changes: 

 New feature: AP-AC binding 

 New feature: Decreasing the sleep interval of wireless clients 

 New feature: Disabling RTS/CTS frame sending 

 Modified feature: Configuring the operating mode of a sensor 

 Modified feature: Ignoring weak-signal devices 

New feature: AP-AC binding 

Binding an AP to an AC 

When the AC acts as a gateway AC, perform this task to bind an AP to an AC that uses a private IP 

address to release the workload of the gateway AC. 

This feature enables the gateway AC to redirect all packets from an AP to the specified AC. Then the AP 

establishes a CAPWAP tunnel with the specified AC. 

To bind an AP to an AC: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Bind an AP to an AC. 
wlan ap-mac-address mac-address 

bas-ac-ip ip-address 

By default, no AP-AC binding 

relations exist. 

 

Command reference 

wlan ap-mac-address 

Use wlan ap-mac-address to bind an AP to an AC. 

Use undo wlan ap-mac-address to unbind an AP from an AC or to delete all AP-AC binding 

relations. 

Syntax 

wlan ap-mac-address mac-address bas-ac-ip ip-address 

undo wlan ap-mac-address { mac-address bas-ac-ip ip-address | all } 

Default 

No AP-AC binding relations exist. 

Views 

System view 
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Default command level 

2: System level 

Parameters 

mac-address: Specifies the MAC address of an AP, in the format of H-H-H. 

bas-ac-ip ip-address: Specifies the IPv4 address of an AC, in the format of dotted decimal notation. 

all: Specifies all AP-AC binding relations. 

Usage guidelines 

If you bind an AP to an AC, the gateway AC redirects all packets from the AP to the specified AC. Then 

the AP establishes a CAPWAP tunnel with the specified AC. 

Examples 

# Bind an AP to an AC. 

<Sysname> system-view 

[Sysname] wlan ap-mac-address 3822-d6c1-55fb bas-ac-ip 192.168.0.1 

New feature: Decreasing the sleep interval of wireless clients 

Decreasing the sleep interval of wireless clients 

With this feature enabled, an AP decreases the sleep interval of wireless clients by notifying the clients 

of buffered frames. 

To decrease the sleep interval of wireless clients: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Decrease the sleep interval of 

wireless clients. 
wlan option sleep-short enable 

[ 2g | 5g ] 

By default, the sleep interval of 

wireless clients is not decreased. 

 

Command reference 

wlan option sleep-short enable 

Use wlan option sleep-short enable to decrease the sleep interval of wireless clients. 

Use undo wlan option sleep-short enable to restore the default. 

Syntax 

wlan option sleep-short enable [ 2g | 5g ] 

undo wlan option sleep-short enable [ 2g | 5g ] 

Default 

The sleep interval of wireless clients is not decreased. 

Views 

System view 
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Default command level 

2: System level 

Parameters 

2g: Decreases the sleep interval of wireless clients associated with 2 GHz radios. 

5g: Decreases the sleep interval of wireless clients associated with 5 GHz radios. 

Examples 

# Decrease the sleep interval of wireless clients associated with 2 GHz radios. 

<Sysname> system-view 

[Sysname] wlan option sleep-short enable 2g 

New feature: Disabling RTS/CTS frame sending 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Disable RTS/CTS frame 

sending. 
wlan option send-rts-cts disable 

[ 2g | 5g ] 

By default, RTS/CTS frame sending 

is enabled. 

 

Command reference 

wlan option send-rts-cts disable 

Use wlan option send-rts-cts disable to disable RTS/CTS frame sending. 

Use undo wlan option send-rts-cts disable to restore the default. 

Syntax 

wlan option send-rts-cts disable [ 2g | 5g ] 

undo wlan option send-rts-cts disable [ 2g | 5g ] 

Default 

RTS/CTS frame sending is enabled. 

Views 

System view 

Default command level 

2: System level 

Parameters 

2g: Disables RTS/CTS frame sending for 2 GHz radios. 

5g: Disables RTS/CTS frame sending for 5 GHz radios. 

Examples 

# Disable RTS/CTS frame sending for 2 GHz radios. 

<Sysname> system-view  

[Sysname] wlan option send-rts-cts disable 2g 
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Modified feature: Configuring the operating mode of a sensor 

Feature change description 

In this release, you can configure a hybrid sensor to scan only the working channel. 

Command changes 

Modified command: wips detect mode 

Old syntax 

wips detect mode { access-first | detect-first | detect-only | middle } 

New syntax 

wips detect mode { access-first | access-only [ scan-time time-value ] | detect-first | detect-only | 

middle } 

Views 

AP radio view 

Change description 

The access-only keyword was added to enable a hybrid sensor to scan only the working channel. The 

scan-time time-value option was added to enable you to set the duration for which the sensor scans the 

working channel. The value range for the time-value argument is 60 to 200 milliseconds, and the default 

value is 60 milliseconds. 

Modified feature: Ignoring weak-signal devices 

Feature change description 

In this release, you can configure a sensor to ignore wireless devices with a signal strength lower than the 

specified RSSI. 

Command changes 

Modified command: wireless-probe ignore 

Old syntax 

wireless-probe ignore ap 

New syntax 

wireless-probe ignore { ap | rssi rssi } 

Views 

WIPS view 
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Change description 

The rssi rssi option was added to enable a sensor to ignore wireless devices with a signal strength lower 

than the specified RSSI. 
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Release 2607P49 

This release has no changes. 
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Release 2607P48 

This release has no changes. 
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Release 2607P46 

This release has the following changes: 

 New feature: Filtering MAC addresses randomly generated by Apple terminals 

New feature: Filtering MAC addresses randomly generated by 

Apple terminals 

Filtering MAC addresses randomly generated by Apple terminals 

An Apple terminal with iOS 8 or later versions might send probe requests by using a random MAC 

address. This can cause WIPS to trigger a false alarm for detecting a rogue device or a non-existent 

wireless terminal. To resolve this problem, you can enable random MAC address filtering. However, if 

you want to detect an Apple terminal that acts as a hotspot, you must disable this feature. 

To filter MAC addresses randomly generated by Apple terminals: 
 

Step Command 

1. Enter system view. system-view 

2. Enter WIPS view. wlan ips 

3. Filter MAC addresses randomly generated by 

Apple terminals. 
detect admin-mac-scan enable 

 

Command reference 

detect admin-mac-scan 

Use detect admin-mac-scan enable to filter MAC addresses randomly generated by Apple terminals. 

Use undo detect admin-mac-scan enable to disable the device from filtering MAC addresses randomly 

generated by Apple terminals. 

Syntax 

detect admin-mac-scan enable 

undo detect admin-mac-scan enable 

Default 

Filtering MAC addresses randomly generated by Apple terminals is disabled. 

Views 

WIPS view 

Default command level 

2: System level 
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Examples 

# Filter MAC addresses randomly generated by Apple terminals. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] detect admin-mac-scan enable 
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Release 2607P44 

 1067HNew feature: Static VLAN ID assignment 

 1068HNew feature: Configuring CUPID locating to locate unassociated clients 

 1069HNew feature: Channel scanning list 

 1070HNew feature: Wireless client probing 

 1071HNew feature: Configuring the TCP MSS 

 1072HNew feature: Portal safe redirect 

 1073HModified feature: Rejecting clients with low RSSI 

 1074HModified feature: Triggering client reconnection 

New feature: Static VLAN ID assignment 

Configuring static VLAN ID assignment 

A VLAN pool assigns a VLAN ID to a client when the client comes online. With this feature enabled, if 

the client goes offline and then comes online through the same SSID, the VLAN pool assigns the same 

VLAN ID to the client. 

To configure static VLAN ID assignment: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a VLAN pool and 

enter VLAN pool view. 
wlan vlan-pool vlan-pool-name N/A 

3. Specify VLANs in the VLAN 

pool. 
vlan-id vlan-list 

By default, no VLANs exist in the 

VLAN pool. 

4. Enable static VLAN ID 

assignment. 
work-mode static 

Optional. 

By default, static VLAN ID 

assignment is disabled. 

 

Command reference 

work-mode static 

Use work-mode static to enable static VLAN ID assignment. 

Use undo work-mode static to restore the default. 

Syntax 

work-mode static 

undo work-mode static 
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Default 

Static VLAN ID assignment is disabled. 

Views 

VLAN pool view 

Default command level 

2: System level 

Usage guidelines 

A VLAN pool assigns a VLAN ID to a client when the client comes online. With this command configured, 

if the client goes offline and then comes online through the same SSID, the VLAN pool assigns the same 

VLAN ID to the client. 

Examples 

# Enable static VLAN ID assignment. 

<Sysname> system 

[Sysname] wlan vlan-pool office 

[Sysname-wlan-vp-office] work-mode static 

New feature: Configuring CUPID locating to locate 

unassociated clients 

Configuring CUPID locating to locate unassociated clients 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Set the RSSI threshold that 

triggers CUPID locating to 

locate unassociated clients. 

wlan rfid-tracking cupid 

unassociated-measurement 

rssi-threshold rssi 

Optional. 

By default, no RSSI threshold is 

set for triggering CUPID locating 

to locate unassociated clients. 

3. Enable CUPID locating to 

locate unassociated clients. 

wlan rfid-tracking cupid 

unassociated-measurement enable 

Optional. 

By default, using CUPID locating 

to locate unassociated clients is 

disabled. 

 

Command reference 

wlan rfid-tracking cupid unassociated-measurement enable 

Use wlan rfid-tracking cupid unassociated-measurement enable to enable CUPID locating to locate 

unassociated clients. 

Use undo wlan rfid-tracking cupid unassociated-measurement enable to restore the default. 

Syntax 

wlan rfid-tracking cupid unassociated-measurement enable 
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undo wlan rfid-tracking cupid unassociated-measurement enable 

Default 

Using CUPID locating to locate unassociated clients is disabled. 

Views 

System view 

Default command level 

2: System level 

Examples 

# Enable CUPID locating to locate unassociated clients. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking cupid unassociated-measurement enable 

wlan rfid-tracking cupid unassociated-measurement rssi-threshold 

Use wlan rfid-tracking cupid unassociated-measurement rssi-threshold to set the RSSI threshold that 

triggers CUPID locating to locate unassociated clients. 

Use undo wlan rfid-tracking cupid unassociated-measurement rssi-threshold to restore the default. 

Syntax 

wlan rfid-tracking cupid unassociated-measurement rssi-threshold rssi 

undo wlan rfid-tracking cupid unassociated-measurement rssi-threshold rssi 

Default 

No RSSI threshold is set for triggering CUPID locating to locate unassociated clients. 

Views 

System view 

Default command level 

2: System level 

Parameters 

rssi: Specifies the RSSI threshold that triggers CUPID locating to locate unassociated clients, in the range 

of 5 to 100. 

Examples 

# Set the RSSI threshold that triggers CUPID locating to locate unassociated clients to 20. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking cupid unassociated-measurement rssi-threshold 20 

New feature: Channel scanning list 

Configuring the channel scanning list 

This feature enables sensors to scan only the channels in the channel scanning list. 

To configure the channel scanning list: 
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Add the specified channels 

to the channel scanning 

list. 

detect scan-channel channel-list 

Optional. 

By default, no channels are added to 

the channel scanning list. 

 

Command reference 

detect scan-channel 

Use detect scan-channel to add the specified channels to the channel scanning list. 

Use undo detect scan-channel to restore the default. 

Syntax 

detect scan-channel channel-list 

undo detect scan-channel { all | channel-list } 

Default 

No channels are added to the channel scanning list. 

Views 

WIPS view 

Default command level 

2: System level 

Parameters 

channel-list: Specifies channels in the channel scanning list by their numbers. The value range for the 

channel number is 1 to 196, and you can specify up to 10 channels at a time. 

all: Specifies all channels. 

Examples 

# Add channels 1, 6, and 11 to the channel scanning list. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] detect scan-channel 1 6 11 

New feature: Wireless client probing 

Configuring wireless client probing 

This feature enables sensors to collect wireless client information by analyzing probe requests. The AC 

periodically updates received client information and generates logs. 

To configure wireless client probing: 
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Specify a server to receive 

the client information. 

wireless-probe server ip ip-address 

port port-number [ interval interval ] 

preshared-key [ cipher | simple ] 

key-string 

Optional. 

By default, no server is specified. 

You can also configure this 

command in AP template view. The 

configuration in AP template view 

takes precedence over the 

configuration in WIPS view. 

4. Configure client probing to 

ignore detected APs. 
wireless-probe ignore ap 

Optional. 

By default, client probing does not 

ignore detected APs. 

5. Return to system view. quit N/A 

6. Enter AP template view. 
wlan ap ap-name model 

model-name 
N/A 

7. Enable wireless client 

probing. 
wireless-probe enable 

By default, wireless client probing is 

disabled. 

 

Command reference 

wireless-probe enable 

Use wireless-probe enable to enable wireless client probing. 

Use undo wireless-probe enable to disable wireless client probing. 

Syntax 

wireless-probe enable 

undo wireless-probe enable 

Default 

Wireless client probing is disabled. 

Views 

AP template view 

Default command level 

2: System level 

Examples 

# Enable wireless client probing for the AP ap1. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model WA4320i-ACN 

[Sysname-wlan-ap-ap1] wireless-probe enable 
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wireless-probe ignore ap 

Use wireless-probe ignore ap to configure wireless client probing to ignore detected APs. 

Use undo wireless-probe ignore ap to restore the default. 

Syntax 

wireless-probe ignore ap 

undo wireless-probe ignore ap 

Default 

Wireless client probing does not ignore detected APs. 

Views 

WIPS view 

Default command level 

2: System level 

Examples 

# Configure wireless client probing to ignore detected APs. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] wireless-probe ignore ap 

wireless-probe server (AP template view) 

Use wireless-probe server to specify the server to receive client information. 

Use undo wireless-probe server to restore the default. 

Syntax 

wireless-probe server ip ip-address port port-number [ interval interval ] preshared-key [ cipher | 

simple ] key-string 

undo wireless-probe server 

Default 

No server is specified. 

Views 

AP template view 

Default command level 

2: System level 

Parameters 

ip ip-address: Specifies a server by its IP address. 

port port-number: Specifies the port number for the AP to send client information to the server, in the 

range of 1 to 65534. 

interval interval: Specifies the interval at which the sensors send client information to the server, in the 

range of 1 to 600 seconds. The default value is 30 seconds. 
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cipher: Specifies a key in encrypted form. 

simple: Specifies a key in plaintext form. 

key-string: Specifies the key. Its plaintext form is a case-sensitive string of 8 to 63 characters. Its encrypted 

form is a case-sensitive string of 41 to 117 characters. 

Usage guidelines 

The configuration in AP template view takes precedence over the configuration in WIPS view. 

Examples 

# Specify the server with the IP address 8.3.1.2 as the server to receive the client information. Set the port 

number, sending interval, and plaintext key to 5060, 60 seconds, and 12345678, respectively. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model WA4320i-ACN 

[Sysname-wlan-ap-ap1] wireless-probe server ip 8.3.1.2 port 5060 interval 60 preshared-key 

simple 12345678 

wireless-probe server (WIPS view) 

Use wireless-probe server to specify the server to receive client information. 

Use undo wireless-probe sever to restore the default. 

Syntax 

wireless-probe server ip ip-address port port-number [ interval interval ] preshared-key [ cipher | 

simple ] key-string 

Default 

No server is specified. 

Views 

WIPS view 

Default command level 

2: System level 

Parameters 

ip ip-address: Specifies a server by its IP address. 

port port-number: Specifies the port number for an AP to send client information to the server, in the 

range of 1 to 65534. 

interval interval: Specifies the interval at which the sensors send client information to the server, in the 

range of 1 to 600 seconds. The default value is 30 seconds. 

cipher: Specifies a key in encrypted form. 

simple: Specifies a key in plaintext form. 

key-string: Specifies the key. Its plaintext form is a case-sensitive string of 8 to 63 characters. Its encrypted 

form is a case-sensitive string of 41 to 117 characters. 

Usage guidelines 

The configuration in AP template view takes precedence over the configuration in WIPS view. 
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Examples 

# Specify the server with the IP address 8.3.1.2 as the server to receive client information. Set the port 

number, sending interval, and plaintext key to 5060, 60 seconds, and 12345678, respectively. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] wireless-probe server ip 8.3.1.2 port 5060 interval 60 preshared-key 

simple 12345678 

New feature: Configuring the TCP MSS 

Configuring the TCP MSS 

You can set the TCP maximum fragment size (MSS) on the device. If the peer device needs to send a TCP 

packet of a size larger than the TCP MSS, it must first fragment the packet according to the MSS. 

The TCP MSS setting applies only to newly established TCP connections. Existing TCP connections are not 

affected. 

To set the TCP MSS: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Set the TCP MSS. mac-forwarding tcp mss value 

By default: 

 For ACs, the TCP MSS is 1392 

bytes. 

 For other types of devices, the 

TCP MSS is 0, indicating that 

no TCP MSS is enforced. 
 

Command reference 

mac-forwarding tcp mss 

Use mac-forwarding tcp mss to set the TCP maximum fragment size (MSS).  

Use undo mac-forwarding tcp mss to set the TCP MSS to 0. 

Syntax 

mac-forwarding tcp mss value 

undo mac-forwarding tcp mss 

Default 

For ACs, the TCP MSS is 1392 bytes. 

For other types of devices, the TCP MSS is 0, indicating that no MSS is enforced. 

Views 

System view 
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Default command level 

2: System level 

Parameters 

value: Specifies the TCP MSS in bytes. The value range is 128 to 2048. 

Examples 

# Set the TCP MSS to 1392 bytes. 

<Sysname> system-view 

[Sysname] mac-forwarding tcp mss 1392 

New feature: Portal safe redirect 

Configuring portal safe redirect 

Portal redirects all HTTP requests from user clients (including non-browser apps) to the portal server. 

Redirecting requests from non-browser apps cannot complete portal authentication and increases the 

portal server load. 

Portal safe redirect filters HTTP requests by HTTP request method, User-Agent, and destination host, and 

redirects only the permitted HTTP requests. 

To configure portal safe redirect: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable portal safe 

redirect. 
portal safe-redirect enable 

By default, portal safe redirect is 

disabled. 

To configure portal safe redirect 

settings, you must first enable 

portal safe redirect. 

3. Specify an HTTP request 

method to make the 

device redirect HTTP 

requests with the 

specified method. 

portal safe-redirect method { get | 

post } * 

Optional. 

By default, no HTTP request 

methods are specified. 

4. Specify a Web browser 

to make the device 

redirect HTTP requests 

from the specified 

browser. 

portal safe-redirect user-agent 

user-agent-string 

Optional. 

By default, no Web browsers are 

specified. 

5. Specify a destination 

host to disable redirect of 

HTTP requests destined 

for the host. 

portal safe-redirect forbidden-url 

user-url-string 

Optional. 

By default, no destination hosts are 

specified. 
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Command reference 

portal safe-redirect enable 

Use portal safe-redirect enable to enable portal safe redirect. 

Use undo portal safe-redirect enable to restore the default. 

Syntax 

portal safe-redirect enable 

undo portal safe-redirect enable 

Default 

Portal safe redirect is disabled. 

Views 

System view 

Default command level 

2: System level 

Usage guidelines 

To configure portal safe redirect settings, you must first enable portal safe redirect. 

Examples 

# Enable portal safe redirect. 

<Sysname> system-view 

[Sysname] portal safe-redirect enable 

portal safe-redirect method 

Use portal safe-redirect method to specify an HTTP request method to make the device redirect HTTP 

requests with the specified method. 

Use undo portal safe-redirect method to restore the default. 

Syntax 

portal safe-redirect method { get | post } * 

undo portal safe-redirect method 

Default 

No HTTP request methods are specified. 

Views 

System view 

Default command level 

2: System level 

Parameters 

get: Specifies the GET method. 

post: Specifies the POST method. 
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Usage guidelines 

To specify an HTTP request method, make sure portal safe redirect is enabled. 

Examples 

# Enable portal safe redirect and specify the GET method to make the device to redirect only HTTP GET 

requests. 

<Sysname> system-view 

[Sysname] portal safe-redirect enable 

[Sysname] portal safe-redirect method get 

portal safe-redirect user-agent 

Use portal safe-redirect user-agent to specify a Web browser to make the device redirect HTTP requests 

from the specified browser. 

Use undo portal safe-redirect user-agent to remove a Web browser. 

Syntax 

portal safe-redirect user-agent user-agent-string 

undo portal safe-redirect user-agent user-agent-string 

Default 

No Web browsers are specified. 

Views 

System view 

Default command level 

2: System level 

Parameters 

user-agent-string: Specifies a Web browser by specifying the corresponding User-Agent string, a 

case-sensitive string of 1 to 127 characters. H3C recommends that you specify User-Agent strings for 

Web browsers as shown in 1075HTable 1. When the user-agent-string argument contains the keyword in the 

table, the device can automatically identify the browser the user uses. 

Table 1 Matrix for User-Agent strings and Web browsers 

User-Agent string keyword Web browser 

Safari Safari browser 

Chrome Chrome browser 

Firefox Firefox browser 

UC UC browser 

QQBrowser QQ browser 

LBBROWSER LB browser 

TaoBrowser Taobao browser 

Maxthon Maxthon browser 

BIDUBrowser Baidu browser 

MSIE 10.0 Internet Explorer 10.0 
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User-Agent string keyword Web browser 

MSIE 9.0 Internet Explorer 9.0 

MSIE 8.0 Internet Explorer 8.0 

MSIE 7.0 Internet Explorer 7.0 

MSIE 6.0 Internet Explorer 6.0 

MetaSr Sogou browser 

Usage guidelines 

To specify a Web browser, make sure portal safe redirect is enabled. 

You can specify multiple Web browsers by executing this command multiple times. 

Examples 

# Enable portal safe redirect and specify Web browsers Chrome and Safari. 

<Sysname> system-view 

[Sysname] portal safe-redirect enable 

[Sysname] portal safe-redirect user-agent Chrome 

[Sysname] portal safe-redirect user-agent Safari 

portal safe-redirect forbidden-url 

Use portal safe-redirect forbidden-url to specify a destination host to disable redirect of HTTP requests 

destined for the host. 

Use undo portal safe-redirect forbidden-url to allow the device to redirect HTTP packets destined for the 

host. 

Syntax 

portal safe-redirect forbidden-url user-url-string 

undo portal safe-redirect forbidden-url user-url-string 

Default 

The device can redirect HTTP requests that are destined for any hosts. 

Views 

System view 

Default command level 

2: System level 

Parameters 

user-url-string: Specifies a destination host address, a case-sensitive string of 1 to 127 characters. 

Usage guidelines 

Before you specify a destination host, make sure portal safe redirect is enabled. 

You can specify multiple destination host addresses by executing this command multiple times. 

Examples 

# Enable portal safe redirect and disable redirect of HTTP requests destined for the host 3g.qq.com. 

<Sysname> system-view 
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[Sysname] portal safe-redirect enable 

[Sysname] portal safe-redirect forbidden-url 3g.qq.com 

Modified feature: Rejecting clients with low RSSI 

Feature change description 

The AP rejects clients with a signal strength lower than the specified RSSI threshold. The value range for 

the RSSI threshold was modified. 

Command changes 

Modified command: wlan option client-reject 

Syntax 

wlan option client-reject rssi [ 2g | 5g ] 

undo wlan option client-reject [ 2g | 5g ] 

Views 

System view 

Change description 

Before modification: The value range for the rssi argument is 1 to 30. 

After modification: The value range for the rssi argument is 1 to 60. 

Modified feature: Triggering client reconnection 

Feature change description 

The value range for the RSSI threshold that triggers client reconnection was modified. 

Command changes 

Modified command: wlan option client-reconnect-trigger 

Syntax 

wlan option client-reconnect-trigger rssi signal-check [ 2g | 5g ] 

undo wlan option client-reconnet-trigger [ 2g | 5g ] 

Views 

System view 

Change description 

Before modification: The value range for the rssi argument is 1 to 30. 

After modification: The value range for the rssi argument is 1 to 60.  
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Release 2607P41 

This release has following changes: 

 1076HModified feature: Specifying the parameters to be carried in the redirection URL 

 1077HModified feature: Number of supported sensors 

 1078HModified feature: SSID-to-authentication page bindings 

 1079HNew feature: Support of Tag messages for static locating 

Modified feature: Specifying the parameters to be carried in 

the redirection URL 

Feature change description 

In this release, user VLAN information can be carried in the URL redirected to portal users. 

Command changes 

Modified command: portal url-param include 

Old syntax 

portal url-param include { nas-id | nas-ip | nas-port-id | { user-mac | ap-mac } [ des-encrypt ] | 

user-url | user-ip | ac-name | ssid } [ param-name param-name ] 

New syntax 

portal url-param include { nas-id | nas-ip | nas-port-id | { user-mac | ap-mac } [ des-encrypt ] | 

user-url | user-ip | user-vlan | ac-name | ssid } [ param-name param-name ] 

Views 

System view 

Change description 

The user-vlan keyword was added to the command. This keyword specifies the user VLAN information 

in the redirection URL. 

Modified feature: Number of supported sensors 

Feature change description 

The number of sensors that are supported by an LSUM3WCMD0 card was changed to the same as the 

number of supported APs. 
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Modified feature: SSID-to-authentication page bindings 

Feature change description 

On the local portal server, the maximum number of authentication page files that can be bound to SSIDs 

was changed from 16 to 64. 

New feature: Support of Tag messages for static locating 

Enabling support of Tag messages for static locating 

You can configure APs to ignore radio type configuration and specify a multicast address to match Tag 

messages. Tag messages whose destination addresses match the multicast address are sent to the 

locating server. 

To enable support of Tag messages for static locating: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable wireless locating. wlan rfid-tracking enable 
By default, wireless locating is 

disabled. 

3. Configure APs to ignore radio 

type configuration for static 

locating. 

wlan rfid-tracking ignore 

radio-mode 

By default, APs ignore radio type 

configuration for static locating. 

4. (Optional.) Specify a multicast 

address to match Tag 

messages. 

wlan rfid-tracking 

tag-multicast-address mac-address 

By default, no multicast address is 

specified to match Tag messages. 

 

Command reference 

New command: wlan rfid-tracking ignore radio-mode 

Use wlan rfid-tracking ignore radio-mode to configure APs to ignore radio type configuration for static 

locating. 

Use undo wlan rfid-tracking ignore radio-mode to restore the default. 

Syntax 

wlan rfid-tracking ignore radio-mode 

undo wlan rfid-tracking ignore radio-mode 

Default 

APs ignore radio type configuration for static locating. 

Views 

System view 

Default command level 

2: System level 
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Examples 

# Configure APs to ignore radio type configuration for static locating. 

<Sysname> system-view 

[Sysname] undo wlan rfid-tracking ignore radio-mode 

New command: wlan rfid-tracking tag-multicast-address 

Use wlan rfid-tracking tag-multicast-address to specify a multicast address to match Tag messages. Tag 

messages whose destination addresses match the multicast address are sent to the locating server. 

Use undo wlan rfid-tracking tag-multicast-address to restore the default. 

Syntax 

wlan rfid-tracking tag-multicast-address mac-address 

undo wlan rfid-tracking tag-multicast-address 

Default 

No multicast address is specified to match Tag messages. 

Views 

System view 

Default command level 

2: System level 

Parameters 

mac-address: Specifies a multicast address. 

Examples 

# Use the multicast address 010c-cc00-0000 to match Tag messages. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking tag-multicast-address 010c-cc00-0000 
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Release 2607P39 

This release has following changes: 

 1080HNew feature: Tunnel management configuration 

  New feature: Configuring NOC authentication 

New feature: Tunnel management configuration 

Configuring tunnel management 

Configure tunnel management to avoid frequent AP disconnections and ensure AC-AP tunnel robustness. 

To configure tunnel management for an AP: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify the AP name and its 

model number and enter AP 

template view. 

wlan ap ap-name model 

model-name [ id ap-id ] 

You must specify the model name 

when you create an AP template. 

3. Disable key update for the 

AC-AP tunnel. 
tunnel key-update disable 

By default, key update is enabled 

for the AC-AP tunnel. 

4. Configure an AP to not 

unsolicitedly terminate the 

AC-AP tunnel when uplink 

tunnel packet retransmission 

fails. 

tunnel uplink-retransmit-insensitive 

enable 

By default, an AP actively 

terminates the AC-AP tunnel when 

uplink tunnel packet 

retransmission fails. 

 

To configure tunnel management for an AP group: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an AP group and 

enter AP group view. 
wlan ap-group group-name 

Required. 

By default, all APs are added into 

a default AP group named 

default_group. 

3. Disable key update for the 

AC-AP tunnel. 
tunnel key-update disable 

By default, key update is enabled 

for the AC-AP tunnel. 

4. Configure an AP to not 

unsolicitedly terminate the 

AC-AP tunnel when uplink 

tunnel packet retransmission 

fails. 

tunnel uplink-retransmit-insensitive 

enable 

By default, an AP actively 

terminates the AC-AP tunnel when 

uplink tunnel packet retransmission 

fails. 
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Command reference 

New command: tunnel key-update disable 

Use tunnel key-update disable to disable key update for the AC-AP tunnel. 

Use undo tunnel key-update disable to restore the default. 

Syntax 

tunnel key-update disable 

undo tunnel key-update disable 

Default 

Key update for the AC-AP tunnel is enabled. 

Views 

AP template view, AP group view 

Default command level 

2: System level 

Examples 

# Disable AC-AP tunnel key update for the AP ap3. 

<Sysname> system-view  

[Sysname] wlan ap ap3 model WA3628i-AGN 

[Sysname-wlan-ap-ap3] tunnel key-update disable 

# Disable AC-AP tunnel key update for the AP group office. 

<Sysname> system-view 

[Sysname] wlan ap-group office 

[Sysname-ap-group-office] tunnel key-update disable 

New command: tunnel uplink-retransmit-insensitive enable 

Use tunnel uplink-retransmit-insensitive enable to configure an AP to not unsolicitedly terminate the 

AC-AP tunnel when uplink tunnel packet retransmission fails. 

Use undo tunnel uplink-retransmit-insensitive enable to restore the default. 

Syntax 

tunnel uplink-retransmit-insensitive enable 

undo tunnel uplink-retransmit-insensitive enable 

Default 

An AP actively terminates the AC-AP tunnel when uplink tunnel packet retransmission fails. 

Views 

AP template view, AP group view 

Default command level 

2: System level 
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Examples 

# Configure the AP ap3 to not unsolicitedly terminate the AC-AP tunnel when uplink tunnel packet 

retransmission fails. 

<Sysname> system-view  

[Sysname] wlan ap ap3 model WA3628i-AGN 

[Sysname-wlan-ap-ap3]tunnel uplink-retransmit-insensitive enable 

# Configure all APs in the AP group office to not unsolicitedly terminate the AC-AP tunnel when uplink 

tunnel packet retransmission fails. 

<Sysname> system-view 

[Sysname] wlan ap-group office 

[Sysname-ap-group-office] tunnel uplink-retransmit-insensitive enable 

New feature: Configuring NOC authentication 

In NOC authentication, the NOC server and the AC use HTTPS for communication. Before configuring 

NOC authentication, perform the following tasks for the AC to support HTTPS: 

Configure the PKI policy, obtain the CA certificate, and apply for a local certificate. For more information, 

see "Configuring PKI." 

Configure the SSL server policy, and specify the PKI domain configured in the PKI policy. For more 

information, see "Configuring SSL." 

To configure NOC authentication: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable NOC 

authentication, and 

specify the SSL server 

policy and listening port. 

portal noc ssl-server-policy 

policy-name [ port number ] 

By default, NOC authentication is 

disabled. 

3. Configure the NOC 

server. 

portal server server-name 

server-type noc 

By default, no portal server is specified 

for Layer 3 portal authentication. 

4. Enter interface view. 
interface interface-type 

interface-number 
N/A 

5. Configure the login URL for 

NOC authentication. 
portal noc login-url url-string 

By default, no login URL is configured 

for NOC authentication. 

6. Configure the 

authentication success URL 

for NOC authentication. 

portal noc welcome-url url-string 

By default, no authentication success 

URL is configured for NOC 

authentication. 

7. Configure the 

authentication failure URL 

for NOC authentication. 

portal noc login-err-url url-string 

By default, no authentication failure 

URL is configured for NOC 

authentication. 

8. Configure the logout 

success URL for NOC 

authentication. 

portal noc goodbye-url url-string 
By default, no logout success URL is 

configured for NOC authentication. 
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Command reference 

New command: portal noc ssl-server-policy 

Use portal noc ssl-server-policy to enable NOC authentication and specify the SSL server policy and 

listening port used in HTTPS connection establishment. 

Use undo portal noc ssl-server-policy to disable NOC authentication. 

Syntax 

portal noc ssl-server-policy policy-name [ port number ] 

undo portal noc ssl-server-policy 

Default 

NOC authentication is disabled. 

Views 

System view 

Default command level 

2: System level 

Parameters 

policy-name: Specifies an existing SSL server policy for the HTTPS service. An SSL server policy name is 

a case-insensitive string of 1 to 16 characters. 

port number: Specifies the port number that listens for the NOC service. The value range is 1 to 65535 

and the default is 8090. 

Examples 

# Enable NOC authentication on the AC, specify the SSL server policy noc-ssl, and set the listening port 

number to 8090. 

<Sysname> system-view 

[Sysname] portal noc ssl-server-policy noc-ssl port 8090 

Related commands 

display ssl server-policy 

ssl server-policy 

New command: portal noc login-url 

Use portal noc login-url to configure the login URL for NOC authentication. 

Use undo portal noc login-url to cancel the configuration. 

Syntax 

portal noc login-url url-string 

undo portal noc login-url 

Default 

No login URL is configured for NOC authentication. 
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Views 

Interface view 

Default command level 

2: System level 

Parameters 

url-string: Specifies the login URL to which a user is redirected for NOC authentication. It is a 

case-sensitive string of 1 to 127 characters. 

Usage guidelines 

With NOC authentication enabled on the device, unauthenticated users requesting any Web resources 

will be redirected to the login URL of the NOC server. 

If you have specified the portal server type as the NOC server and enabled NOC authentication on the 

device, you must specify the login URL for NOC authentication. 

To carry parameters in the login URL, use the following placeholders in the URL string: 

%c: IP address of the wireless client. 

%n: NAS-ID of the AC. 

%s: Name of the AC. 

%o: Original URL requested by the user. This URL is encrypted by default. 

%p: Port number for listening to the NOC service. 

%a: NAS-IP of the AC. 

%E: ESSID of the AC. 

%P: Protocol used in the client and AP communication, which can be IEEE 802.11a, IEEE 802.11b, or IEEE 

802.11g. 

%G: Group name of the AP. 

%C: Called-Station-ID attribute of the AP, which is the combination of the MAC address and SSID of the 

AP. 

For example, to carry the NAS-ID and Called-Station-ID parameters in the login URL, configure the URL 

string as 529Hhttp://www.nocserver.com/login.jsp?&nasid=%n&called-station-id=%C. In the example, the 

string 530Hhttp://www.nocserver.com/login.jsp? is the login URL of the NOC server, and the 

placeholders %n and %C will be replaced with actual parameter values when the URL is pushed to the 

client. 

Examples 

# On VLAN-interface 1, configure the login URL for NOC authentication as 

531Hhttp://www.nocserver.com/login.jsp?&nasid=%n&called-station-id=%C. 

<Sysname> system-view 

[Sysname] interface Vlan-interface 1 

[Sysname-Vlan-interface1] portal login-url http://www.nocserver.com/login.jsp?&nasid=%n 

&called-station-id=%C 

Related commands 

portal noc ssl-server-policy 

portal server 

http://www.nocserver.com/login.jsp?&nasid=%25n&called-station-id=%25C
http://www.nocserver.com/login.jsp
http://www.nocserver.com/login.jsp?&nasid=%25n&called-station-id=%25C
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New command: portal noc login-err-url 

Use portal noc login-err-url to configure the authentication failure URL for NOC authentication. 

Use undo portal noc login-err-url to cancel the configuration. 

Syntax 

portal noc login-err-url url-string 

undo portal noc login-err-url 

Default 

No NOC authentication failure URL is configured. 

Views 

Interface view 

Default command level 

2: System level 

Parameters 

url-string: Specifies the authentication failure URL pushed to users when NOC authentication fails. It is a 

case-sensitive string of 1 to 127 characters. 

Usage guidelines 

When the device receives the authentication failure information from the AAA server, it informs the NOC 

server to push the authentication failure URL to the user. 

To carry parameters in the authentication failure URL, use the following placeholders in the URL string: 

%c: IP address of the wireless client. 

%n: NAS-ID of the AC. 

%s: Name of the AC. 

%o: Original URL requested by the user. This URL is encrypted by default. 

%p: Port number for listening to the NOC service. 

%a: NAS-IP of the AC. 

%E: ESSID of the AC. 

%P: Protocol used in the client and AP communication, which can be IEEE 802.11a, IEEE 802.11b, or IEEE 

802.11g. 

%G: Group name of the AP. 

%C: Called-Station-ID attribute of the AP, which is the combination of the MAC address and SSID of the 

AP. 

%m: MAC address of the wireless client. 

%u: Account name of the user. 

%r: RADIUS message transparently transmitted to the NOC server by the RADIUS server when the NOC 

authentication fails. 

For example, to carry the RADIUS message in the authentication failure URL, configure the URL string as 

https://206.162.167.226:8888/cebit-php/login-error.php?radiusmessage=%r. In the example, the 
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string 532Hhttps://206.162.167.226:8888/cebit-php/login-error.php is the authentication failure URL of the 

NOC server, and the placeholder %r will be replaced with the actual parameter value when the device 

sends the URL to the NOC server. 

Examples 

# On VLAN-interface 1, configure the authentication failure URL for NOC authentication as 

https://206.162.167.226:8888/cebit-php/login-error.php?radiusmessage=%r. 

<Sysname> system-view 

[Sysname] interface Vlan-interface 1 

[Sysname-Vlan-interface1] portal login-err-url 

https://206.162.167.226:8888/cebit-php/login-error.php?radiusmessage=%r 

Related commands 

portal noc ssl-server-policy 

portal server 

New command: portal noc welcome-url 

Use portal noc welcome-url to configure the authentication success URL for NOC authentication. 

Use undo portal noc welcome-url to cancel the configuration. 

Syntax 

portal noc welcome-url url-string 

undo portal noc welcome-url 

Default 

No NOC authentication success URL is configured. 

Views 

Interface view 

Default command level 

2: System level 

Parameters 

url-string: Specifies the authentication success URL pushed to users when NOC authentication succeeds. 

It is a case-sensitive string of 1 to 127 characters. 

Usage guidelines 

When the device receives the authentication success information from the AAA server, it informs the 

NOC server to push the authentication success URL to the user. 

To carry parameters in the authentication success URL, use the following placeholders in the URL string: 

%c: IP address of the wireless client. 

%n: NAS-ID of the AC. 

%s: Name of the AC. 

%o: Original URL requested by the user. This URL is encrypted by default. 

%p: Port number for listening to the NOC service. 

%a: NAS-IP of the AC. 

https://206.162.167.226:8888/cebit-php/login-error.php
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%E: ESSID of the AC. 

%P: Protocol used in the client and AP communication, which can be IEEE 802.11a, IEEE 802.11b, or IEEE 

802.11g. 

%G: Group name of the AP. 

%C: Called-Station-ID attribute of the AP, which is the combination of the MAC address and SSID of the 

AP. 

%m: MAC address of the client. 

%v: VLAN information authorized to the client. 

%u: Account name of the user. 

For example, to carry the authorized VLAN information in the authentication success URL, configure the 

URL string as https://206.162.167.226:8888/cebit-php/welcome.php?ingressvlan=%v. In the example, 

the string https://206.162.167.226:8888/cebit-php/welcome.php is the authentication success URL of 

the NOC server, and the placeholder %v will be replaced with the actual parameter value when the 

device sends the URL to the NOC server. 

Examples 

# On VLAN-interface 1, configure the authentication success URL for NOC authentication as 

https://206.162.167.226:8888/cebit-php/welcome.php?ingressvlan=%v. 

<Sysname> system-view 

[Sysname] interface Vlan-interface 1 

[Sysname-Vlan-interface1] portal welcome-url 

https://206.162.167.226:8888/cebit-php/welcome.php?ingressvlan=%v 

Related commands 

portal noc ssl-server-policy 

portal server 

New command: portal noc goodbye-url 

Use portal noc goodbye-url to configure the logout success URL for NOC authentication. 

Use undo portal noc goodbye-url to cancel the configuration. 

Syntax 

portal noc goodbye-url url-string 

undo portal noc goodbye-url 

Default 

No logout success URL is configured for NOC authentication. 

Views 

Interface view 

Default command level 

2: System level 

Parameters 

url-string: Specifies the logout success URL pushed to a user when the user logs out. It is a case-sensitive 

string of 1 to 127 characters. 
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Usage guidelines 

When the device receives the user logout information from the AAA server, it informs the NOC server to 

push the logout success URL to the user. 

To carry parameters in the logout success URL, use the following placeholders in the URL string: 

%c: IP address of the wireless client. 

%n: NAS-ID of the AC. 

%s: Name of the AC. 

%o: Original URL requested by the user. This URL is encrypted by default. 

%p: Port number for listening to the NOC service. 

%a: NAS-IP of the AC. 

%E: ESSID of the AC. 

%P: Protocol used in the client and AP communication, which can be IEEE 802.11a, IEEE 802.11b, or IEEE 

802.11g. 

%G: Group name of the AP. 

%C: Called-Station-ID attribute of the AP, which is the combination of the MAC address and SSID of the 

AP. 

%m: MAC address of the client. 

%v: VLAN information authorized to the user. 

%u: Account name of the user. 

For example, to carry the NAS-ID parameter in the logout success URL, configure the URL string as 

533Hhttp://192.168.1.1:8080/goodbye.asp?nasid=%n. In the example, the string 

534Hhttp://192.168.1.1:8080/goodbye.asp? is the logout success URL of the NOC server, and the 

placeholder %n will be replaced with the actual parameter value when the device sends the URL to the 

NOC server. 

Examples 

# On VLAN-interface 1, configure the logout success URL for NOC authentication as 

http://192.168.1.1:8080/goodbye.asp. 

<Sysname> system-view 

[Sysname] interface Vlan-interface 1 

[Sysname-Vlan-interface1] portal goodbye-url http://192.168.1.1:8080/goodbye.asp 

Related commands 

portal noc ssl-server-policy 

portal server 

Modified command: portal server 

Old syntax 

portal server server-name { ip ipv4-address [ key [ cipher | simple ] key-string | port port-id | url 

url-string ] * | ipv6 ipv6-address [ key [ cipher | simple ] key-string | port port-id | url url-string ] * } 

undo portal server server-name [ key | port | url ] 

http://192.168.1.1:8080/goodbye.asp
http://192.168.1.1:8080/goodbye.asp
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New syntax 

portal server server-name { ip ipv4-address [ key [ cipher | simple ] key-string | port port-id | server-type 

{ imc | noc } | url url-string ] * | ipv6 ipv6-address [ key [ cipher | simple ] key-string | port port-id | 

server-type { imc | noc } | url url-string ] * } 

undo portal server server-name [ key | port | server-type | url ] 

Views 

System view 

Change description 

After modification, you can specify the portal server type. 
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Release 2607P37 

This release has the following changes: 

 1082HModified feature: Setting the power adjustment threshold 

 1083HModified feature: Specifying the device ID 

 1084HModified feature: Specifying the NAS ID value carried in outgoing RADIUS packets 

 1085HNew feature: Automatic recovery for AP provision 

 1086HNew feature: Mesh signal transmission medium configuration 

 1087HModified feature: NAT 

Modified feature: Setting the power adjustment threshold 

Feature change description 

The default power adjustment threshold was modified. 

Command changes 

Modified command: dot11a calibrate-power threshold 

Syntax 

dot11a calibrate-power threshold value 

Views 

RRM view 

Change description 

The default value for the value argument was changed from 65 to 80. 

Modified command: dot11bg calibrate-power threshold 

Syntax 

dot11bg calibrate-power threshold value 

Views 

RRM view 

Change description 

The default value for the value argument was changed from 65 to 80. 
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Modified feature: Specifying the device ID 

Feature change description 

The string length for the device ID was changed. 

Command changes 

Modified command: portal device-id 

Syntax 

portal device-id id-value 

undo portal device-id 

Views 

System view 

Change description 

Before modification: The value range for the id-value argument is 1 to 16 characters. 

After modification: The value range for the id-value argument is 1 to 64 characters. 

Modified feature: Specifying the NAS ID value carried in 

outgoing RADIUS packets 

Feature change description 

The string length for the NAS ID was changed. 

Command changes 

Modified command: portal nas-id 

Syntax 

portal nas-id nas-id 

undo portal nas-id 

Views 

System view, interface view 

Change description 

Before modification: The value range for the nas-id argument is 1 to 20 characters. 

After modification: The value range for the nas-id argument is 1 to 63 characters. 
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Modified command:service-template  

Syntax 

service-template service-template-number [ vlan-id vlan-id1 | vlan-pool vlan-pool-name ] [ nas-port-id 

nas-port-id | nas-id nas-id ] [ ssid-hide ] 

undo service-template service-template-number 

Views 

Radio view 

Change description 

Before modification: The value range for the nas-id argument is 1 to 20 characters. 

After modification: The value range for the nas-id argument is 1 to 63 characters. 

Modified command:nas-id 

Syntax 

nas-id nas-id 

undo nas-id 

Views 

AP template view 

Change description 

Before modification: The value range for the nas-id argument is 1 to 20 characters. 

After modification: The value range for the nas-id argument is 1 to 63 characters. 

New feature: Automatic recovery for AP provision 

Enabling automatic recovery for AP provision 

This feature enables an AP to start up with zero configurations after the AP fails to establish an LWAPP 

tunnel by using AP provision settings. If this feature is disabled, the AP continues to start up with the AP 

provision settings. 

To enable automatic recovery for AP provision in AP template view: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter AP template view. 
wlan ap ap-name [ model 

model-name [ id ap-id ] ] 

N/A 

You must specify the model name 

when you create an AP. 

3. Enable automatic recovery for 

AP provision. 
provision auto-recovery enable 

By default, automatic recovery for 

AP provision is enabled. 

 

To enable automatic recovery for AP provision in AP group view: 
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter AP group view. wlan ap-group group-name 

N/A 

By default, all APs belong to the 

default AP group default_group. 

3. Enable automatic recovery for 

AP provision. 
provision auto-recovery enable 

By default, automatic recovery for 

AP provision is enabled. 

 

Command reference 

New command: provision auto-recovery enable 

Use provision auto-recovery enable to enable automatic recovery for AP provision. 

Use undo provision auto-recovery enable to disable automatic recovery for AP provision. 

Syntax 

provision auto-recovery enable 

undo provision auto-recovery enable 

Default 

Automatic recovery for AP provision is enabled. 

Views 

AP template view, AP group view 

Default command level 

2: System level 

Usage guidelines 

This feature enables an AP to start up with zero configurations after the AP fails to establish an LWAPP 

tunnel by using AP provision settings. If this feature is disabled, the AP continues to start up with the AP 

provision settings. 

Examples 

# Enable automatic recovery for AP provision in AP template view of the AP ap3. 

<Sysname> system-view  

[Sysname] wlan ap ap3 model MSM460-WW 

[Sysname-wlan-ap-ap3] undo provision auto-recovery enable 

# Enable automatic recovery for AP provision in AP group view of the AP group office. 

<Sysname> system-view 

[Sysname] wlan ap-group office 

[Sysname-ap-group-office] undo provision auto-recovery enable 
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New feature: Mesh signal transmission medium configuration 

Configuring the medium for transmitting mesh signals 

Mesh signals can be transmitted over the air or through waveguides. Transmission through waveguides 

is more realiable. 

To configure the medium for transmitting mesh signals: 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter MP policy view. wlan mp-policy policy-name N/A 

3. Specify the medium for 

transmitting mesh signals. 
signal { air | wave-guide } 

By default, mesh signals are 

transmitted over the air. 

4. Set the threshold for switching 

the transmission medium from 

air to waveguides. 

air-to-waveguide rssi-threshold 

rssi-threshold 

Optional. 

By default, the threshold is 20 dBm 

for switching the transmission 

medium from air to waveguides. 

MPs use waveguides (if detected) 

to transmit mesh signals when the 

RSSI is lower than the specified 

threshold. 

 

Command reference 

New command: signal 

Use signal to specify the medium for transmitting mesh signals. 

Use undo signal to restore the default. 

Syntax 

signal { air | wave-guide } 

undo signal 

Default 

Mesh signals are transmitted over the air. 

Views 

MP policy view 

Default command level 

2: System level 

Parameters 

air: Transmits mesh signals over the air. 

wave-guide: Transmits mesh signals through waveguides. 
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Examples 

# Specify the medium for transmitting mesh signals as wave-guide for mesh policy 1. 

<Sysname> system-view 

[Sysname] wlan mp-policy 1 

[Sysname-wlan-mp-policy-1] signal wave-guide 

New command: air-to-waveguide 

Use air-to-waveguide to set the threshold for switching the transmission medium from air to waveguides. 

Use undo air-to-waveguide to restore the default. 

Syntax 

air-to-waveguide rssi-threshold rssi-threshold 

undo air-to-waveguide rssi-threshold 

Default 

The threshold is 20 dBm for switching the transmission medium from air to waveguides. 

Views 

MP policy view 

Default command level 

2: System level 

Parameters 

rssi-threshold: Specifies the threshold for switching the transmission medium from air to waveguides, in 

the range of 5 to 150 dBm. 

Usage guidelines 

MPs use waveguides (if detected) to transmit mesh signals when the RSSI is lower than the specified 

threshold. 

Set the threshold to a value between the link hold RSSI and the link saturation RSSI. 

Examples 

# Set the threshold to 30 dBm for switching the transmission medium from air to waveguides. 

<Sysname> system-view 

[Sysname] wlan mp-policy 1 

[Sysname-wlan-mp-policy-1] air-to-waveguide rssi-threshold 30 

Related commands 

 link-hold-rssi 

 link-saturation-rssi 

Modified feature: NAT 

In this release, the following features were added to NAT: 

 NAT aging time. 

 NAT ALG. 

 NAT logging. 
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 NAT entry aging out upon master link failure. 

Configuring NAT aging time 

NAT aging time configuration supports multiple protocols. 

To set the NAT aging time: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Set NAT aging time 

for a specified 

protocol. 

nat aging-time { dns | ftp-ctrl | 

ftp-data | icmp | no-pat | pptp | 

tcp | tcp-fin | tcp-syn | udp } 

seconds 

Optional. 

The default NAT aging time varies by 

protocol: 

 10 seconds for DNS. 

 300 seconds for FTP control links. 

 300 seconds for FTP data links. 

 10 seconds for ICMP. 

 240 seconds in NO-PAT mode. 

 300 seconds for PPTP. 

 300 seconds for TCP. 

 10 seconds for TCP FIN and RST 

connections. 

 10 seconds for TCP SYN connections. 

 240 seconds for UDP. 
 

Configuring NAT ALG 

NAT ALG configuration supports multiple protocols. 

To configure NAT ALG: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable NAT ALG. 
nat alg { all | dns | ftp | ils | nbt | 

pptp } 

Optional. 

Enabled by default. 

 

Configuring NAT logging 

With NAT logging enabled, a NAT device logs address translation information such as the source IP 

address, source port number, destination IP address, destination port number, translated source IP 

address, translated source port number and user operations. 

As multiple internal users share the same external IP address or the same range of external IP addresses 

when accessing external networks through a NAT device, it is hard to identify each of the users. The NAT 

logging function helps in tracking access of internal users to external networks, thus enhancing network 

security. 
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NAT logging logs only access of internal network users to external networks. It does not log access of 

external users to internal servers. 

Enabling NAT logging 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable NAT logging. nat log enable [ acl acl-number ] Disabled by default. 

3. Enable NAT session 

logging. 

 Enable logging of NAT 

session establishment events: 

nat log flow-begin 

 Enable logging for active 

NAT sessions and set the 

logging interval: 

nat log flow-active minutes 

You can configure both commands. 

By default: 

 No log is generated when a NAT 

session is established. 

 Logging for active NAT sessions is 

disabled. 

 

Exporting NAT logs 

NAT logs can be exported to either the information center or the log server: 

 To the information center—NAT logs are converted into system logs and exported to the local 

device's information center. Depending on the configuration of the information center, NAT logs are 

then exported to their final destination. Up to 10 NAT logs can be exported to the information 

center at one time. 

 To the log server—NAT logs are encapsulated into UDP packets and sent to the log server, as 

shown in 1088HFigure 1. The output NAT logs can be in several versions, each with a different UDP packet 

format. Only version 1 is used. A UDP packet is composed of a header and one or more NAT logs. 

If you configure both destinations, the system automatically exports NAT logs to the information center. 

Figure 1 Exporting NAT logs to the NAT log server 

 
 

Exporting NAT logs to the information center 

Exporting NAT logs to the information center consumes storage space of the device. Use this method 

when the volume of NAT logs is relatively small. 

NAT logs to the information center are prioritized as informational, meaning that they are ordinary 

message information. For more information about NAT log priority, see Network Management and 

Monitoring Configuration Guide. 

Internet

User
Device 

generating NAT log

NAT logs NAT logs

NAT log server
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To configure the device to export NAT logs to the information center: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Export NAT logs to the information 

center. 
userlog nat syslog 

NAT logs are exported to the NAT 

log server by default. 

 

Exporting NAT logs to the log server 

For the device to export NAT logs to the log server in UDP packets, you can configure the following 

parameters: 

 IP address and UDP port number of the NAT log server. NAT logs cannot be exported successfully 

if you do not configure the information center export direction and specify the log server address. 

 Source IP address of NAT logs. This address allows the log server to identify the log source. Use the 

loopback interface address as the source IP address of NAT logs. 

 Version number of NAT logs. NAT logs may come in several versions, each with a different packet 

format. The device supports only version 1. 

To configure the device to export NAT logs to a NAT log server: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify the IP address 

and UDP port number 

of the NAT log server. 

userlog nat export host { ipv4-address | 

ipv6 ipv6-address } udp-port 

The IP address of the NAT log server 

must be a valid IPv4 or IPv6 unicast 

address. 

Use a port number greater than 1024 

to avoid conflicting with the 

system-defined port numbers. 

3. Specify the source IP 

address for the UDP 

packets that carry NAT 

logs. 

userlog nat export source-ip ip-address 

Optional. 

By default, the source IP address is 

the IP address of the interface through 

which the UDP packets are sent. 

4. Specify the version 

number of the NAT log 

packets. 

userlog nat export version 

version-number 

Optional. 

Version 1 by default. 

 

Enabling aging out NAT entries upon master link failure 

In a link backup environment where NAT is enabled on the master and backup interfaces of a gateway 

device, if the master link fails, the backup link switches to the master state. If this feature is enabled on the 

gateway, all existing NAT entries on the failed link are aged out immediately, so that new NAT entries 

can be created for subsequent packets on the new master link, and thus existing NAT streams can be 

directed to the new link immediately.  

To enable aging out NAT entries upon master link failure:  
 

Step Command Remarks 

1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enable aging out NAT entries 

upon master link failure. 

nat link-down reset-session 

enable 
Disabled by default. 

 

Command changes for configuring NAT aging time 

New command: nat aging-time 

Use nat aging-time to set the NAT aging time. 

Use undo nat aging-time to restore the default. 

Syntax 

nat aging-time { dns | ftp-ctrl | ftp-data | icmp | no-pat | pptp | tcp | tcp-fin | tcp-syn | udp } seconds 

undo nat aging-time { dns | ftp-ctrl | ftp-data | icmp | no-pat | pptp | tcp | tcp-fin | tcp-syn | udp } 

[ seconds ] 

Default 

The default NAT aging times of various protocols are as follows: 

 10 seconds for DNS. 

 300 seconds for FTP control link. 

 300 seconds for FTP data link. 

 10 seconds for ICMP.  

 240 seconds in NO-PAT mode. 

 300 seconds for PPTP.  

 300 seconds for TCP. 

 10 seconds for TCP FIN and RST connections.  

 10 seconds for TCP SYN connections. 

 240 seconds for UDP. 

Views 

System view 

Default command level 

2: System level 

Parameters 

dns: Specifies the NAT aging time for DNS. 

ftp-ctrl: Specifies the NAT aging time for FTP control link. 

ftp-data: Specifies the NAT aging time for FTP data link. 

icmp: Specifies the NAT aging time for ICMP. 

no-pat: Specifies the NAT aging time in No-PAT mode. 

pptp: Specifies the NAT aging time for PPTP. 

tcp: Specifies the NAT aging time for TCP. 
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tcp-fin: Specifies the NAT aging time for TCP FIN or RST connection. 

tcp-syn: Specifies the NAT aging time for TCP SYN connection. 

udp: Specifies the NAT aging time for UDP. 

seconds: Specifies the NAT aging time in the range of 10 to 86400 seconds. 

Usage guidelines 

A NAT entry is not permanent. You can use this command to configure NAT aging time for TCP, UDP, 

ICMP, and other protocols. If a NAT entry is not used within the configured time, it will be aged out. For 

example, when a user with IP address 10.110.10.10 and port number 2000 establishes an external TCP 

connection, NAT assigns an IP address and a port number for the user. If, within a preconfigured aging 

time, the TCP connection is not used, the system removes it. 

In NO-PAT mode, if the private network is big and the users frequently come online and go offline, you 

can set a smaller aging time to speed up the release of addresses. 

Examples 

# Set the NAT aging time for TCP to 240 seconds. 

<Sysname> system-view 

[Sysname] nat aging-time tcp 240 

Related commands 

display nat aging-time 

New command: display nat aging-time 

Use display nat aging-time to display the NAT aging time settings for various protocols. 

Syntax 

display nat aging-time [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 

# Display the NAT aging time settings for various protocols. 

<Sysname> display nat aging-time 

 

NAT aging-time value information: 

       tcp ---- aging-time value is    300 (seconds) 
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       udp ---- aging-time value is    240 (seconds) 

      icmp ---- aging-time value is     10 (seconds) 

      pptp ---- aging-time value is    300 (seconds) 

       dns ---- aging-time value is     10 (seconds) 

   tcp-fin ---- aging-time value is     10 (seconds) 

   tcp-syn ---- aging-time value is     10 (seconds) 

  ftp-ctrl ---- aging-time value is    300 (seconds) 

  ftp-data ---- aging-time value is    300 (seconds) 

    no-pat ---- aging-time value is    240 (seconds) 

Table 1 Command output 

Field Description 

NAT aging-time value information NAT aging time settings for various protocols. 

tcp NAT aging time for TCP. 

udp NAT aging time for UDP. 

icmp NAT aging time for ICMP. 

pptp NAT aging time for PPTP. 

dns NAT aging time for DNS. 

tcp-fin NAT aging time for TCP FIN and RST connections. 

tcp-syn NAT aging time for TCP SYN connection. 

ftp-ctrl NAT aging time for FTP control link. 

ftp-data  NAT aging time for FTP data link. 

no-pat NAT aging time in NO-PAT mode. 

 

Related commands 

nat aging-time 

Command changes for configuring NAT logging 

New command: nat log enable 

Use nat log enable to enable the NAT logging function. 

Use undo nat log enable to disable NAT logging. 

Syntax 

nat log enable [ acl acl-number ] 

undo nat log enable [ acl acl-number ] 

Default 

The NAT logging function is disabled. 

Views 

System view 
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Default command level 

2: System level 

Parameters 

acl acl-number: Specifies an ACL by its number in the range of 2000 to 3999. The NAT logging function 

takes effect on data flows matching the ACL. If no ACL is specified, the NAT logging function takes effect 

on all data flows. 

Examples 

# Enable NAT logging. 

<Sysname> system-view 

[Sysname] nat log enable acl 2001 

New command: nat log flow-active 

Use nat log flow-active to enable logging for active NAT sessions and set the logging interval. 

Use undo nat log flow-active to disable this function. 

Syntax 

nat log flow-active minutes 

undo nat log flow-active [ minutes ] 

Default 

This function is disabled. 

Views 

System view 

Default command level 

2: System level 

Parameters 

minutes: Interval for logging active NAT sessions, in the range of 10 to 120 minutes. 

Usage guidelines 

This function helps in tracking active flows by logging them regularly. Without this function, logs are 

generated only when a session is established or deleted and no logs are available for tracking a session 

that lasts for a long period. 

Examples 

# Enable logging for active NAT sessions and set the logging interval to 10 minutes. 

<Sysname> system-view 

[Sysname] nat log flow-active 10 

New command: nat log flow-begin 

Use nat log flow-begin to enable logging of NAT session establishment events. 

Use undo nat log flow-begin to restore the default. 

Syntax 

nat log flow-begin 
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undo nat log flow-begin 

Default 

No log is generated when a session is established. 

Views 

System view 

Default command level 

2: System level 

Examples 

# Enable logging of NAT session establishment events. 

<Sysname> system-view 

[Sysname] nat log flow-begin 

New command: userlog nat export host 

Use userlog nat export host to specify the IP address and UDP port number of the NAT log server that 

receives NAT logs. 

Use undo userlog nat export host to restore the default. 

Syntax 

userlog nat export host { ipv4-address | ipv6 ipv6-address } udp-port 

undo userlog nat export host { ipv4-address | ipv6 ipv6-address } 

Default 

No NAT log server IP address or UDP port number is configured. 

Views 

System view 

Default command level 

2: System level 

Parameters 

ipv4-address: IPv4 address of the NAT log server. It must be a valid unicast IPv4 address and cannot be 

a loopback address. 

ipv6 ipv6-address: IPv6 address of the NAT log server. It must be a valid unicast IPv6 address. 

udp-port: UDP port number of the NAT log server, in the range of 0 to 65535. 

Usage guidelines 

Specify the NAT log server to successfully export NAT logs in UDP packets. 

Use a UDP port number greater than 1024 to avoid conflicting with common UDP port numbers. 

Examples 

# Export NAT logs to NAT log server with IP address 169.254.1.1 and port number 2000. 

<Sysname> system-view 

[Sysname] userlog nat export host 169.254.1.1 2000 
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Related commands 

userlog nat export source-ip 

New command: userlog nat export source-ip 

Use userlog nat export source-ip to configure the source IP address for the UDP packets that carry NAT 

logs. 

Use undo userlog nat export source-ip to restore the default. 

Syntax 

userlog nat export source-ip ip-address 

undo userlog nat export source-ip 

Default 

The source IP address of the UDP packets that carry NAT logs is the IP address of the interface that sends 

the UDP packets. 

Views 

System view 

Default command level 

2: System level 

Parameters 

ip-address: Source IP address for the UDP packets. 

Examples 

# Specify 169.254.1.2 as the source IP address of the UDP packets that carry NAT logs. 

<Sysname> system-view 

[Sysname] userlog nat export source-ip 169.254.1.2 

Related commands 

userlog nat export host 

New command: userlog nat export version 

Use userlog nat export version to set the version number of the NAT log packets. 

Use undo userlog nat export version to restore the default. 

Syntax 

userlog nat export version version-number 

undo userlog nat export version 

Default 

The version number of NAT log packets is 1. 

Views 

System view 

Default command level 

2: System level 
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Parameters 

version-number: Version number for the NAT log packets. The system supports only version 1. 

Examples 

# Set the version number of NAT log packets to 1. 

<Sysname> system-view 

[Sysname] userlog nat export version 1 

New command: userlog nat syslog 

Use userlog nat syslog to configure the device to export NAT logs to the information center. 

Use undo userlog nat syslog to restore the default. 

Syntax 

userlog nat syslog 

undo userlog nat syslog 

Default 

NAT logs are exported to the NAT log server. 

Views 

System view 

Default command level 

2: System level 

Usage guidelines 

HP recommends not exporting large amounts of NAT logs to the information center because NAT logs 

might consume a large volume of memory. 

Examples 

# Export NAT logs to the information center. 

<Sysname> system-view 

[Sysname] userlog nat syslog 

New command: display nat log 

Use display nat log to display the NAT logging configuration information. 

Syntax 

display nat log [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 
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begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 

# Display the NAT logging configuration information. 

<Sysname> display nat log 

NAT log information: 

  log enable  :  enable acl 2000 

  flow-begin  :  enable 

  flow-active :  10(minutes) 

Table 2 Command output 

Field Description 

NAT log information : NAT logging configuration information. 

log enable  :  enable  acl  2000 Logging data flows matching ACL 2000. 

flow-begin  :  enable Logging newly established sessions. 

flow-active :  10(minutes) Interval in logging active flows (10 minutes) 

 

Related commands 

 nat log enable 

 nat log flow-active 

 nat log flow-begin 

New command: display userlog export 

Use display userlog export to display the configuration and statistics of logs output to the log server. 

Syntax 

display userlog export [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 
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Usage guidelines 

This command displays all types of logs output to the log server, including NAT logs. 

Examples 

# Display the configuration and statistics of NAT logs. 

<Sysname> display userlog export 

nat:                                                                            

   Export Version 1 logs to log server : enabled                                 

   Address of log server             : 100.1.1.100 (port: 5000)                  

   Total Logs/UDP packets exported   : 0/0                                       

   Logs in buffer                    : 0                                         

 flow:                                                                           

   No userlog export is enabled 

Table 3 Command output 

Field Description 

nat NAT log information to be displayed. 

flow Flow log information to be displayed. 

No userlog export is enabled 

NAT logs cannot be exported. The possible reasons can be: 

 The NAT log function is not enabled. 

 The NAT log function is enabled, but NAT logs are 

configured to be exported to the information center. 

 The NAT log function is enabled, but the IP address and 

the UDP port number of the log server are not configured. 

Export Version 1 logs to log server NAT logs of version 1 are exported to the log server. 

Address of log server 
Log server address, including the IP address and port 

number. 

Total Logs/UDP packets exported 

Total number of the logs sent and that of the UDP packets 

carrying NAT logs. (The term "UDP packets" refers to the 

UDP packets carrying NAT logs. A UDP packet can carry 

multiple pieces of NAT logs.) 

Logs in buffer Total number of flow or NAT logs buffered. 

 

Related commands 

reset userlog nat export 

New command: reset userlog nat export 

Use reset userlog nat export to clear NAT log statistics. 

Syntax 

reset userlog nat export 

Views 

User view 

Default command level 

2: System level 
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Usage guidelines 

Once the NAT log function is enabled, the system takes statistics for NAT logs periodically. 

Examples 

# Clear the NAT log information. 

<Sysname> reset userlog nat export 

Related commands 

display userlog export 

New command: reset userlog nat logbuffer 

Use reset userlog nat logbuffer to clear the NAT log buffer. 

Syntax 

reset userlog nat logbuffer 

Views 

User view 

Default command level 

2: System level 

Usage guidelines 

Clearing the NAT log buffer causes NAT logs loss. HP recommends not using this command in normal 

situations. 

Examples 

# Clear the NAT log buffer. 

<Sysname> reset userlog nat logbuffer 

Command changes for enabling aging out NAT entries upon master 

link failure 

New command: nat link-down reset-session enable 

Use nat link-down reset-session enable to enable aging out NAT entries upon master link failure. 

Use undo nat link-down reset-session enable to restore the default.  

Syntax 

nat link-down reset-session enable 

undo nat link-down reset-session enable 

Default 

This feature is disabled. 

Views 

System view 
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Default command level 

2: System level 

Examples 

# Enable aging out NAT entries upon master link failure. 

<Sysname> system-view 

[Sysname] nat link-down reset-session enable 
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Release 3507P35 

This release has the following changes: 

 1089HNew feature: Unicast packet forwarding between isolated users 

 1090HNew feature: Acct-Delay-Time attribute value setting in RADIUS start- and stop-accounting requests 

 1091HModified feature: Specify a parameter carried in the redirection URL 

 1092HModified feature: Specifying a MAC binding server 

 1093HModified feature: Specifying a DES key for parameters carried in the redirection URL 

 1094HNew feature: AP scanning report suppression 

 1095HNew feature: Wireless location 

 1096HModified feature: Setting the maximum number of service templates 

New feature: Unicast packet forwarding between isolated 

users  

Permitting unicast packet forwarding between isolated users 

This feature permits the device to forward unicast packets between isolated users after VLAN-based user 

isolation is enabled. 

 When an AC receives unicast, broadcast, or multicast packets from a wireless user to another 

wireless user, the AC determines whether to isolate the two users based on the permitted MAC 

address list. 

 When an AC receives unicast packets from a wireless user to a wired user, the AC determines 

whether to isolate the two users based on the permitted MAC address list. However, the AC permits 

all broadcast and multicast packets from a wireless user to a wired user. 

 When an AC receives unicast packets from a wired user to another wired user, the AC determines 

whether to isolate the two users based on the permitted MAC address list. However, the AC permits 

all broadcast and multicast packets from a wired user to another wired user. 

 When an AC receives unicast packets from a wired user to a wireless user, the AC determines 

whether to isolate the two users based on the permitted MAC address list. The user-isolation permit 

broadcast command setting determines whether the AC permits broadcast or multicast packets 

(from a wired user to a wireless user).  

 If the user-isolation permit unicast command is configured, the AC forwards all unicast packets 

between users regardless of whether the users' MAC addresses are in the permitted list. 

To permit the device to forward unicast packets between isolated users: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Permit the device to 

forward unicast packets 

between isolated users. 

user-isolation permit unicast 

By default, user isolation prohibits 

the device from forwarding unicast 

packets between isolated users. 
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Command reference 

New command: user-isolation permit unicast 

Use user-isolation permit unicast to permit the device to forward unicast packets between isolated users. 

Use undo user-isolation permit unicast to prohibit the device from forwarding unicast packets between 

isolated users. 

Syntax 

user-isolation permit unicast 

undo user-isolation permit unicast 

Default 

The device cannot forward unicast packets between isolated users. 

Views 

System view 

Default command level 

2: System level 

Examples 

# Permit the device to forward unicast packets between isolated users. 

<Sysname> system-view 

[Sysname] user-isolation permit unicast 

New feature: Acct-Delay-Time attribute value setting in RADIUS 

start- and stop-accounting requests 

Setting a value for the Acct-Delay-Time attribute in RADIUS start- and 

stop-accounting requests 

You can set a value for the Acct-Delay-Time attribute (attribute 41) in RADIUS start- and stop-accounting 

requests. The attribute informs the RADIUS server of the time duration for which the device tries to send 

an accounting request to the server. 

Set the value based on the RADIUS server requirements to make sure the server generates correct 

accounting statistics. 

If the RADIUS server requires that the Acct-Delay-Time attribute is 0, you must set the attribute value to 0. 

If the RADIUS server does not restrict the attribute value to 0, do not manually set a value for the attribute. 

If the RADIUS server does not check the attribute value, you do not need to set a value for the attribute. 

To set a value for the Acct-Delay-Time attribute in RADIUS start- and stop-accounting requests: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter RADIUS scheme view. 
radius scheme 

radius-scheme-name 
N/A 

3. Set a value for the 

Acct-Delay-Time attribute in 

RADIUS start- and 

stop-accounting requests. 

attribute 41 value 

By default, the device fills in the 

Acct-Delay-Time attribute with the 

time duration for which the device 

tries to send an accounting request 

to the server. 

 

Command reference 

New command: attribute 41 

Use attribute 41 to set a value for the Acct-Delay-Time attribute in RADIUS start- and stop-accounting 

requests. 

Use undo attribute 41 to restore the default. 

Syntax 

attribute 41 value 

undo attribute 41 

Default 

The device fills in the Acct-Delay-Time attribute with the time duration for which the device tries to send an 

accounting request to the server. 

Views 

RADIUS scheme view 

Default command level 

2: System level 

Parameters 

value: Sets a value for the Acct-Delay-Time attribute in RADIUS start- and stop-accounting requests. The 

value range is 0 to 255. 

Usage guidelines 

Set the value based on the RADIUS server requirements to make sure the server generates correct 

accounting statistics. 

If the RADIUS server requires that the Acct-Delay-Time attribute is 0, you must set the attribute value to 0. 

If the RADIUS server does not restrict the attribute value to 0, do not manually set a value for the attribute. 

If the RADIUS server does not check the attribute value, you do not need to set a value for the attribute. 

Examples 

# Set the value to 0 for the Acct-Delay-Time attribute in RADIUS start- and stop-accounting requests. 

<Sysname> system-view 

[Sysname] radius scheme aaa 

[Sysname-radius-aaa] attribute 41 0 



 

65 

Modified feature: Specify a parameter carried in the 

redirection URL 

Feature change description 

In this release, the portal redirection URL can carry the NAS-Port-ID attribute. 

Command changes 

Modified command: portal url-param include 

Old syntax 

portal url-param include { nas-id | nas-ip | { user-mac | ap-mac } [ des-encrypt ] | user-url | user-ip 

| ac-name | ssid } [ param-name param-name ] 

New syntax 

portal url-param include { nas-id | nas-ip | nas-port-id | { user-mac | ap-mac } [ des-encrypt ] | 

user-url | user-ip | ac-name | ssid } [ param-name param-name ] 

Views 

System view 

Change description 

The nas-port-id keyword was added to the command. This keyword specifies the NAS-Port-ID parameter 

in the redirection URL. 

Modified feature: Specifying a MAC binding server 

Feature change description 

Added support for configuring a MAC binding server in interface view. 

Command changes 

Modified command: portal mac-trigger server 

Change description 

Before modification, you can configure the MAC binding server in system view. 

After modification, you can configure the MAC binding server in interface view. 
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Modified feature: Specifying a DES key for parameters carried 

in the redirection URL 

Feature change description 

To work with the servers supporting different DES keys, this release added support for configuring this 

feature on interfaces. 

Command changes 

Modified command: portal url-param des-key 

Change description 

Before modification, you can specify only one DES key in system view. 

After modification, you can specify multiple DES keys in interface view. 

New feature: AP scanning report suppression 

Enabling scanning report suppression for an AP 

Scanning report frames in wireless locating occupy CPU resources on the AC. This feature enables an AP 

to not report scanning information or report scanning information only once within 10 seconds. Locating 

packets are not affected. 

To enable scanning report suppression for an AP: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter AP view. 
wlan ap ap-name [ model 

model-name [ id ap-id ] ] 

You must specify the model name 

when you create an AP. 

3. Enable scanning report 

suppression for the AP. 
rrm-report send-inhibitory enable 

Optional. 

By default, scanning report 

suppression is disabled for an AP. 

 

Command reference 

New command: rrm-report send-inhibitory enable 

Use rrm-report send-inhibitory enable to enable scanning report suppression for an AP. 

Use undo rrm-report send-inhibitory enable to restore the default. 

Syntax 

rrm-report send-inhibitory enable 

undo rrm-report send-inhibitory 
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Default 

Scanning report suppression is disabled for an AP. 

Views 

AP template view 

Default command level 

2: System level 

Usage guidelines 

This command enables an AP to not report scanning information or report scanning information only 

once within 10 seconds. Whether an AP reports scanning information or not depends the current 

scanning status and result. 

This command takes effect only when wireless location is enabled by WLAN RRM is disabled. 

Examples 

# Enable scanning report suppression for the AP ap1. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model MSM460-WW 

[Sysname-wlan-ap-ap1] rrm-report send-inhibitory enable 

New feature: Wireless location 

Configuring wireless location 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure the AC to ignore 

frames sent by APs or beacon 

frames. 

wlan rfid-tracking ignore 

{ ap-frame | beacon } 

Optional. 

By default, frames sent by APs and 

beacon frames are not ignored. 

3. Enable the raw 802.11 frame 

report feature. 

wlan rfid-tracking 

raw-frame-report enable 

Optional. 

By default, raw 802.11 frame 

report is enabled when the 

protocol used for wireless location 

is fingerprint. 

 

Command reference 

Modified command: wlan rfid-tracking ignore 

Old syntax 

wlan rfid-tracking ignore beacon 

New syntax 

wlan rfid-tracking ignore { ap-frame | beacon } 
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Change description 

The ap-frame keyword was added to the command. This keyword specifies frames sent by APs as frames 

to be ignored. Ignoring frames sent by APs saves uplink bandwidth and enhances server performance. 

New command: wlan rfid-tracking raw-frame-report enable 

Use wlan rfid-tracking raw-frame-report enable to enable the raw 802.11 frame report feature. 

Use undo wlan rfid-tracking raw-frame-report enable to restore the default. 

Syntax 

wlan rfid-tracking raw-frame-report enable 

undo wlan rfid-tracking raw-frame-report enable 

Default 

Raw 802.11 frame report is enabled when the protocol used for wireless location is fingerprint. 

Views 

System view 

Default command level 

2: System level 

Usage guidelines 

This command takes effect only when the protocol for wireless location is fingerprint. When this 

command is enabled, the report sent to the location server contains raw 802.11 frames. 

Examples 

# Disable the raw 802.11 frame report feature. 

<Sysname> system-view 

[Sysname] undo wlan rfid-tracking raw-frame-report enable 

Modified feature: Setting the maximum number of service 

templates 

The maximum number of service templates that can be set changed. 

From 512 to 4608 for the HP 870 Unified Wired-WLAN Appliance. 
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Release 3507P34 

This release has the following changes: 

 1097HNew feature: A-MPDU configuration 

 1098HNew feature: Disabling SSL 3.0 

 1099HNew feature: Hotspot 2.0 configuration 

New feature: A-MPDU configuration 

Configuring A-MPDUs 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter service template view. 

wlan service-template 

service-template-number { clear | 

crypto } 

You cannot change an existing 

service template to another type. 

3. Set the maximum number of 

MPDUs that can be 

aggregated into an A-MPDU. 

a-mpdu { 11ac | 11n | all } { rx | 

tx } packet-number number 

The default value varies by device 

model. 

4. Set the maximum length of an 

A-MPDU. 

a-mpdu { 11ac | 11n } 

packet-length-exponent exponent 

The default value varies by device 

model. 

 

Command reference 

a-mpdu { 11ac | 11n | all } { rx | tx } packet-number 

Use a-mpdu { 11ac | 11n | all } { rx | tx } packet-number to set the maximum number of MPDUs that 

can be aggregated into an A-MPDU. 

Use undo a-mpdu { 11ac | 11n | all } { rx | tx } packet-number to restore the default. 

Syntax 

a-mpdu { 11ac | 11n | all } { rx | tx } packet-number number 

undo a-mpdu { 11ac | 11n | all } { rx | tx } packet-number 

Default 

The default value varies by device model. 

Views 

Service template view 

Default command level 

2: System level 
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Parameters 

11ac: Specifies 802.11ac clients. 

11n: Specifies 802.11n clients. 

all: Specifies all types of clients. 

rx: Specifies A-MPDUs sent to the AP from clients. 

tx: Specifies A-MPDUs sent to clients from the AP. 

number: Specifies the maximum number of MPDUs in the range of 0 to 64. 

Examples 

# Set the maximum number of MPDUs that can be aggregated into an A-MPDU from 802.11n clients to 

50. 

<Sysname> system-view  

[Sysname] wlan service-template 1 

[Sysname-wlan-st-1] a-mpdu 11n rx packet-number 50 

a-mpdu { 11ac | 11n } packet-length-exponent 

Use a-mpdu { 11ac | 11n } packet-length-exponent to set the maximum length of an A-MPDU. 

Use undo a-mpdu { 11ac | 11n } packet-length-exponent to restore the default. 

Syntax 

a-mpdu { 11ac | 11n } packet-length-exponent exponent 

undo a-mpdu { 11ac | 11n } packet-length-exponent 

Default 

The default value varies by device model. 

Views 

Service template view 

Default command level 

2: System level 

Parameters 

11ac: Specifies 802.11ac clients. 

11n: Specifies 802.11n clients. 

exponent: Specifies the index for the maximum length of an A-MPDU. The value for 802.11n clients is in 

the range of 13 to 16, and the value for 802.11ac clients is in the range of 13 to 20. 

Usage guidelines 

The maximum length of an A-MPDU is equal to 2^exponent-1 bytes. 

Examples 

# Set the maximum length of an A-MPDU to 2^18-1 bytes for 802.11ac clients. 

<Sysname> system-view  

[Sysname] wlan service-template 1 

[Sysname-wlan-st-1] a-mpdu 11ac packet-length-exponent 18 
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New feature: Disabling SSL 3.0 

Disabling SSL 3.0 

This feature allows you to disable SSL 3.0 on a device to enhance system security.An SSL server supports 

only TLS 1.0 after SSL 3.0 is disabled. 

To ensure successful establishment of an SSL connection, do not disable SSL 3.0 on a device when the 

peer device only supports SSL 3.0. H3C recommends upgrading the peer device to support TLS 1.0 to 

improve security. 

To disable SSL 3.0 on a device: 
 

Step Command Remarks  

1. Enter system view. system-view N/A 

2. Disable SSL 3.0 on the device. ssl version ssl3.0 disable 
By default, the device supports SSL 

3.0. 

 

Command reference 

ssl version ssl3.0 disable 

Use ssl version ssl3.0 disable to disable SSL 3.0 on the device.  

Use undo ssl version ssl3.0 disable restore the default. 

Syntax 

ssl version ssl3.0 disable 

undo ssl version ssl3.0 disable 

Default 

The device supports SSL 3.0. 

Views 

System view 

Default command level 

2: System level 

Examples 

# Disable SSL 3.0 on the device. 

<Sysname> system-view 

[Sysname] ssl version ssl3.0 disable 
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New feature: Hotspot 2.0 configuration 

Overview 

Hotspot 2.0, developed based on 802.11u, implements automatic network discovery, automatic 

authentication, and seaming roaming for wireless clients. 

The AC supports the following functions in Hotspot 2.0: 

 Automatic network discovery—The AC and clients exchange Hotspot 2.0 capabilities by using 

active or passive scanning. If both of themsupport Hotspot 2.0, the clients can get external network 

information by exchanging Generic Advertisement Service (GAS) frames with the AC before being 

associated with an AP. 

 Security—The Downstream Group-Addressed Forwarding (DGAF) function enables an AP to 

discard all downstream wireless broadcast and multicast packets to prevent spoofing attacks. 

 Networkmanagement—Controls frame transmission between clients and the AC. 

Configuring a Hotspot 2.0 policy 

Hotspot 2.0 does not take effect when local forwarding is enabled. 

Configuring automatic network discovery 

This feature enables clients to discover a range of information through GAS frames sent by the AC, 

including WAN link information, service provider information, and AP venue information. 

The following configurations take effect only when the Hotspot 2.0 policy is applied to a service template. 

To configure automatic network discovery: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a Hotspot 2.0 policy 

and enter Hotspot 2.0 policy 

view. 

wlan hotspot-policy policy-number N/A 

3. Configure 3GPP information. 

3gpp-info country-code 

country-code network-code 

network-code 

Optional. 

By default, no 3GPP information is 

configured. 

4. Configure a domain name. domain-name name 

Optional. 

By default, no domain name is 

configured. 

5. Configure an HESSID. hessid hessid 

Optional. 

By default, no HESSID is 

configured. 

6. Configure IP address 

availability. 

ip-type ipv4 ipv4-type ipv6 

ipv6-type 

Optional. 

By default, the availability is 1 for 

an IPv4 address and 2 for an IPv6 

address. 
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Step Command Remarks 

7. Configure service provider 

information. 

operator-name operator-name 

lang-code lang-code 

Optional. 

By default, no service provider 

information is configured. 

8. Configure an OUI for a 

roaming consortium. 
roam-oui oui [ in-beacon ] 

Optional. 

By default, no OUI is configured 

for a roaming consortium. 

9. Specify a Hotspot 2.0 policy 

name. 
policy-name policy-name 

Optional. 

By default, no Hotspot 2.0 policy 

name is specified. 

10. Configure a network 

authentication type. 

authentication-type 

authentication-type 

Optional. 

By default, no network 

authentication type is configured. 

11. Configure an authentication 

type for an NAI realm. 

nai-realmname name eap-method 

eap-method-id authentication 

authentication 

Optional. 

By default, no authentication type 

is configured for an NAI realm. 

12. Configure WAN parameters. 

wan-metrics { link-down| 

link-test| link-up } [ asymmetric 

downlink-speed downlink-speed 

uplink-speed uplink-speed | 

symmetric link-speed link-speed ] 

Optional. 

By default, no WAN parameters 

are configured. 

 

To configure AP venue information: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter AP template view or AP 

group view. 

 Enter AP template view: 

wlanap ap-name [ model 

model-name [ id ap-id ] ] 

 Enter AP group view: 

wlan ap-group group-name 

Use either method. 

3. Configure a venue group and 

venue type for the AP. 

ap-venue group venue-group type 

venue-type 

Optional. 

By default, no venue group and 

venue type are configured for an 

AP. 

4. Configure venue name 

information for the AP. 

ap-venue name venue-name 

lang-code lang-code 

Optional. 

By default, no venue name 

information is configured for an 

AP. 

 

Enabling the DGAF function 

When the DGAF function is enabled for an AP, the AP discards all downstream wireless broadcast ARP 

packets and wireless multicast packets to prevent spoofing attacks by using downstream multicasts. 

To avoid packet loss, HP recommends that you enable proxy ARP and multicast optimization before 

enabling this function. 
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To enable the DGAF function: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a Hotspot 2.0 policy 

and enter Hotspot 2.0 policy 

view. 

wlan hotspot-policy policy-number N/A 

3. Enable the DGAF function. dgaf enable 

Optional. 

By default, the DGAF function is 

disabled. 

 

Configuring network management parameters 

This feature controls packet transmission between clients and the AC to enhance network management. 

To configure network management parameters: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a Hotspot 2.0 policy 

and enter Hotspot 2.0 policy 

view. 

wlan hotspot-policy policy-number N/A 

3. Configure the delay time for 

the clients to send GAS 

comeback frames. 

comeback-delay value 
Optional. 

By default, the delay time is 1 TU. 

4. Configure the maximum 

number of GAS Initial frames 

the AC can receive from 

clients within the specified 

interval. 

gas-limit number number interval 

interval 

Optional. 

By default, the number of GAS 

initial frames the AC can receive is 

not restricted. 

 

Applying a Hotspot 2.0 policy 

Follow these restrictions and guidelines when you apply a Hotspot 2.0 policy: 

 A Hotspot 2.0 policy can only be applied to a crypto-type service template with the WPA 

encryption method and 802.1X authentication type. 

 HP recommends that you use the attack-detection enable flood command to enable flood attack 

detection. 

To apply a Hotspot 2.0 policy: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure a crypto-type 

service template. 

wlan service-template 

service-template-number crypto 

You cannot change an existing 

template to another type. 

3. Apply a Hotspot 2.0 policy to 

the service template. 
hotspot-policy policy-number 

By default, no Hotspot 2.0 policy is 

applied to the service template. 
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Command reference 

This section introduces only the new and modified commands for Hotspot 2.0. 

3gpp-info 

Use 3gpp-info to configure 3rd Generation Partnership Project (3GPP) information. 

Use undo 3gpp-info to remove the configuration. 

Syntax 

3gpp-info country-code country-code network-code network-code 

undo 3gpp-info country-code country-code network-code network-code 

Default 

No 3GPP information is configured. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

country-code country-code: Specifies a country or region code. A country or region code is a three-digit 

numeric code that uniquely identifies the country or region to which a client belongs. 

network-code network-code: Specifies a mobile network code. A mobile network code is two-digit 

numeric code that uniquely identifies the mobile network to which a client belongs. 

Usage guidelines 

One country or region code can correspond to multiple mobile network codes. 

You can configure a maximum of 32 country/region code and mobile network code combinations in a 

Hotspot 2.0 policy. 

Examples 

# Configure 3GPP information. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1]3gpp-info country-code 310 network-code 00 

[Sysname-wlan-hs-1] 3gpp-info country-code 460 network-code 01 

ap-venue group 

Use ap-venue group to configure a venue group and venue type for an AP. 

Use undo ap-venue group to remove the configuration. 

Syntax 

ap-venue group venue-group type venue-type 

undo ap-venue group 
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Default 

No venue group and venue type are configured for an AP. 

Views 

AP template view, AP group view 

Default command level 

2: System level 

Parameters 

venue-group: Specifies a venue group by its name, in the range of 1 to 11. 

Table 4 Venue group codes and description 

Code Description 

1 Assembly 

2 Business 

3 Educational 

4 Factory and Industrial 

5 Institutional 

6 Mercantile 

7 Residential 

8 Storage 

9 Utility and Miscellaneous 

10 Vehicular 

11 Outdoor 

 

venue-type: Specifies a venue by its type. The value depends on the venue group name. For more 

information, see 1100HTable 5. 

Table 5 Venue type assignments 

Venue group code Venue type code Venue description 

1 0 Unspecified 

1 1 Arena 

1 2 Stadium 

1 3 Passenger Terminal (e.g., airport, bus, ferry, train station) 

1 4 Amphitheater 

1 5 Amusement Park 

1 6 Place of Worship 

1 7 Convention Center 

1 8 Library 

1 9 Museum 

1 10 Restaurant 
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Venue group code Venue type code Venue description 

1 11 Theater 

1 12 Bar 

1 13 Coffee Shop 

1 14 Zoo or Aquarium 

1 15 Emergency Coordination Center 

2 0 Unspecified Business 

2 1 Doctor or Dentist office 

2 2 Bank 

2 3 Fire Station 

2 4 Police Station 

2 6 Post Office 

2 7 Professional Office 

2 8 Research and Development Facility 

2 9 Attorney Office 

3 0 Unspecified Educational 

3 1 School, Primary 

3 2 School, Secondary 

3 3 University or College 

4 0 Unspecified Factory and Industrial 

4 1 Factory 

5 0 Unspecified Institutional 

5 1 Hospital 

5 2 
Long-Term Care Facility (e.g., Nursing home, Hospice, 

etc.) 

5 3 Alcohol and Drug Rehabilitation Center 

5 4 Group Home 

5 5 Prison or Jail 

6 0 Unspecified Mercantile 

6 1 Retail Store 

6 2 Grocery Market 

6 3 Automotive Service Station 

6 4 Shopping Mall 

6 5 Gas Station 

7 0 Unspecified Residential 

7 1 Private Residence 

7 2 Hotel or Motel 

7 3 Dormitory 
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Venue group code Venue type code Venue description 

7 4 Boarding House 

8 0 Unspecified Storage 

9 0 Unspecified Utility and Miscellaneous 

10 0 Unspecified Vehicular 

10 1 Automobile or Truck 

10 2 Airplane 

10 3 Bus 

10 4 Ferry 

10 5 Ship or Boat 

10 6 Train 

10 7 Motor Bike 

11 0 Unspecified Outdoor 

11 1 Muni-mesh Network 

11 2 City Park 

11 3 Rest Area 

11 4 Traffic Control 

11 5 Bus Stop 

11 6 Kiosk 

 

Examples 

# Specify venue group 1 and venue type 2 for AP 3. 

<Sysname> system-view 

[sysname] wlan ap ap3 model WA4620i-CAN 

[Sysname] ap-venue group 1 type 2 

ap-venue name 

Use ap-venue name to configure a venue name and language code for an AP. 

Use undo ap-venue name to remove the configuration. 

Syntax 

ap-venue name venue-name lang-code lang-code 

undo ap-venue name venue-name lang-code lang-code 

Default 

No venue name information is configured for an AP. 

Views 

AP template view, AP group view 

Default command level 

2: System level 
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Parameters 

venue-name: Specifies a venue by its name, a case-insensitive string of 1 to 32 characters. 

lang-code lang-code: Specifies the language code corresponding to a venue name. 

Usage guidelines 

One venue name can correspond to multiple language codes. 

You can configure a maximum of 32 venue name and language code combinations. 

Examples 

# Configure the venue name as office and language codes as English and Japanese for AP 3. 

<Sysname> system-view 

[sysname] wlan ap ap3 model WA4620i-CAN 

[sysname-wlan-ap-ap3]ap-venue office lang-code en 

[sysname-wlan-ap-ap3]ap-venue office lang-code ja 

authentication-type 

Use authentication-type to configure a network authentication type. 

Use undo authentication-typeto remove the configuration. 

Syntax 

authentication-type authentication-type 

undo authentication-type 

Default 

No network authentication type is configured. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

authentication-type: Specifies a network authentication type in the range of 0 to 3. 

Table 6 Network authentication type 

Value Description 

0 Acceptance of terms and conditions 

1 On-line enrollment supported 

2 HTTP/HTTPS redirection 

3 DNS redirection 

 

Examples 

# Configure the network authentication type as 1. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1]authentication-type 1 



 

80 

comeback-delay 

Use comeback-delay to configure the delay time before the clients can send GAS comeback frames. 

Useundo comeback-delay to restore the default. 

Syntax 

comeback-delay value 

undo comeback-delay 

Default 

The delay time is 1 TU. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

value: Specifies the delay time in TU, in the range of 1 to 1024. 1 TU is equal to 1024 milliseconds. 

Clients will not send GAS comeback frames to the AC until the delay time is reached. 

Examples 

# Configure the delay time as 10 TUs. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1]comeback-delay 10 

dgaf enable 

Use dgaf enable to enable the Downstream Group-Addressed Forwarding (DGAF) function. 

Use undo dgaf enable to disable the DGAF function. 

Syntax 

dgaf enable 

undo dgaf enable 

Default 

The DGAF function is enabled. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Usage guidelines 

When this function is enabled for an AP, the AP discards all downstream wireless broadcast ARP packets 

and wireless multicast packets to prevent spoofing attacks. 
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To avoid packet loss, HP recommends that you enable proxy ARP and multicast optimization before 

enabling this function. 

Examples 

# Enable the DGAF function. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] dgaf enable 

domain-name 

Use domain-name to configure a domain name. 

Use undo domain-name to remove the configuration. 

Syntax 

domain-name name 

undo domain-name name 

Default 

No domain name is configured. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

name: Specifies a domain by its name, a case-insensitive string of 1 to 32 characters. 

Usage guidelines 

You can configure a maximum of 32 domain names inone Hotspot 2.0 policy. 

Examples 

# Configure the domain name as abc in Hotspot 2.0 policy 1. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] domain abc 

gas-limit 

Use gas-limit to configure the maximum number of GAS Initial frames the AC can receive from clients 

within the specified interval. 

Use undo gas-limit to restore the default. 

Syntax 

gas-limit number number interval interval 

undo gas-limit 

Default 

The number of GAS Initial frames the AC can receive is not restricted. 
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Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

number number: Specifies the maximum number of GAS Initial frames that the AC can receive, in the 

range of 10 to 128. 

interval interval: Specifies the interval at which GAS Initial frames received by the AC are counted, in the 

range of 10 to 60 seconds. 

Usage guidelines 

If the number of GAS Initial frames sent by clients exceeds the maximum number, the exceeded frames 

will be discarded. 

Examples 

# Configure the maximum number of GAS Initial frames that the AC can receive within 15 seconds as 

120. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1]gas-limit number 120 interval 15 

hessid 

Use hessid to configure a homogenous ESS identifier (HESSID). 

Use undo hessid to remove the configuration. 

Syntax 

hessid hessid 

undo hessid 

Default 

No HESSID is configured. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

hessid: Specifies an HESSID that uniquely identifies a homogeneous ESS, in the H-H-H format. 

Examples 

# Configure the HESSID as 0021-1bea-3660 in Hotspot 2.0 policy 1. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] hessid 0021-1bea-3660 
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hotspot-policy 

Usehotspot-policy to apply a Hotspot 2.0 policy to a service template. 

Use undo hotspot-policy to remove the application. 

Syntax 

hotspot-policy policy-number 

undo hotspot-policy 

Default 

No Hotspot 2.0 policy is applied to a service template. 

Views 

Service template view 

Default command level 

2: System level 

Parameters 

policy-number: Specifies the number of the Hotspot 2.0 policy to be applied to the service template, in 

the range of 1 to 32. 

Usage guidelines 

You can only apply a Hotspot 2.0 policy to a crypto-type service template. 

Examples 

# Apply Hotspot 2.0 policy 1 to service template 1. 

<Sysname>system-view 

[Sysname] wlan service-template 1 crypto 

[Sysname-wlan-st-1]hotspot-policy 1 

ip-protocol 

Use ip-protocol to configure the port status for an IP protocol. 

Use undo ip-protocol to remove the configuration. 

Syntax 

ip-protocol { esp |icmp| tcp| udp } port-number port-number { closed | open | unknown } 

undo ip-protocol { esp| icmp |tcp |udp } port-number port-number 

Default 

The port status is not configured for an IP protocol. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

esp: Specifies the ESP protocol. 
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Icmp: Specifies the ICMP protocol. 

tcp: Specifies the TCP protocol. 

udp: Specifies the UDP protocol. 

port-number port-number: Specifies a port by its number. 

Table 7 Port number and protocol type 

Protocol type Port number Description 

ICMP 0 ICMP, used for diagnostics 

TCP 20 FTP 

TCP 22 SSH 

TCP 80 HTTP 

TCP 443 Used by TLS VPNs 

TCP 1723 
Used by Point to Point 

Tunneling Protocol VPNs 

TCP 5060 VoIP 

UDP 500 Used by IKEv2 (IPSec VPN) 

UDP 5060 VoIP 

UDP 4500 May be used by IKEv2 (IPSecVPN) 

ESP 0 ESP, used by IPSec VPNs 

 

closed: Specifies the port status as closed. 

open: Specifies the port status as open. 

unknown: Specifies the port status as unknown. 

Examples 

# Configure the port number for TCP as 20, and set the port status to open. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] ip-protocol tcp port-number 20 open 

ip-type 

Use ip-type to configure the address type availability. 

Use undo ip-type to restore the default. 

Syntax 

ip-type ipv4 ipv4-type ipv6 ipv6-type 

undo ip-type 

Default 

The availability is 1 for IPv4 addresses and 2 for IPv6 addresses. 

Views 

Hotspot 2.0 policy view 
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Default command level 

2: System level 

Parameters 

ipv4 ipv4-type: Specifies the availability for an IPv4 address, in the range of 0 to 7. 

Table 8 IPv4 address availability 

Address value Description 

0 Address type not available 

1 Public IPv4 address available 

2 Port-restricted IPv4 address available 

3 Single NATed private IPv4 address available 

4 Double NATed private IPv4 address available 

5 Port-restricted IPv4 address and single NATed IPv4 address available 

6 Port-restricted IPv4 address and double NATed IPv4 address available 

7 Availability of the address type is not known 

 

ipv6ipv6-type: Specifies the availability for an IPv6 address, in the range of 0 to 3. 

Table 9 IPv6 address availability 

Address value Description 

0 Address type not available 

1 Address type available 

2 Availability of the address type not known 

 

Examples 

# Configure the availability as 2 for IPv4 addresses and 1 for IPv6 addresses. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] ip-type ipv4 2 ipv6 1 

nai-realm 

Use nai-realmname to configure the authentication type supported by a Network Access Identifier (NAI) 

realm. 

Use undo nai-realmname to remove the configuration. 

Syntax 

nai-realmname name eap-method eap-method-id authentication authentication 

undo nai-realmname name [ eap-method eap-method [ authentication authentication ] ] 

Default 

No authentication type is configured for an NAI realm. 
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Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

namename: Specifies an NAI realm by its name, a case-insensitive string of 1 to 32 characters. 

eap-method eap-method-id: Specifies an EAP authentication method by its ID, in the range of 1 to 5. 

authentication authentication: Specifies an authentication parameter by its ID. 

Table 10 EAP parameter 

Value Description 

1 EAP-Transport Layer Security (EAP-TLS) 

2 Lightweight Extensible Authentication Protocol (LEAP) 

3 EAP for GSM Subscriber Identity Module (EAP-SIM) 

4 EAP-Tunneled Transport Layer Security (EAP-TTLS) 

5 Protected EAP (PEAP) 

 

Table 11 EAP method and authentication parameter 

eap-method-id eap-method authentication 

2 Non-EAP Inner Authentication Type 

 0—Reserved. 

 1—PAP. 

 2—CHAP. 

 3—MSCHAP. 

 4—MSCHAPV2. 

5 Credential Type 

 1—SIM. 

 2—USIM. 

 3—NFC Secure Element. 

 4—Hardware Token. 

 5—Softoken. 

 6—Certificate. 

 7—username/password. 

 8—none*. 

 9—Reserved. 

 10—Vendor Specific. 

 *none means server-side authentication only. 



 

87 

eap-method-id eap-method authentication 

6 Tunneled EAP Method Credential Type 

 1—SIM. 

 2—USIM. 

 3—NFC Secure Element. 

 4—Hardware Token. 

 5—Softoken. 

 6—Certificate. 

 7—username/password. 

 8—Reserved. 

 9—Anonymous. 

 10—Vendor Specific. 
 

Usage guidelines 

You can configure a maximum of 32 NAI realm names in a Hotspot 2.0 policy. 

Examples 

# Configure the authentication type for NAI realmwifi in Hotspot 2.0 policy 1. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] nai-realm name wifi eap-method 2 authentication 1 

network-type 

Use network-type to configure an access network type. 

Use undo network-type to remove the configuration. 

Syntax 

network-type network-type [ access-internet ] 

undo network-type 

Default 

No access network type is configured. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

network-type: Specifies an access network type in the range of 0 to 5, 14, and 15. 

Table 12 Access network type 

Value Description 

0 Private network 

1 Private network with guest access 

2 Chargeable public network 
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Value Description 

3 Free public network 

4 Personal device network 

5 Emergency services only network 

14 Test or experimental 

15 Wildcard 

 

access-internet: Enables access to the Internet. By default, the Internet cannot be accessed. 

Examples 

# Configure the access network type as 1 and enable access to the Internet. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1]network-type 1 access-internet 

operator-name 

Use operator-name to specify a language code for a service provider. 

Use undo operator-name to remove the configuration. 

Syntax 

operator-name operator-name lang-code lang-code 

undo operator-name operator-name lang-code lang-code 

Default 

No service provider information is configured. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

operator-name: Specifies a service provider by its name, a case-insensitive string of 1 to 32 characters. 

lang-code: Specifies a language code. 

Usage guidelines 

One service provider can correspond to multiple language codes. 

You can configure a maximum of 32 service provider and language code combinations in a Hotspot 2.0 

policy. 

Examples 

# Specify the language code as en for service provider cmcc. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1]operator-name cmcc lang-code en 
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policy-name 

Use policy-name to configure a Hotspot 2.0 policy name. 

Use undo policy-name to remove the configuration. 

Syntax 

policy-name policy-name 

undo policy-name 

Default 

A Hotspot 2.0 policy does not have a name. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

policy-name: Specifies a Hotspot 2.0 policy by its name, a case-insensitive string of 1 to 32 characters. 

Examples 

# Configure the name of Hotspot 2.0 policy 1 asmarket. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] policy-name market 

roam-oui 

Use roam-oui to configure an OUI for a roaming consortium. 

Use undo roam-oui to remove the configuration. 

Syntax 

roam-oui oui [ in-beacon ] 

undo roam-oui oui 

Default 

No OUI is configured for a roaming consortium. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

oui: Specifies an OUI that can uniquely identify a roaming consortium, a six-digit octet. 

in-beacon: Adds the OUI to Beacon frames. By default, there is no OUI in a Beacon frame. 
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Usage guidelines 

You can configure a maximum of 32 OUIs in a Hotspot 2.0 policy, and can add a maximum of three 

OUIs to Beacon frames. 

Examples 

# Configure the OUI as 004096 for a roaming consortium. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] roam-oui 004096 

wan-metrics 

Use wan-metrics to configure WAN parameters. 

Use undo wan-metrics to remove the configuration. 

Syntax 

wan-metrics { link-down| link-test| link-up } [ asymmetric downlink-speed downlink-speed 

uplink-speed uplink-speed| symmetric link-speed link-speed ] 

undo wan-metrics 

Default 

No WAN parameters are configured. 

Views 

Hotspot 2.0 policy view 

Default command level 

2: System level 

Parameters 

link-down: Configures the link status for the WAN as down. 

link-test: Configures the link status for the WAN as testing. 

link-up: Configures the link status for the WAN as up. 

asymmetric: Specifies the asymmetric link. 

downlink-speed downlink-speed: Specifies the downlink speed in the range of 1 to 4194304 Kbps. 

uplink-speed uplink-speed: Specifies the uplink speed in the range of 1 to 4194304 Kbps. 

symmetric: Specifies the symmetric link. 

link-speed link-speed: Specifies the symmetric link speed in the range of 1 to 4194304 Kbps. 

Examples 

# Configure the link status for the WAN as up. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 

[Sysname-wlan-hs-1] wan-matrics link-up 
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wlan hotspot-policy 

Usewlan hotspot-policy to create a Hotspot 2.0 policy and enter its view. 

Useundo wlan hotspot-policy to remove the configured Hotspot 2.0 policy. 

Syntax 

wlan hotspot-policy policy-number 

undo wlan hotspot-policy policy-number 

Views 

System view 

Default command level 

2: System level 

Parameters 

policy-number: Specifies a Hotspot 2.0 policy number in the range of 1 to 32. 

Examples 

# Create Hotspot 2.0 policy 1. 

<Sysname> system-view 

[Sysname] wlan hotspot-policy 1 
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Release 3507P33 

 1101HNew feature: Configuring a DES key for the parameter carried in the redirect URL 

 1102HModified feature: Maximum number of PSK users 

New feature: Configuring a DES key for the parameter carried 

in the redirect URL 

Configuring a DES key for the parameter carried in the redirect URL 

After you configure the portal redirect URL to carry the user-mac parameter and use DES to encrypt the 

user MAC address in the redirect URL, you can configure a DES key. 

To configure a DES key: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure the portal redirect 

URL to carry a parameter. 

portal url-param include { nas-id | 

nas-ip | user-mac [ des-encrypt ] | 

user-url } [ param-name 

param-name ] 

By default, the redirect URL does 

not carry a parameter. 

3. Configure a DES key for the 

parameter carried in the 

redirect URL. 

portal url-param des-key { simple 

| cipher } key 

Optional. 

By default, the DES key is 

12345678. 

 

Command reference 

portal url-param des-key 

Use portal url-param des-key to configure a DES key for the parameter carried in the portal redirect URL. 

Use undo portal url-param des-key to restore the default. 

Syntax 

portal url-param des-key { simple | cipher } key 

undo portal url-param des-key 

Default 

The DES key is 12345678. 

Views 

System view 

Default command level 

2: System level 
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Parameters 

simple: Sets a plaintext key. 

cipher: Sets a ciphertext key. 

key: Specifies the key string. This argument is case sensitive. If simple is specified, it must be a string of 

8 characters. If cipher is specified, it must be a ciphertext string of 1 to 41 characters. 

Examples 

# Configure the DES key as test1234 for the parameter carried in the redirect URL. 

<Sysname> system-view 

[Sysname] portal url-param des-key simple test1234 

Modified feature: Maximum number of PSK users 

Before modification: 

Function 
HP 850 Unified Wired-WLAN 
Appliance 

HP 870 unified wired-WLAN 
appliance access controller engine 

Maximum number of 

PSK users 
10240. 30720. 

 

After modification: 

Function 
HP 850 Unified Wired-WLAN 
Appliance 

HP 870 unified wired-WLAN 
appliance access controller engine 

Maximum number of 

PSK users 

 4096 in presharedKey mode. 

 10240 in 

macAddressAndPresharedKey mode. 

 4096 in presharedKey mode. 

 30720 in 

macAddressAndPresharedKey mode. 
 

A new log message was added to identify the 4096 PSK limit. The following is an example of that log 

message: 

%Feb 27 17:15:40:595 2015 HP850 PORTSEC/6/PORTSEC_PSK_AUTH: PSK authentication failed 

because the maximum user limit was reached. 

The following configuration example shows how to implement the “macAddressAndPresharedKey” mode 

which will allow a higher “maximum number of PSK users” (as shown in the above table): 

New ESSID definition 

interface WLAN-ESS20 

port link-type hybrid 

port hybrid vlan 1 untagged 

mac-vlan enable 

port-security port-mode mac-and-psk 

port-security tx-key-type 11key 

port-security preshared-key pass-phrase cipher $c$3$ptccNrP7TD9WFZnWK25LZEy0+Jz 

LApOy0NMz 

mac-authentication domain macauth 

 # 

wlan service-template 20 crypto 

ssid PSKover4096limit 

bind WLAN-ESS 20 
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cipher-suite ccmp 

security-ie rsn 

service-template enable 

# 

domain macauth 

authentication lan-access none 

authorization lan-access none 

accounting lan-access none 

access-limit disable 

state active 

idle-cut disable 

self-service-url disable 

# 

wlan ap ap1 model 560-WW id 472 

serial-id CN37G8M036 

radio 1 

  service-template 20 

  radio enable 

radio 2 

# 

Return 
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Release 2607P32 

 1103HNew feature: Centralized forwarding for client DHCP packets 

 1104HNew feature: Separate prefix assignment for each client 

 1105HModified feature: Configuring the 5 GHz channel exclusion list 

 1106HModified feature: Configuring Bonjour gateway 

 1107HModified feature: Configuring a channel for a radio 

New feature: Centralized forwarding for client DHCP packets 

Enabling centralized forwarding for client DHCP packets 

In portal authentication, an AC identifies portal clients by their IP addresses. However, when an AC and 

APs are connected at Layer 3 and local forwarding is enabled, the DHCP server might assign the same 

IP address to clients in different LANs. To resolve the problem, you can use this feature to enable the AC 

to forward DHCP packets from clients when data packets are forwarded by APs. 

To enable centralized forwarding for client DHCP packets: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure a WLAN 

service template. 

wlan service-template 

service-template-number { clear | 

crypto } 

You cannot change an existing 

service template to another type. 

3. Enable centralized 

forwarding for client 

DHCP packets. 

client dhcp-server centralized 

By default, the forwarding mode 

for client DHCP packets is the 

same as data packets. 

 

Command reference 

client dhcp-server centralized 

Use client dhcp-server centralized to enable centralized forwarding for client DHCP packets. 

Use undo client dhcp-server to restore the default. 

Syntax 

client dhcp-server centralized 

undo client dhcp-server 

Default 

The forwarding mode for client DHCP packets is the same as data packets. 

Views 

Service template view 
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Default command level 

2: System level 

Parameters 

centralized: Specifies centralized forwarding. In centralized forwarding mode, the AC forwards all 

DHCP packets from clients. 

Examples 

# Enable centralized forwarding for client DHCP packets. 

<Sysname> system-view 

[Sysname] wlan service-template 1 clear 

[Sysname-wlan-st-1] client dhcp-server centralized 

New feature: Separate prefix assignment for each client 

Assigning different prefixes to clients 

This feature assigns different prefixes to clients that use stateless IPv6 address autoconfiguration. 

To assign different prefixes to clients: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. interface interface-type interface-number N/A 

3. Assign different prefixes 

to clients. 

ipv6 nd ra seperate-delegation dhcp-pool 

prefix-pool-number 

By default, this feature is 

disabled. 

 

Command reference 

ipv6 nd ra seperate-delegation dhcp-pool 

Use ipv6 nd ra seperate-delegation dhcp-pool to assign different prefixes to clients that use stateless IPv6 

address autoconfiguration. 

Use undo ipv6 nd ra seperate-delegation dhcp-pool to restore the default. 

Syntax 

ipv6 nd ra seperate-delegation dhcp-pool prefix-pool-number 

undo ipv6 nd ra seperate-delegation dhcp-pool 

Default 

This feature is disabled. 

Views 

Interface view 
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Default command level 

2: System level 

Parameters 

prefix-pool-number: Specifies a DHCPv6 prefix pool. 

Usage guidelines 

This feature enables an AC to send an RA message that carries a prefix in the prefix pool to a client upon 

receiving an RS message from the client. 

Each prefix in the prefix pool can be assigned to only one client. If the AC has used all prefixes, it does 

not respond with any RA messages. 

Examples 

# Configure VLAN-interface 1 to assign different prefixes in DHCPv6 prefix pool 1 to clients. 

<Sysname> system-view 

[Sysname] interface vlan 1 

[Sysname-Vlan-interface1] ipv6 nd ra seperate-delegation dhcp-pool 1 

Modified feature: Configuring the 5 GHz channel exclusion list 

Feature change description 

After modification, you can add channel 144 to the 5 GHz channel exclusion list. 

Command changes 

Modified command: dot11a exclude-channel 

Syntax 

dot11a exclude-channel channel-list 

undo dot11a exclude-channel { channel-list | all } 

Views 

RRM view 

Change description 

After modification, you can specify the channel-list argument as 144. 

Modified feature: Configuring Bonjour gateway 

Feature change description 

None. 
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Command changes 

Modified command: wlan bonjour-gateway halt-multicast threshold 

Old syntax 

wlan bonjour-gateway halt-multicast threshold threshold-number 

undo wlan bonjour-gateway halt-multicast threshold 

New syntax 

wlan bonjour-gateway multicast threshold threshold-number 

undo wlan bonjour-gateway multicast threshold 

Views 

System view 

Change description 

The halt-multicast keyword was changed to multicast. 

Webpage changes 

The Packets Convert Threshold field on the Advanced > Bonjour Gateway page was changed to Unicast 

to Multicast Threshold. 

Old page 

Figure 2 Configuring Bonjour gateway 
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New page 

Figure 3 Configuring Bonjour gateway 

 
 

Modified feature: Configuring a channel for a radio 

Feature change description 

After modification, the channels 120 through 128 are available for an HP 525 AP only when its country 

code is set to JP. 

Command changes 

Modified command: channel 

Syntax 

channel { channel-number | auto } 

undo channel 

Views 

Radio view 

Change description 

After modification, the values 120 through 128 are available for the channel-number argument on an HP 

525 AP only when its country code is set to JP. 
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Release 2607P29 

 1108HModified feature: WLAN optimization configuration 

 1109HNew feature: TCP fragment attack protection  

 1110HModified feature: Client cache aging time 

 1111HModified feature: 802.1X authentication timers 

 1112HNew feature: Web configuration for IPsec 

 1113HNew feature: WeChat authentication 

 1114HModified feature: Importing certificates in P12 format 

 1115HNew feature: Configuring attack detection for WIPS 

Modified feature: WLAN optimization configuration 

Feature change description 

Added keywords to apply configuration to the specified radios or clients. 

Command changes 

Modified command: wlan option broadcast-buffer enable 

Old syntax 

wlan option broadcast-buffer enable 

undo wlan option broadcast-buffer enable 

New syntax 

wlan option broadcast-buffer enable [ 2g | 5g ] 

undo wlan option broadcast-buffer enable [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 
 

 NOTE: 

The configuration does not take effect on 5 GHz radios of 802.11ac APs. 
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Modified command: wlan option channel-reuse 

Old syntax 

wlan option channel-reuse reuse-level 

undo wlan option channel-reuse 

New syntax 

wlan option channel-reuse reuse-level [ 2g | 5g ] 

undo wlan option channel-reuse [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option channel-share 

Old syntax 

wlan option channel-share power-level 

undo wlan option channel-share 

New syntax 

wlan option channel-share power-level [ 2g | 5g ] 

undo wlan option channel-share [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option client-rate-limit 

Old syntax 

wlan option client-rate-limit { dot11b | dot11ag | dot11n } [ inbound | outbound ] cir kbps [ cbs byte ] 

undo wlan option client-rate-limit [ { dot11b | dot11ag | dot11n } [ inbound | outbound ] ] 

New syntax 

wlan option client-rate-limit { dot11b | dot11ag | dot11n | dot11a | dot11g | dot11an | dot11gn | 

dot11ac } [ inbound | outbound ] cir kbps [ cbs byte ] 

undo wlan option client-rate-limit [ { dot11b | dot11ag | dot11n | dot11a | dot11g | dot11an | dot11gn 

| dot11ac } [ inbound | outbound ] ] 
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Views 

System view 

Change description 

The following keywords were added: 

 dot11a: Limits the traffic transmitting and receiving rate of 802.11a clients. 

 dot11g: Limits the traffic transmitting and receiving rate of 802.11g clients. 

 dot11an: Limits the traffic transmitting and receiving rate of 802.11an clients. 

 dot11gn: Limits the traffic transmitting and receiving rate of 802.11gn clients. 

 dot11ac: Limits the traffic transmitting and receiving rate of 802.11ac clients. 

Modified command: wlan option client-reconnect-trigger 

Old syntax 

wlan option client-reconnect-trigger rssi signal-check 

undo wlan option client-reconnet-trigger 

New syntax 

wlan option client-reconnect-trigger rssi signal-check [ 2g | 5g ] 

undo wlan option client-reconnet-trigger [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option client-reject 

Old syntax 

wlan option client-reject rssi 

undo wlan option client-reject 

New syntax 

wlan option client-reject rssi [ 2g | 5g ] 

undo wlan option client-reject [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 
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Modified command: wlan option dot11n-restraint 

Old syntax 

wlan option dot11n-restraint packet-number max-packets packet-length max-length 

undo wlan option dot11n-restraint 

New syntax 

wlan option dot11n-restraint packet-number max-packets packet-length max-length [ 2g | 5g ] 

undo wlan option dot11n-restraint [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option max-interfer-threshold 

Old syntax 

wlan option max-interfer-threshold value 

undo wlan option max-interfer-threshold 

New syntax 

wlan option max-interfer-threshold value [ 2g | 5g ] 

undo wlan option max-interfer-threshold [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option probe-response-try 

Old syntax 

wlan option probe-response-try trynum 

undo wlan option probe-response-try 

New syntax 

wlan option probe-response-try trynum [ 2g | 5g ] 

undo wlan option probe-response-try [ 2g | 5g ] 
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Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option roam-navigation level 

Old syntax 

wlan option roam-navigation level level [ rssi client-level ] 

undo wlan option roam-navigation 

New syntax 

wlan option roam-navigation level level [ rssi client-level ] [ 2g | 5g ] 

undo wlan option roam-navigation [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option rx-broadcast-all enable 

Old syntax 

wlan option rx-broadcast-all enable 

undo wlan option rx-broadcast-all enable 

New syntax 

wlan option rx-broadcast-all enable [ 2g | 5g ] 

undo wlan option rx-broadcast-all enable [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 
 

 NOTE: 

The configuration does not take effect on 5 GHz radios of 802.11ac APs. 
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Modified command: wlan option signal-ignore 

Old syntax 

wlan option signal-ignore rssi 

undo wlan option signal-ignore 

New syntax 

wlan option signal-ignore rssi [ 2g | 5g ] 

undo wlan option signal-ignore [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 

Modified command: wlan option tpc enable 

Old syntax 

wlan option tpc enable 

undo wlan option tpc enable 

New syntax 

wlan option tpc enable [ 2g | 5g ] 

undo wlan option tpc enable [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 
 

 NOTE: 

The configuration does not take effect on 5 GHz radios of 802.11ac APs. 
 

Modified command: wlan option tpc 

Old syntax 

wlan option tpc [ rssithreshold rssithreshold | rssistep rssistep | powerstep powerstep | minpower 

minpower ] * enable 

undo wlan option tpc enable 



 

106 

New syntax 

wlan option tpc [ rssithreshold rssithreshold | rssistep rssistep | powerstep powerstep | minpower 

minpower ] * enable [ 2g | 5g ] 

undo wlan option tpc enable [ 2g | 5g ] 

Views 

System view 

Change description 

The following keywords were added: 

 2g: Applies the configuration to 2 GHz radios. 

 5g: Applies the configuration to 5 GHz radios. 
 

 NOTE: 

The configuration does not take effect on 5 GHz radios of 802.11ac APs. 
 

New feature: TCP fragment attack protection 

Enabling TCP fragment attack protection 

The TCP fragment attack protection feature enables the device to drop attack TCP fragments to prevent 

TCP fragment attacks that traditional packet filter cannot detect. As defined in RFC 1858, attack TCP 

fragments refer to the following TCP fragments: 

 First fragments in which the TCP header is smaller than 20 bytes. 

 Non-first fragments with a fragment offset of 8 bytes (FO=1). 

To enable TCP fragment attack protection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable TCP fragment attack 

protection. 

attack-defense tcp fragment 

enable 

By default, TCP fragment attack 

protection is enabled. 

 

Command reference 

attack-defense tcp fragment enable 

Use attack-defense tcp fragment enable to enable TCP fragment attack protection. 

Use undo attack-defense tcp fragment enable to disable TCP fragment attack protection. 

Syntax 

attack-defense tcp fragment enable 

undo attack-defense tcp fragment enable 

Default 

TCP fragment attack protection is enabled. 
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Views 

System view 

Default command level 

2: System level 

Usage guidelines 

This command enables the device to drop attack TCP fragments to prevent TCP fragment attacks. 

Examples 

# Disable TCP fragment attack protection. 

<Sysname> system-view 

[Sysname] undo attack-defense tcp fragment enable 

Modified feature: Client cache aging time 

Feature change description 

The maximum client cache aging time was changed from 600 seconds to 1800 seconds. 

Command changes 

Modified command: client cache aging-time 

Syntax 

client cache aging-time aging-time 

Views 

System view 

Change description 

Before modification: The value range for the aging-time argument is 0 to 600 seconds. 

After modification: The value range for the aging-time argument is 0 to 1800 seconds. 

Modified feature: 802.1X authentication timers 

Feature change description 

The minimum value for the 802.1X username request timeout timer was changed from 10 seconds to 1 

second. 
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Command changes 

Modified command: dot1x timer 

Syntax 

dot1x timer { handshake-period handshake-period-value | quiet-period quiet-period-value | 

reauth-period reauth-period-value | server-timeout server-timeout-value | supp-timeout 

supp-timeout-value | tx-period tx-period-value } 

Views 

System view 

Change description 

Before modification: The value range for the tx-period-value argument is 10 to 120 seconds. 

After modification: The value range for the tx-period-value argument is 1 to 120 seconds. 

New feature: Web configuration for IPsec 

For information about this feature, see "Configuring IPsec" in HP 870 Unified Wired-WLAN Appliance 

Switching Engine Web-Based Configuration Guide. 

New feature: WeChat authentication 

Configuring WeChat authentication 

The WeChat authentication feature allows the servers behind the BSLB, such as WeChat and App Store 

servers, to be accessed by portal users before authentication. After the users follow WeChat official 

accounts or download Apps, they can initiate portal authentication to access the Internet. 

To configure WeChat authentication: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify the domain name that 

is to be free of portal 

authentication. 

portal user-url user-url-string free 

By default, no domain name is 

configured to be free of portal 

authentication. 

3. Configure specific mobile 

devices to be in silent mode 

before portal authentication. 

portal silent { android | ios 

user-agent user-agent [ reply-file 

file-name ] } 

By default, no mobile device is 

configured to be in silent mode. 

 

Command reference 

portal user-url free 

Use portal user-url to specify the domain name that is to be free of portal authentication. 

Use undo portal user-url to delete the domain name that is free of portal authentication. 
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Syntax 

portal user-url user-url-string free 

undo portal user-url [ user-url-string ] 

Default 

No domain name is configured to be free of portal authentication. 

Views 

System view 

Default command level 

2: System level 

Parameters 

user-url-string: Specifies a complete URL or a keyword of a domain name, a string of 1 to 127 characters. 

free: Disables portal authentication for user access to the server addresses that match the specified 

domain name. 

Usage guidelines 

When you use the wildcard (*) to specify a domain name, apply the following formats: 

 *abc.com.cn—Represents all domain names that end with the string abc.com.cn. 

 abc*—Represents all domain names that begin with the string abc. 

 *abc*—Represents all domain names that contain the string abc. 

Examples 

# Configure domain names containing Weixin to be free of portal authentication. 

<Sysname> system-view 

[Sysname] portal user-url weixin free 

portal silent 

Use portal silent to configure specific mobile devices to be in silent mode before portal authentication. 

Use undo portal silent to restore the default. 

Syntax 

portal silent { android | ios user-agent user-agent [ reply-file file-name ] } 

undo portal silent [ android | ios user-agent [ user-agent ] ] 

Default 

No mobile device is configured to be in silent mode. 

Views 

System view 

Default command level 

2: System level 

Parameters 

android: Specifies the Android devices. 
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ios: Specifies the iOS devices. 

user-agent user-agent: Specifies an HTTP user agent for unauthenticated portal users using iOS mobile 

devices. 

reply-file file-name: Specifies an HTML file as the response to HTTP requests from iOS devices. If no HTML 

file is specified, the device responses with the built-in HTTP file defined by iOS 7.1. The administrator can 

customize and upload the HTTP file to the root directory of the device. 

Usage guidelines 

Setting specific mobile devices in silent mode disables redirection to the portal authentication page 

unless the user initiates the authentication. 

 Before portal authentication, if an Android user sends General 204 HTTP packets, the device 

responds with 204 No Content HTTP packets and the Android user will not trigger portal 

authentication. 

 Before portal authentication, if an iOS user sends HTTP request packets that match the user-agent 

(specified by user-agent), the device responds with specific data (specified by reply-file) and the iOS 

users will not trigger portal authentication. If the HTTP requests do not match the specified 

user-agent, the iOS user is redirected to the portal authentication page. 

Examples 

# Configure iOS clients to be in silent mode, and use the file response.html to respond HTTP requests in 

which the User-Agent field contains CaptiveNetworkSupport. 

<Sysname> system-view 

[Sysname] portal silent ios user-agent CaptiveNetworkSupport reply-file response.html 

Modified feature: Importing certificates in P12 format 

Feature change description 

The types of certificates that can be imported in P12 format were changed. Only the local certificate can 

be imported in P12 format. 

Command changes 

Modified command: pki import-certificate 

Old syntax 

pki import-certificate { ca | local | peer-entity entity-name } domain domain-name { der | p12 | pem } 

[ filename filename ] 

New syntax 

pki import-certificate { ca | peer-entity entity-name } domain domain-name { der | pem } [ filename 

filename ] 

pki import-certificate local domain domain-name { der | p12 | pem } [ filename filename ] 

Views 

System view 
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Change description 

Before modification, the CA certificate, local certificate, and peer certificate can all be imported in P12 

format. 

After modification, only the local certificate can be imported in P12 format. 

New feature: Configuring attack detection for WIPS 

WIPS can detect the following attacks: 

 Honeypot APs. 

 Spoofed deauthentication frames. 

 Man In the Middle (MITM) attacks. 

 Clients with the 40 MHz bandwidth mode disabled. 

 Wireless bridges. 

WIPS can detect MITM attacks when both honeypot AP detection and spoofed deauthentication frame 

detection are enabled. 

Configuring attack detection for WIPS 

Configuring an attack detection policy 

You can apply different attack detection policies to different virtual security domains. 

To configure an attack detection policy: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Enable honeypot AP detection. 

detect honeypot-ap [ quiet-time 

time-value | similarity 

similarity-value ]* 

Optional. 

By default, honeypot AP 

detection is disabled. 

4. Enable spoofed deauthentication 

frame detection. 
detect deauth-spoofing 

Optional. 

By default, spoofed 

deauthentication frame 

detection is disabled. 

5. Enable detection on clients with 

the 40 MHz bandwidth mode 

disabled. 

detect ht-40mhz-intolerance 

[ quiet-time time-value ] 

Optional. 

By default, detection on clients 

with the 40 MHz bandwidth 

mode disabled is disabled. 

6. Enable wireless bridge detection. 
detect wireless-bridge 

[ quiet-time time-value ] 

Optional. 

By default, wireless bridge 

detection is disabled. 

 



 

112 

Configuring the aging time for WLAN mesh links 

If a WLAN mesh link does not transmit any traffic within the aging time, WIPS deletes the mesh link. 

To configure the aging time for WLAN mesh links: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Configure the aging time 

for WLAN mesh links. 
timer mesh-link-aging time-value 

By default, the aging time for 

WLAN mesh links is 600 

seconds. 

 

Displaying and maintaining WIPS 

Execute display commands in any view. 
 

Task Command 

Display information about 

wireless devices in the 

specified or all virtual 

security domains. 

display wlan ips [ vsd vsd-name ] devices [ ap [ adhoc | authorized | external | 

misconfigured | potential-authorized | potential-external | potential-rogue | 

rogue | uncategorized | mesh-ap ] | client [ authorized | misassociation | 

unauthorized | uncategorized | unassociated ] | mac-address mac-addr ] 

[ verbose ] [ | { begin | exclude | include } regular-expression ] 

Display information about 

wireless services detected 

in the specified or all virtual 

security domains. 

display wlan ips [ vsd vsd-name ] network bss [ verbose ] [ name network-name 

| hotspot ] [ | { begin | exclude | include } regular-expression ] 

display wlan ips [ vsd vsd-name ] network [ mesh ] [ verbose ] [ name 

network-name ] [ | { begin | exclude | include } regular-expression ] ] 

Display authorized SSID 

list information. 
display wlan ips authssidlist [ | { begin | exclude | include } regular-expression ] 

 

Command reference 

detect deauth-spoofing 

Use detect deauth-spoofing to enable spoofed deauthentication frame detection specified in the current 

attack detection policy. 

Use undo detect deauth-spoofing to disable spoofed deauthentication frame detection specified in the 

current attack detection policy. 

Syntax 

detect deauth-spoofing 

undo detect deauth-spoofing 

Default 

Spoofed deauthentication frame detection is disabled. 
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Views 

Attack detection policy view 

Default command level 

2: System level 

Examples 

# Enable spoofed deauthentication frame detection specified in the attack detection policy named office. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-1] detect deauth-spoofing 

detect honeypot-ap 

Use detect honeypot-ap to enable honeypot AP detection specified in the current attack detection policy. 

Use undo detect honeypot-ap to disable honeypot AP detection specified in the current attack detection 

policy. 

Syntax 

detect honeypot-ap [ quiet-time time-value | similarity similarity-value ]* 

undo detect honeypot-ap 

Default 

Honeypot AP detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Parameters 

quiet-time time-value: Specifies the quiet time after an alarm is generated for detecting a honeypot AP, 

in the range of 5 to 604800 seconds. The default is 600 seconds. 

similarity similarity-value: Specifies the threshold for the similarity between the SSID of an AP and the 

SSID of a legitimate AP. The AP is detected as a honeypot AP if the similarity reaches the specified 

threshold. The value range for the similarity-value argument is 70% to 100%, and the default value is 

90%. 

Examples 

# Enable honeypot AP detection specified in the attack detection policy named office, and set the 

similarity threshold and quite time to 80% and 900 seconds, respectively. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-1] detect honeypot-ap similarity 80 quiet-time 900 
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detect ht-40mhz-intolerance 

Use detect ht-40mhz-intolerance to enable detection on clients with the 40 MHz bandwidth mode 

disabled specified in the current attack detection policy. 

Use undo detect ht-40mhz-intolerance to disable detection on clients with the 40 MHz bandwidth mode 

disabled specified in the current attack detection policy. 

Syntax 

detect ht-40mhz-intolerance [ quiet-time time-value ] 

undo detect ht-40mhz-intolerance 

Default 

Detection on clients with the 40 MHz bandwidth mode disabled is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Parameters 

quiet-time time-value: Specifies the quiet time after an alarm is generated for detecting a client with the 

40 MHz bandwidth mode disabled, in the range of 5 to 604800 seconds. The default is 600 seconds. 

Examples 

# Enable detection on clients with the 40 MHz bandwidth mode disabled specified in the attack 

detection policy named office, and set the quite time to 900 seconds. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-1] detect ht-40mhz-intolerance quiet-time 900 

detect wireless-bridge 

Use detect wireless-bridge to enable wireless bridge detection specified in the current attack detection 

policy. 

Use undo detect wireless-bridge to disable wireless bridge detection specified in the current attack 

detection policy. 

Syntax 

detect wireless-bridge [ quiet-time time-value ] 

undo detect wireless-bridge 

Default 

Wireless bridge detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 
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Parameters 

quiet-time time-value: Specifies the quiet time after an alarm is generated for detecting a wireless bridge, 

in the range of 5 to 604800 seconds. The default is 600 seconds. 

Examples 

# Enable wireless bridge detection specified in the attack detection policy named office. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-office] detect wireless-bridge quite-time 480 

display wlan ips authssidlist 

Use display wlan ips authssidlist to display information about the specified or all entries in the WIPS 

authorized SSID list. 

Syntax 

display wlan ips authssidlist [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

2: System level 

Parameters 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, which is a case-sensitive string of 1 to 256 characters. 

Examples 

# Display information about all entries in the authorized SSID list. 

<Sysname> display wlan ips authssidlist                                          

Total Number of Entries:      5                                                  

                                     AuthSSID List                               

-------------------------------------------------------------------------------- 

SSID                                                        Added-Time   

-------------------------------------------------------------------------------- 

Y6066                                                       2014-06-07/15:42:31 

c4                                                          2014-06-07/15:42:31  

full                                                        2014-06-07/15:42:31   

full2                                                       2014-06-07/15:42:31  

z05066t                                                     2014-06-07/15:42:31 

-------------------------------------------------------------------------------- 
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display wlan ips devices 

Use display wlan ips devices to display information about wireless devices detected in the specified or all 

virtual security domains. 

Syntax 

display wlan ips [ vsd vsd-name ] devices [ ap [ adhoc | authorized | external | misconfigured | 

potential-authorized | potential-external | potential-rogue | rogue | uncategorized | mesh-ap ] | 

client [ authorized | misassociation | unauthorized | uncategorized | unassociated ] | mac-address 

mac-addr ] [ verbose ] [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

2: System level 

Parameters 

vsd vsd-name: Specifies a virtual security domain by its name, a case-insensitive string of 1 to 32 

characters that can contain letters, numbers, and underlines. 

ap: Displays AP information. 

adhoc: Displays Ad hoc AP information. 

authorized: Displays authorized AP information. 

external: Displays external AP information. 

misconfigured: Displays misconfigured AP information. 

potential-authorized: Displays potential-authorized AP information. 

potential-external: Displays potential-external AP information. 

potential-rogue: Displays potential-rogue AP information. 

rogue: Displays rogue AP information. 

uncategorized: Displays uncategorized AP information. 

mesh-ap: Displays MP information. 

client: Displays client information. 

authorized: Displays authorized client information. 

misassociation: Displays misassociated client information. 

unauthorized: Displays unauthorized client information. 

uncategorized: Displays uncategorized client information. 

unassociated: Displays unassociated client information. 

mac-address mac-addr: Displays information about the wireless device with the specified MAC address. 

verbose: Displays device detailed information. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 
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exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, which is a case-sensitive string of 1 to 256 characters. 

Examples 

# Display information about all wireless devices in all virtual security domains. 

<Sysname> display wlan ips devices  

SL = severity level, #S = number of reporting sensors, S = status 

VSD = virtual security domain, I = inactive, A = active 

Cli = client, Chl = channel 

                           Detected Wireless Devices 

-------------------------------------------------------------------------------- 

MAC-Address     Type Classification        SL  Last-Time            #S  Chl S 

-------------------------------------------------------------------------------- 

VSD default: 0 

VSD vsd_office: 6 

 000f-e2a2-2420 AP   Misconfigured         0   2014-06-22/15:52:26  1   149 A 

 000f-e233-5500 AP   Misconfigured         0   2014-06-22/15:52:19  1   153 A 

 044f-aa03-9fec AP   Potential-External    0   2014-06-22/15:52:19  1   157 A 

 0021-632f-f77d Cli  Uncategorized         -   2014-06-22/15:52:29  1   149 A 

 0024-012d-ecec Cli  Unassociated          -   2014-07-18/14:29:55  1    -  - 

d4c9-efe4-d3e1 AP   Mesh                  0   2014-07-22/11:38:14  1    161 A 

-------------------------------------------------------------------------------- 

Table 13 Command output 

Field Description 

MAC-Address MAC address of the wireless device. 

Type 

Type of the wireless device. 

 AP. 

 Cli—Client. 

Classification Category of the wireless device. 

SL Severity level of the wireless device. 

Last-Time Time when WIPS last detected the AP or client. 

#S Number of sensors that detected the wireless device. 

Chl Channel where the wireless device was detected. 

S 

AP or client status. 

 Active—Enabled. 

 Inactive—Disabled. 
 

# Display detailed information about all wireless devices in all virtual security domains. 

<Sysname> display wlan ips devices verbose 

                            Detected Wireless Devices                            

-------------------------------------------------------------------------------- 

VSD: default                                                                     

 Total Number of APs: 0                                                          

 Total Number of Clients: 0                                                      
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-------------------------------------------------------------------------------- 

VSD: vsd_office                                                                  

 Total Number of APs: 4                                                          

-------------------------------------------------------------------------------- 

BSSID : 000f-e2a2-2420                                                           

Vendor: Hewlett-Packard Development Company, L.P.                                      

 SSID                      : office                                              

 Status                    : Active                                              

 Classification            : Misconfigured                                       

 Severity Level            : 0                                                   

 Security                  : WPA2/WPA                                            

 Encrypt Method            : TKIP/CCMP                                           

 Authentication Method     : PSK                                                 

 Radio Type                : 802.11an                                            

 Channel                   : 149                                                 

 In Countermeasure List    : No                                                  

 Up Time                   : 2014-06-22/15:43:16                                 

 First Reported Time       : 2014-06-22/15:40:56                                 

 Last Reported Time        : 2014-06-22/15:53:26                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 72                                                  

      Last Reported Time   : 2014-06-22/15:53:26                                 

 Attached Clients          : 1                                                   

  Client 1                 : 0021-632f-f77d                                      

Detected Attacks           : invalid-oui, 

-------------------------------------------------------------------------------- 

BSSID : 000f-e233-5500                                                           

Vendor: Hewlett-Packard Development Company, L.P.                                      

 SSID                      : bignetwork-a                                        

 Status                    : Active                                              

 Classification            : Misconfigured                                       

 Severity Level            : 0                                                   

 Security                  : Clear                                               

 Encrypt Method            : -NA-                                                

 Authentication Method     : None                                                

 Radio Type                : 802.11an                                            

 Channel                   : 153                                                 

 In Countermeasure List    : No                                                  

 Up Time                   : 2014-05-09/14:46:57                                 

 First Reported Time       : 2014-06-22/15:38:26                                 

 Last Reported Time        : 2014-06-22/15:53:21                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 25                                                  

      Last Reported Time   : 2014-06-22/15:53:21                                 
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 Attached Clients          : 0                                                   

Detected Attacks           : -NA-                                                

-------------------------------------------------------------------------------- 

BSSID : 044f-aa03-9fec                                                           

Vendor: Ruckus Wireless                                                          

 SSID                      : Ruckus-Wireless-1                                   

 Status                    : Active                                              

 Classification            : Potential-External                                  

 Severity Level            : 0                                                   

 Security                  : Clear                                               

 Encrypt Method            : -NA-                                                

 Authentication Method     : None                                                

 Radio Type                : 802.11an                                            

 Channel                   : 157                                                 

 In Countermeasure List    : No                                                  

 Up Time                   : 2014-06-13/20:10:13                                 

 First Reported Time       : 2014-06-22/15:38:27                                 

 Last Reported Time        : 2014-06-22/15:53:22                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 5                                                   

      Last Reported Time   : 2014-06-22/15:53:42                                 

 Attached Clients          : 0                                                   

Detected Attacks          : -NA-                                                 

-------------------------------------------------------------------------------- 

BSSID : d4c9-efe4-d3e1                                                           

Vendor: Hewlett Packard                                                          

 MeshID                    : wsj                                                 

 Status                    : Active                                              

 Classification            : Mesh                                             

 Severity Level            : 0                                                   

 Security                  : WPA2                                                

 Encrypt Method            : CCMP                                                

 Authentication Method     : Other                                               

 Radio Type                : 802.11ac                                            

 Channel                   : 161                                                 

 In Countermeasure List    : No                                                  

 Up Time                   : 2014-06-22/11:37:29                                 

 First Reported Time       : 2014-06-22/11:37:46                                 

 Last Reported Time        : 2014-06-22/11:38:42                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : sensor2                                             

      RadioId              : 1                                                   

      RSSI                 : 70                                                  

      Last Reported Time   : 2014-06-22/11:38:42                                 

 Attached MeshAPs          : 1                                                   

  MeshAP 1                 : 000f-e2c0-4440                                       
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 Detected Attacks          : wireless-bridge,                                    

-------------------------------------------------------------------------------- 

 Total Number of Clients: 2                                                      

-------------------------------------------------------------------------------- 

MAC Address: 0021-632f-f77d                                                      

Vendor: ASKEY COMPUTER CORP                                                      

 BSSID                     : 000f-e2a2-2420                                      

 Status                    : Active                                              

 State                     : EAPSuccess                                          

 Classification            : Uncategorized                                       

 RadioType                 : 802.11an                                            

 Channel                   : 149                                                 

 In Countermeasure List    : No                                                  

 First Reported Time       : 2014-06-22/15:46:31                                 

 Last Reported Time        : 2014-06-22/15:53:33                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 66                                                  

      Last Reported Time   : 2014-06-22/15:53:33                                 

Detected Attacks           : -NA-                                                 

-------------------------------------------------------------------------------- 

MAC Address: 0015-af75-3f0f                                                      

Vendor: AzureWave Technologies, Inc.                                             

 BSSID                     : -NA-     

Status                    : -NA-                                              

 State                     : Unassociation                                         

 Classification            : Unassociated                                       

 RadioType                 : 802.11n                                            

 Channel                   : -NA-                                                 

 In Countermeasure List    : No                                                   

 First Reported Time       : 2014-09-18/14:35:14                                 

 Last Reported Time        : 2014-09-18/14:36:10                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap0                                                 

      RadioId              : 2                                                   

      RSSI                 : 18                                                  

      Last Reported Time   : 2014-09-18/14:36:10                                 

Detected Attacks          : -NA-                                                

-------------------------------------------------------------------------------- 

Table 14 Command output 

Field Description 

VSD Name of the virtual security domain. 

Total Number of APs Number of APs detected in the virtual security domain. 

Total Number of Clients Number of clients detected in the virtual security domain. 

BSSID Basic SSID. 
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Field Description 

Vendor 
Information about the device vendor. If the OUI is not in the OUI 

library of WIPS, this field displays -NA-. 

SSID SSID with which the client is associated. 

MeshID Mesh ID of the WLAN mesh network. 

Status 

AP or client status. 

 Active—Enabled. 

 Inactive—Disabled. 

State 

Client association state. 

 Association—The client has been associated with the AP. 

 Unassociation—The client is not associated with the AP. 

 EAPSuccess—The client has passed PSK or 802.1X 

authentication. 

 EAPLogoff—The client has been logged off. 

Classification 

Category of the AP or client. 

 AP. 

 Ad_hoc. 

 Authorized. 

 Rogue. 

 Misconfigured. 

 External. 

 Potential-authorized. 

 Potential-rogue. 

 Potential-external. 

 Uncategorized. 

 Wireless-bridge. 

 Client. 

 Authorized. 

 Unauthorized. 

 Misassociated. 

 Uncategorized. 

 Unassociated. 

Severity Level Severity level of the wireless device. 

Security 

Security type used by the wireless device. 

 Clear. 

 WEP. 

 WPA. 

 WPA2. 

Encrypt Method 

Data encryption mode. 

 TKIP. 

 CCMP. 

 WEP. 

 -NA-. 
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Field Description 

Authentication Method 

Authentication method for the AP. 

 None—No authentication. 

 PSK—PSK authentication. 

 802.1X—802.1X authentication. 

 Other—Authentication other than None, PSK, and 802.1X. 

RadioType Radio type of the wireless device. 

Channel Working channel of the wireless device. 

In Countermeasure List 

Whether the AP or client is in the countermeasures list. 

 Yes. 

 No. 

Up Time Bootup time of the AP. 

First Reported Time Time when WIPS first detected the AP or client. 

Last Reported Time Time when WIPS last detected the AP or client. 

Reporting Sensor Number of sensors that detected the wireless device. 

Sensor n 
Name of the sensor that detected the wireless device, where n 

represents a number automatically assigned by the system. 

RadioId Radio ID detected by the sensor. 

RSSI RSSI of the device. 

Attached Clients Number of clients associated with the AP. 

Attached MeshAPs Number of MPs that connect to the MP. 

Client n 
MAC address of the client associated with the AP, where n 

represents a number automatically assigned by the system. 

MeshAP n 
MAC address of the MP that connects to the MP, where n 

represents a number automatically assigned by the system. 

MAC Address MAC address of the client. 

Detected Attacks Attacks detected on the device. 

 

display wlan ips network 

Use display wlan ips network to display information about wireless services in the specified or all virtual 

security domains. 

Syntax 

display wlan ips [ vsd vsd-name ] network bss [ verbose ] [ name network-name | hotspot ] [ | { begin 

| exclude | include } regular-expression ] 

display wlan ips [ vsd vsd-name ] network [ mesh ] [ verbose ] [ name network-name ] [ | { begin | 

exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

2: System level 
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Parameters 

vsd vsd-name: Specifies a virtual security domain by its name, a case-insensitive string of 1 to 32 

characters that can contain letters, numbers, and underlines. 

network: Displays information about the detected wireless service. 

bss: Displays information about a WLAN ESS or IBSS network. 

mesh: Displays information about a WLAN mesh network. 

verbose: Displays detailed information about a wireless service.  

name network-name: Specifies a WLAN ESS, IBSS, or mesh network by its name, a case-sensitive string 

of 1 to 32 characters that can contain spaces. 

hotspot: Displays information about a hotspot in the hotspot list. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, which is a case-sensitive string of 1 to 256 characters. 

Examples 

# Display information about the wireless services in all virtual security domains. 

<Sysname> display wlan ips network 

#AP = number of APs, VSD = virtual security domain 

                           Detected Wireless Networks 

-------------------------------------------------------------------------------- 

  SSID                            Security       Auth-Method Encrypt-Method #AP 

-------------------------------------------------------------------------------- 

VSD default: 0 

VSD vsd_office: 3 

 office                           WPA2/WPA       PSK         TKIP/CCMP      1 

 Ruckus-Wireless-1                Clear          None        -NA-           1 

 bignetwork-a                     Clear          None        -NA-           1 

-------------------------------------------------------------------------------- 

  MeshID                          Security       Auth-Method Encrypt-Method #AP  

-------------------------------------------------------------------------------- 

VSD default: 0                                                                   

VSD vsd_office: 2                                                                

                                  Clear          None        -NA-           1    

 wsj                              WPA2           Other       CCMP           1    

-------------------------------------------------------------------------------- 

# Display information about all hotspots in the hotspot list in virtual security domain default. 

[Sysname] display wlan ips vsd default network bss hotspot                       

#AP = number of APs, VSD = virtual security domain                               

                           Detected Wireless Networks                            

-------------------------------------------------------------------------------- 

  SSID                            Security       Auth-Method Encrypt-Method #AP  
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-------------------------------------------------------------------------------- 

VSD default: 16                                                                  

 lkf3994                          Clear          None        -NA-           1    

 n1006                            WPA2           PSK         CCMP           1    

 AndroidAP                        WPA2           PSK         CCMP           1    

 lwq                              Clear          None        -NA-           1    

-------------------------------------------------------------------------------- 

Table 15 Command output 

Field Description 

SSID SSID of the wireless service. 

MeshID Mesh ID of the WLAN mesh service. 

Security 

Security type used by the wireless device. 

 Clear. 

 WEP. 

 WPA. 

 WPA2. 

Auth-Method 

Authentication method. 

 None—No authentication. 

 PSK—PSK authentication. 

 802.1X—802.1X authentication. 

 Other—Authentication other than None, PSK, 

and 802.1X. 

Encrypt-Method 

Data encryption mode. 

 TKIP. 

 CCMP. 

 WEP. 

#AP Number of APs that use the SSID. 

 

# Display detailed information about the wireless services in all virtual security domains. 

[Sysname] display wlan ips network verbose 

VSD: default                                                                     

 Total number of bss-networks: 0                                                     

-------------------------------------------------------------------------------- 

VSD: vsd_office                                                                  

 Total number of bss-networks: 3                                                     

-------------------------------------------------------------------------------- 

SSID: office                                                                     

 Hotspot                    : No                                             

 Status                     : Active                                             

 Security                   : WPA2/WPA                                           

 Authentication Method      : PSK                                                

 Encrypt Method             : TKIP/CCMP                                          

 First Reported Time        : 2014-06-22/15:43:18                                

 Last Reported Time         : 2014-06-22/15:43:38                                

 APs                        : 1                                                  

  BSSID  1    : 000f-e2a2-2420  Channel: 149  Clients: 0    SSID Hide: No        
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-------------------------------------------------------------------------------- 

SSID: Ruckus-Wireless-1                                                          

 Hotspot                    : No                                             

 Status                     : Active                                             

 Security                   : Clear                                              

 Authentication Method      : None                                               

 Encrypt Method             : -NA-                                               

 First Reported Time        : 2014-06-22/15:38:27                                

 Last Reported Time         : 2014-06-22/15:43:44                                

 APs                        : 1                                                  

  BSSID  1    : 044f-aa03-9fec  Channel: 157  Clients: 0    SSID Hide: No        

-------------------------------------------------------------------------------- 

SSID: bignetwork-a                                                               

 Hotspot                    : Yes                                             

 Status                     : Active                                             

 Security                   : Clear                                              

 Authentication Method      : None                                               

 Encrypt Method             : -NA-                                               

 First Reported Time        : 2014-06-22/15:38:26                                

 Last Reported Time         : 2014-06-22/15:43:31                                

 APs                        : 1                                                  

  BSSID  1    : 000f-e233-5500  Channel: 153  Clients: 0    SSID Hide: No        

-------------------------------------------------------------------------------- 

VSD: default                                                                     

 Total number of mesh-networks: 0                                                

-------------------------------------------------------------------------------- 

VSD: vsd_office                                                                  

 Total number of mesh-networks: 2                                                

-------------------------------------------------------------------------------- 

 MeshID:                                                                         

 Status                     : Active                                             

 Security                   : Clear                                              

 Authentication Method      : None                                               

 Encrypt Method             : -NA-                                               

 First Reported Time        : 2014-06-22/11:38:14                                

 Last Reported Time         : 2014-06-22/11:38:14                                

 APs                        : 1                                                  

  BSSID  1    : 000f-e2c0-4440    Channel: 161   Attached MeshAPs: 1             

-------------------------------------------------------------------------------- 

 MeshID: wsj                                                                     

 Status                     : Active                                             

 Security                   : WPA2                                               

 Authentication Method      : Other                                              

 Encrypt Method             : CCMP                                               

 First Reported Time        : 2014-06-22/11:37:46                                

 Last Reported Time         : 2014-06-22/11:37:46                                

 APs                        : 1                                                  

  BSSID  1    : d4c9-efe4-d3e1    Channel: 161   Attached MeshAPs: 1             
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-------------------------------------------------------------------------------- 

Table 16 Command output 

Field Description 

VSD Name of the virtual security domain. 

Total number of networks 
Total number of wireless services detected in the 

virtual security domain. 

SSID SSID of the wireless service. 

MeshID Mesh ID of the WLAN mesh service. 

Hotspot Whether the SSID is a hotspot. 

Status 

SSID status. 

 Active—Enabled. 

 Inactive—Disabled. 

Security 

Security type used by the wireless device. 

 Clear. 

 WEP. 

 WPA. 

 WPA2. 

Authentication Method 

Authentication method. 

 None—No authentication. 

 PSK—PSK authentication. 

 802.1X—802.1X authentication. 

 Other—Authentication other than None, PSK, 

and 802.1X. 

Encrypt Method 

Data encryption mode. 

 TKIP. 

 CCMP. 

 WEP. 

First Reported Time Time when WIPS first detected the SSID. 

Last Reported Time Time when WIPS last detected the SSID. 

APs Number of APs that use the SSID. 

BSSID n 
BSSID, where n represents a number automatically 

assigned by the system. 

Channel Channel used by the BSSID. 

Clients Number of clients associated with the BSSID. 

Attached MeshAPs Number of MPs in the mesh network. 

SSID Hide 

Whether the SSID is hidden. 

 Yes. 

 No. 
 

timer mesh-link-aging 

Use timer mesh-link-aging to configure the aging time for WLAN mesh links. 
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Use undo timer mesh-link-aging to restore the default. 

Syntax 

timer mesh-link-aging time-value 

undo timer mesh-link-aging 

Default 

The aging time for WLAN mesh links is 600 seconds. 

Views 

WIPS view 

Default command level 

2: System level 

Parameters 

mesh-link-aging time-value: Specifies the aging time for WLAN mesh links, in the range of 60 to 86400 

seconds. 

Examples 

# Set the aging time for WLAN mesh links to 3600 seconds. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] timer mesh-link-aging 3600 
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Release 2607P26 

This release has the following changes: 

 1116HNew feature: MAC authentication accounting delay 

 1117HNew feature: Uploading DHCP Option 55 to accounting servers through RADIUS packets for 

802.1X or MAC authentication users 

 1118HNew feature: Maximum attempts and interval for transmitting a MAC binding query to MAC 

binding server 

 1119HModified feature: Associating an SSID and AP with a portal server and an authentication domain 

 1120HModified feature: Configuring redirection URL parameters 

 1121HModified feature: Specifying the SHA2 authentication algorithm for an IKE proposal 

 1122HDeleted feature: TLS support for DHE in FIPS mode 

 1123HModified feature: SSH support for signature algorithm SHA2 

 1124HModified feature: Maximum MAC authentication wait time for MAC-after-portal feature 

New feature: MAC authentication accounting delay 

Configuring MAC authentication accounting delay 

By default, the MAC authentication accounting delay feature is disabled. The device sends an 

accounting request to the server for a user immediately after the user passes authentication, regardless 

of whether it has obtained the user's IP address. 

The accounting delay feature enables the device to wait a period of time for obtaining the IP address of 

the user before it sends an accounting request. 

 If the device obtains the IP address of the user before the delay expires, it sends an accounting 

request with the user's IP address to the server. The server records the user's IP address for 

accounting management. 

 If the device fails to obtain the IP address of the user when the delay expires, it takes one of the 

following actions depending on the accounting delay configuration: 

 Sends an accounting request without the user's IP address to the server. 

 Logs off the user. 

You must enable the accounting delay feature if the following conditions exist: 

 MAC authentication users obtain IP addresses through DHCP. 

 The accounting server must record users' IP addresses. 

To configure the accounting delay feature: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Layer 2 Ethernet 

interface view or WLAN-ESS 

interface view. 

interface interface-type 

interface-number 
N/A 
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Step Command Remarks 

3. Configure the accounting 

delay feature. 

mac-authentication 

accounting-delay [ logoff | time 

time ] * 

By default, accounting delay is 

disabled for MAC authentication. 

 

Command reference 

New command: mac-authentication accounting-delay 

Use mac-authentication accounting-delay to enable the MAC authentication accounting delay feature. 

Use undo mac-authentication accounting-delay to restore the default. 

Syntax 

mac-authentication accounting-delay [ logoff | time time ] * 

undo mac-authentication accounting-delay 

Default 

The MAC authentication accounting delay feature is disabled. The device sends an accounting request 

to the server for a user immediately after the user passes authentication, regardless of whether it has 

obtained the user's IP address. 

Views 

Interface view 

Default command level 

2: System level 

Parameters 

logoff: Logs off a MAC authentication user if the device fails to obtain the user's IP address within the 

delay time. If you do not specify this keyword, the device sends an accounting request for the user when 

the delay timer expires. 

time time: Specifies the delay time in seconds. The value range for the time argument is 1 to 600, and 

the default value is 10. 

Usage guidelines 

You must enable the accounting delay feature if the following conditions exist: 

 MAC authentication users obtain IP addresses through DHCP. 

 The accounting server must record users' IP addresses. 

Increase the delay time if it takes some time for the users to obtain IP addresses in a poor network. 

Examples 

# On interface WLAN-ESS 1, configure a 15-second accounting delay for MAC authentication users and 

enable the device to log off the users when the delay expires. 

<Sysname> system-view 

[Sysname] interface wlan-ess 1 

[Sysname-WLAN-ESS1] mac-authentication accounting-delay logoff time 15 
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New feature: Uploading DHCP Option 55 to accounting servers 

through RADIUS packets for 802.1X or MAC authentication 

users 

This feature uploads DHCP Option 55 to the accounting servers through RADIUS packets for the 802.1X 

or MAC authentication users. 

New feature: Maximum attempts and interval for transmitting 

a MAC binding query to MAC binding server 

Setting the maximum attempts and interval for transmitting a MAC 

binding query to MAC binding server 

This feature is available for the MAC-based quick portal authentication. 

To set the maximum attempts and interval for transmitting a MAC binding query: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view 
interface interface-type 

interface-number 
N/A 

3. Enable MAC-based quick 

portal authentication. 

portal mac-trigger enable [ period 

period-value ] [ threshold 

threshold-value ] 

By default, this feature is disabled. 

4. Set the maximum attempts for 

transmitting a MAC binding 

query and the transmission 

interval. 

portal mac-trigger binding-retry 

retry-times interval interval-value 

Optional. 

By default, the maximum number of 

transmission attempts is 3, and the 

transmission interval is 1 second. 

 

Command reference 

New command: portal mac-trigger binding-retry 

Use portal mac-trigger binding-retry to set the maximum attempts for transmitting a MAC binding query 

to the MAC binding server and the transmission interval. 

Use undo portal mac-trigger binding-retry to restore the default. 

Syntax 

portal mac-trigger binding-retry retry-times interval interval-value 

undo portal mac-trigger binding-retry 

Default 

The maximum number of transmission attempts is 3, and the transmission interval is 1 second. 
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Views 

Interface view 

Default command level 

2: System level 

Parameters 

binding-retry retry-times: Sets the maximum number of attempts for transmitting a MAC binding query to 

the MAC binding server. The value range for the retry-times argument is 1 to 10, and the default value 

is 3. 

interval interval-value: Sets the transmission interval in seconds. The value range for the interval-value 

argument is 1 to 60, and the default value is 1. 

Usage guidelines 

This command is used in MAC-based quick portal authentication. 

Examples 

# Set the maximum attempts for transmitting a MAC binding query to 5, and the transmission interval is 

2 seconds. 

<Sysname> system-view 

[Sysname] interface vlan-interface 10 

[Sysname-Vlan-interface10] portal mac-trigger binding-retry 5 interval 2 

Related commands 

 portal mac-trigger enable 

 portal mac-trigger server 

 portal server 

 portal server method 

Modified feature: Associating an SSID and AP with a portal 

server and an authentication domain 

Feature change description 

Added support for configuring parameters to be sent together with the redirection URL associated with an 

SSID and AP. 

Command changes 

Modified command: portal wlan ssid 

Old syntax 

portal [ ipv6 ] wlan ssid ssid-name [ spot spot-name ] { server server-name [ domain domain-name ] | 

redirect-url url-value [ wait-time value ] } * 

New syntax 

portal [ ipv6 ] wlan ssid ssid-name [ spot spot-name ] { server server-name [ domain domain-name ] | 

redirect-url url-value [ wait-time value ] | redirect-url-param { nas-id param-name | nas-ip param-name 
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| user-ip param-name | user-mac param-name [ des-encrypt ] | ap-mac param-name [ des-encrypt ] | 

ac-name param-name | ssid-name param-name } * } * 

Views 

System view 

Change description 

The following parameters were added: 

 redirect-url-param: Specifies the parameters to be carried in the URL to which authenticated portal 

users will be redirected, and the parameter names. 

 nas-id: Identifier of the NAS. 

 nas-ip: IP address of the NAS. 

 user-ip: IP address of the user. 

 user-mac: MAC address of the user. 

 ap-mac: MAC address of the AP. 

 des-encrypt: Encrypts the user MAC address or AP MAC address by using DES. If you do not 

specify this keyword, the redirection URL carries plaintext MAC addresses. 

 ac-name: Name of the AC. 

 ssid-name: SSID of the network. 

 para-name: Parameter name, a case-sensitive string of 1 to 20 characters, which contains only 

letters and digits. The specified parameter and parameter name is presented in the URL in the 

format of para-name=param-value. 

Modified feature: Configuring redirection URL parameters 

Feature change description 

Added support for configuring the ap-mac, user-ip, ac-name, and ssid parameters in the redirection 

URL. 

Command changes 

Modified command: portal url-param include 

Old syntax 

portal url-param include { nas-id | nas-ip | user-mac [ des-encrypt ] | user-url } [ param-name 

param-name ] 

undo portal url-param include { nas-id | nas-ip | user-mac [ des-encrypt ] | user-url } [ param-name ] 

New syntax 

portal url-param include { nas-id | nas-ip | { user-mac | ap-mac } [ des-encrypt ] | user-url | user-ip | 

ac-name | ssid } [ param-name param-name ] 

undo portal url-param include { nas-id | nas-ip | { user-mac | ap-mac } [ des-encrypt ] | user-url | 

user-ip | ac-name | ssid } [ param-name ] 
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Views 

System view, interface view 

Change description 

The following parameters were added: 

 ap-mac: Specifies the MAC address of the AP in the format of XX-XX-XX-XX-XX-XX. 

 user-ip: Specifies the IP address of the user. If you do not specify this keyword, the IMC server 

includes the user IP and uses the userip as the parameter name, and other servers do not include the 

user IP address. 

 ac-name: Name of the AC, which is configured by the portal device-id command. 

 ssid: SSID of the network. It is the name of the access service for the wireless user. 

Modified feature: Specifying the SHA2 authentication 

algorithm for an IKE proposal 

Feature change description 

In this release, you can specify the SHA2 authentication algorithm for an IKE proposal. 

Command changes 

Modified command: authentication-algorithm 

Old syntax 

authentication-algorithm { md5 | sha } 

New syntax 

authentication-algorithm { md5 | sha | sha256 } 

Views 

IKE proposal view 

Change description 

The sha256 keyword was added to the command. This keyword specifies the HMAC-SHA256 

authentication algorithm. 

Modified command: dh 

Syntax 

In non-FIPS mode: 

dh { group1 | group2 | group5 | group14 } 

undo dh 

In FIPS mode: 

dh group14 

undo dh 
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Views 

IKE proposal view 

Change description 

Before modification, in FIPS mode, the default DH group to be used in key negotiation is group2, the 

1024-bit Diffie-Hellman group. 

After modification, in FIPS mode, the default DH group to be used in key negotiation is group14, the 

2048-bit Diffie-Hellman group. 

Deleted feature: TLS support for DHE in FIPS mode 

Support for the DHE algorithm was removed from TLS in FIPS mode. 

Modified feature: SSH support for signature algorithm SHA2 

Feature change description 

SSH supports the signature algorithm SHA2. 

Command changes 

Modified command: public-key local create 

Old syntax 

public-key local create { dsa | ecdsa | rsa } 

New syntax 

public-key local create { dsa | ecdsa { secp192r1 | secp256r1 } | rsa } 

Views 

System view 

Change description 

The following parameters are added: 

secp192r1: Sets the key modulus length of the ECDSA key pair to 192 bits. This parameter is supported 

only in non-FIPS mode. 

secp256r1: Sets the key modulus length of the ECDSA key pair to 256 bits. 

New command: public-key local export ecdsa 

Use public-key local export ecdsa to display the ECDSA host public key in a specific format, or export the 

key to a specific file. 

Syntax 

public-key local export ecdsa { openssh | ssh2 } [ filename ] 

Views 

System view 
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Default command level 

2: System level 

Parameters 

openssh: Uses the format of OpenSSH. 

ssh2: Uses the format of SSH2.0. 

filename: Specifies the name of a file for storing the ECDSA host public key. For more information about 

file name, see Fundamentals Configuration Guide. 

Usage guidelines 

SSH2.0 and OpenSSH are different public key formats for different requirements. Choose the correct 

format that is supported on the device where you import the host public key. 

Only ECDSA key pairs with the key modulus length secp256r1 can be exported. 

Examples 

# Export the host public key of the local ECDSA key pair in OpenSSH format to the file named key.pub. 

<Sysname> system-view 

[Sysname] public-key local export ecdsa openssh key.pub 

# Display the host public key of the local ECDSA key pair in SSH2.0 format. 

<Sysname> system-view 

[Sysname] public-key local export ecdsa ssh2 

---- BEGIN SSH2 PUBLIC KEY ---- 

Comment: "ecdsa-sha2-nistp256-20070625" 

AAAAB3NzaC1yc2EAAAADAQABAAAAgQDAo0dVYR1S5f30eLKGNKuqb5HU3M0TTSaGlER2GmcRI2sgSegbo1x6u

t5NIc5+jJxuRCU4+gMc76iS8d+2d50FqIweEkHHkSG/ddgXt/iAZ6cY81bdu/CKxGiQlkUpbw4vSv+X5KeE7j

+o0MpOpzh3W768/+u1riz+1LcwVTs51Q== 

---- END SSH2 PUBLIC KEY ---- 

# Display the host public key of the local ECDSA key pair in OpenSSH format. 

<Sysname> system-view 

[Sysname] public-key local export ecdsa openssh 

ecdsa-sha2-nistp256 

AAAAB3NzaC1yc2EAAAADAQABAAAAgQDAo0dVYR1S5f30eLKGNKuqb5HU3M0TTSaGlER2GmcRI2sgSegbo1x6u

t5NIc5+jJxuRCU4+gMc76iS8d+2d50FqIweEkHHkSG/ddgXt/iAZ6cY81bdu/CKxGiQlkUpbw4vSv+X5KeE7j

+o0MpOpzh3W768/+u1riz+1LcwVTs51Q== ecdsa-key 

Related commands 

 public-key local create 

 public-key local destroy 

Modified feature: Maximum MAC authentication wait time for 

MAC-after-portal feature 

Feature change description 

The maximum MAC authentication wait time for MAC-after-portal feature was changed from 90 seconds 

to 30 seconds. 
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Command changes 

Modified command: mac-authentication trigger after-portal 

Syntax 

mac-authentication trigger after-portal [ wait-time wait-time-value ] 

Views 

WLAN-ESS interface view 

Change description 

Before modification: The value range for the wait-time-value argument is 1 to 90, in seconds. 

After modification: The value range for the wait-time-value argument is 1 to 30, in seconds. 
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Release 2607P24 

This release has the following changes: 

 New feature: Fast forwarding of 802.11ac non-auth QoS data frames 

 New feature: HT-greenfield AP detection for WIPS 

 New feature: Invalid channel detection for WIPS 

 Modified feature: Rate-limiting an AP for wireless location 

 Modified feature: MAC authentication wait time for MAC-after-portal feature 

 New feature: Channel utilization alarm threshold 

New feature: Fast forwarding of 802.11ac non-auth QoS data 

frames 

Enabling fast forwarding of 802.11ac non-auth QoS data frames 

When this feature is enabled, the AP can fast forward 802.11ac non-auth QoS data frames. 

To enable fast forwarding of 802.11ac non-auth QoS data frames: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable fast forwarding of 

802.11ac non-auth QoS 

data frames. 

wlan option 

client-fast-forwarding enable 
By default, the feature is disabled. 

 

Command reference 

New command: wlan option client-fast-forwarding enable 

Use wlan option client-fast-forwarding enable to enable fast forwarding of 802.11ac non-auth QoS data 

frames. 

Use undo wlan option client-fast-forwarding enable to restore the default. 

Syntax 

wlan option client-fast-forwarding enable 

undo wlan option client-fast-forwarding enable 

Default 

Fast forwarding of 802.11ac non-auth QoS data frames is disabled. 

Views 

System view 
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Default command level 

2: System level 

Examples 

# Enable fast forwarding of 802.11ac non-auth QoS data frames. 

<Sysname> system-view  

[Sysname] wlan option client-fast-forwarding enable 

New feature: HT-greenfield AP detection for WIPS 

Configuring HT-greenfield AP detection 

An AP operating in HT-green field mode might cause collisions, errors, and retransmissions because it 

cannot communicate with 802.11a/b/g devices. This feature enables WIPS to detect HT-greenfield APs 

and notify 802.11a/b/g devices to prevent these problems. 

To enable HT-Greenfield AP detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Enable HT-Greenfield AP 

detection. 

detect ht-greenfield [ quiet-time 

quiet-time-value ] 

Optional. 

By default, HT-greenfield AP 

detection is disabled. 

 

Command reference 

detect ht-greenfield 

Use detect ht-greenfield to enable HT-Greenfield AP detection specified in the current attack detection 

policy. 

Use undo detect ht-greenfield to disable HT-Greenfield AP detection specified in the current attack 

detection policy. 

Syntax 

detect ht-greenfield [ quiet-time time-value ] 

undo detect ht-greenfield 

Default 

HT-Greenfield AP detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 
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Parameters 

time-value: Specifies the quiet time after an alarm is generated for detecting an HT-Greenfield AP, in the 

range of 5 to 604800 seconds. The default is 600 seconds. 

Examples 

# Enable HT-Greenfield AP detection specified in the attack detection policy named office, and set the 

quiet time to 30 seconds. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-1] detect ht-greenfield quiet-time 30 

New feature: Invalid channel detection for WIPS 

Configuring invalid channel detection 

This feature enables WIPS to detect beacon frames that carry invalid channel information. When the 

channel ID in a beacon frame is not in the channel ID range available for the current radio mode, the 

beacon frame is determined as a malformed packet. 

To enable invalid channel detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Configure the sensor to send 

a log, an alarm, or both 

when it detects an invalid 

channel ID. 

detect invalid-channel action 

{ log | trap }* 

Optional. 

The sensor does not send a log or an 

alarm to the AC when it detects an 

invalid channel ID. 

 

Command reference 

detect invalid-channel action 

Use detect invalid-channel action { log | trap }* to configure the sensor to send a log, an alarm, or both 

to the AC when it detects an invalid channel ID. 

Use undo detect invalid-channel action { log | trap }* to disable the function. 

Syntax 

detect invalid-channel action { log | trap }* 

undo detect invalid-channel action { log | trap }* 

Default 

The sensor does not send a log or an alarm to the AC when it detects an invalid channel ID. 

Views 

Malformed packet detection policy view 
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Default command level 

2: System level 

Parameters 

log: Configures the sensor to send a log to the AC when it detects an invalid channel ID. 

trap: Configures the sensor to send an alarm to the AC when it detects an invalid channel ID. 

Examples 

# In the malformed packet detection policy named normal, configure the sensor to send a log and an 

alarm to the AC when it detects an invalid channel ID. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] malformed-detect-policy normal 

[Sysname-wlan-ips-mdctp-normal] detect invalid-channel action log trap 

New feature: Rate-limiting clients for wireless location 

Configuring client rate limit for wireless location 

To prevent MU messages from overwhelming the network, AeroScout protocol provides the dilution 

function to reduce wireless location frames sent to the location server. However, this function causes great 

packet loss in case of low traffic, and wireless location function cannot operate correctly. 

This feature limits the rate at which a client sends MU messages to the location server.  

To configure client rate limit: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure client rate 

limit. 

wlan rfid-tracking client-rate-limit cir [ cbs 

cbs ] 

Optional. 

By default, clients are not rate limited 

for wireless location. 

 

Command reference 

wlan rfid-tracking client-rate-limit 

Use wlan rfid-tracking client-rate-limit to configure client rate limit for wireless location. The excessive 

frames are discarded when the configured rate is exceeded. 

Use undo wlan rfid-tracking client-rate-limit to restore the default. 

Syntax 

wlan rfid-tracking client-rate-limit cir [ cbs cbs ] 

undo wlan rfid-tracking client-rate-limit 

Default 

Clients are not rate limited for wireless location. 
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Views 

System view 

Default command level 

2: System level 

Parameters 

cir: Specifies the committed information rate in the range of 1 to 1300000 Kbps. 

cbs cbs: Specifies the committed burst size in the range of 80 to 130000000 bytes. 

Usage guidelines 

The dilution factor and dilution timeout configurations do not take effect after you configure this 

command. 

Examples 

# Limit the committed information rate to 1 Kbps, and the committed burst size to 1000 bytes. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking client-rate-limit 1 cbs 1000 

Related commands 

wlan rfid-tracking dilution 

Modified feature: Rate-limiting an AP for wireless location 

Feature change description 

Added CBS for this feature to allow burst traffic. 

Modified command: wlan rfid-tracking rate-limit 

Old syntax 

wlan rfid-tracking rate-limit rate 

New syntax 

wlan rfid-tracking rate-limit cir [ cbs cbs ] 

Views 

System view 

Change description 

New parameters: 

cir: Sets the committed information rate in the range of 8 to 1300000 kbps. 

cbs cbs: Sets the committed burst size in the range of 500 to 130000000 bytes. 
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Modified feature: MAC authentication wait time for 

MAC-after-portal feature 

Feature change description 

The device supports to configure a wait time for the MAC-after-portal feature. The device waits for the 

specified period of time to trigger MAC authentication for a portal-authenticated user. 

Command changes 

Modified command: mac-authentication trigger after-portal 

Old syntax 

mac-authentication trigger after-portal 

New syntax 

mac-authentication trigger after-portal [ wait-time wait-time-value ] 

Views 

WLAN-ESS interface view 

Change description 

The wait-time wait-time-value option was added. The option specifies the wait time for the 

MAC-after-portal feature. The value range for the wait-time-value argument is 1 to 90, in seconds. 

New feature: Channel utilization alarm threshold 

Configuring a channel utilization alarm threshold 

Perform this task to configure a channel utilization alarm threshold. When the channel utilization reaches 

the specified threshold, the AC prints logs. 

To configure a channel utilization alarm threshold: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter RRM view. wlan rrm N/A 

3. Configure a channel 

utilization alarm threshold. 

channel-utilization threshold 

threshold ] 

Optional. 

By default, the channel utilization 

alarm threshold is 90%. 

 

Command reference 

channel-utilization threshold 

Use channel-utilization threshold to configure a channel utilization alarm threshold. 
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Use undo channel-utilization threshold to restore the default. 

Syntax 

channel-utilization threshold threshold 

undo channel-utilization threshold 

Default 

The channel utilization alarm threshold is 90%. 

Views 

RRM view 

Default command level 

2: System level 

Parameters 

threshold: Specifies the channel utilization alarm threshold in the range of 5% to 100%. 

Usage guidelines 

When the channel utilization reaches the threshold specified by the threshold argument, the AC prints 

logs. 

Examples 

# Set the channel utilization alarm threshold to 60%. 

<Sysname> system-view 

[Sysname] wlan rrm 

[Sysname-rrm] channel-utilization threshold 60 
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Release 2607P22 

This release has the following changes: 

 New feature: Tunnel isolation in a mobility group 

 New feature: Mapping a service template to the radios of AP group members 

 New feature: Management frame protection 

 New feature: Rate-limiting protocol packets 

 Modified feature: Associating an SSID with an IPv6 portal server and authentication domain  

 Modified feature: Enabling portal user traffic statistics for FPGA fast forwarding 

 Modified feature: Added support for re-marking the DSCP value of packets  

 New feature: Bonjour gateway 

New feature: Tunnel isolation in a mobility group 

Isolating tunnels in a mobility group 

This feature ensures that tunnels in a mobility group do not forward packets to each other. 

To isolate tunnels in a mobility group: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Isolate tunnels in a mobility 

group. 

wlan mobility-group-isolation 

enable 

Optional. 

By default, tunnel isolation is 

mobility group is enabled. 

 

Command reference 

wlan mobility-group-isolation disable 

Use wlan mobility-group-isolation enable to isolate tunnels in a mobility group. 

Use undo wlan mobility-group-isolation enable to disable the tunnel isolation function. 

Syntax 

wlan mobility-group-isolation enable 

undo wlan mobility-group-isolation enable 

Default 

Tunnels in a mobility group are isolated. 

Views 

System view 
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Default command level 

2: System level 

Examples 

# Isolate tunnels in a mobility group. 

<Sysname> system-view 

[Sysname] wlan mobility-group-isolation enable 

New feature: Mapping a service template to the radios of AP 

group members 

Mapping a service template to the radios of the member APs in an AP 

group 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an AP group 

and enter AP group 

view. 

wlan ap-group group-name 
By default, all APs belong to the 

default AP group default_group. 

3. Map a service template 

to the radios of the 

member APs in the AP 

group. 

 For 5 GHz radios: 

dot11a service-template 

service-template-number [ vlan-id 

vlan-id | vlan-pool vlan-pool-name ] 

 For 2.4 GHz radios: 

dot11bg service-template 

service-template-number [ vlan-id 

vlan-id | vlan-pool vlan-pool-name ] 

Optional. 

By default, no service template is 

mapped to an AP group. 

 

Command reference 

dot11a service-template 

Old syntax 

dot11a service-template service-template-number [ vlan-id vlan-id ] 

New syntax 

dot11a service-template service-template-number [ vlan-id vlan-id | vlan-pool vlan-pool-name ] 

Views 

AP group view 

Change description 

Before modification: The command does not support the vlan-pool vlan-pool-name option. 

After modification: The command supports the vlan-pool vlan-pool-name option. The VLAN pool name 

is a case-insensitive string of 1 to 16 characters. 
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dot11bg service-template 

Old syntax 

dot11bg service-template service-template-number [ vlan-id vlan-id ] 

New syntax 

dot11bg service-template service-template-number [ vlan-id vlan-id | vlan-pool vlan-pool-name ] 

Views 

AP group view 

Change description 

Before modification: The command does not support the vlan-pool vlan-pool-name option. 

After modification: The command supports the vlan-pool vlan-pool-name option. The VLAN pool name 

is a case-insensitive string of 1 to 16 characters. 

New feature: Management frame protection 

Configuring management frame protection 

Perform this task to enable an AP to protect management frames, including deauthentication frames, 

disassociation frames, and some robust action frames.  

Management frame protection uses the PTK encrypt method to ensure privacy, integrity, and replay 

protection of unicast management frames. 

For multicast and broadcast management frames, this feature uses Broadcast Integrity Protocol (BIP) to 

ensure integrity and replay protection. BIP adds the Management MIC IE (MME) field to the end of the 

management frames to protect their privacy. 
 

 NOTE: 

You can only configure management frame protection on a service template whose: 

 Authentication type is PSK or 802.1X. 

 Cipher suite is AES-CCMP. 

 Security IE is RSN. 
 

Configuring management frame protection 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a service template and 

enter its view. 

wlan service-template 

service-template-number crypto 

You cannot modify the type of a 

service template that already 

exists. 



 

147 

Step Command Remarks 

3. Enable management frame 

protection. 
pmf { mandatory | optional } 

By default, management frame 

protection is disabled. 

If you select mandatory, HP 

recommends that you specify the 

key derivation type as sha256. 

 

Configuring auto SA Query 

If management frame protection is enabled, the AP uses SA Query to secure connections with clients. 

SA Query includes active SA Query and passive SA Query. 

 Active SA Query. 

If the AP receives spoofing association or reassociation requests, this mechanism can prevent the 

AP from responding to clients. 

As shown in 1139HFigure 4, active SA Query operates as follows: 

a. The client sends an association or a reassociation request to the AP.  

b. Upon receiving the request, the AP sends a response to inform the client that the request is 

denied and the client can associate later. The response contains an association comeback time 

specified by the pmf association-comeback command. 

c. The AP sends an SA Query request to the client.  

 If the AP receives an SA Query response within the timeout time, it determines that the client 

is online.  

 If the AP receives no SA Query response within the timeout time, it resends the request. If the 

AP receives an SA Query response within the retransmission time, it determines that the 

client is online.  

If the client is online, the AP does not respond to any association or reassociation request 

from the client within the association comeback time.  

 If the AP receives no SA Query response within the retransmission time, it determines that 

the client is offline. The AP allows the client to reassociate.  

Figure 4 Active SA Query 

 
 

 Passive SA Query. 

If a client receives unencrypted disassociation or deauthentication frames with failure code 6 or 7, 

this mechanism can prevent the client from going offline abnormally.  

APClient

(Re)association Request

(Re)association Response

SA Query Request

SA Query Response
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As shown in 1140HFigure 5, passive SA Query operates as follows: 

a. The client triggers the SA Query mechanism upon receiving an unencrypted disassociation or 

deauthentication frame. 

b. The client sends an SA Query request to the AP. 

c. The AP responds with an SA Query response. 

d. The client determines the AP is online because it receives the SA Query response. The client 

does not go offline. 

Figure 5 Passive SA Query 

 
 

To configure active SA Query: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a service template and 

enter its view. 

wlan service-template 

service-template-number crypto 

You cannot modify the type of a 

service template that already 

exists. 

3. Configure the timeout time for 

SA Query responses. 
pmf saquery timeout value 

Optional. 

By default, the timeout time for SA 

Query responses is 200 

milliseconds. 

4. Configure the retransmission 

time for the AP to send SA 

Query requests. 

pmf saquery retry value 

Optional. 

By default, the retransmission time 

for the AP to send SA Query 

requests is 4.  

5. Configure the association 

comeback time. 
pmf association-comeback value 

Optional. 

By default, the association 

comeback time is 1 second. 

 

Command reference 

pmf 

Use pmf to configure management frame protection. 

Use undo pmf to disable management frame protection. 

APClient

Deauthentication(Disassociation)

SA Query Request

SA Query Response
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Syntax 

pmf { mandatory | optional } 

undo pmf 

Default 

Management frame protection is disabled. 

Views 

Service template view 

Default command level 

2: System level 

Parameters 

mandatory: Allows only clients supporting PMF to associate with the AP.  

optional: Allows all clients to associate with the AP.  

Examples 

# Enable PMF to allow all clients to associate with the AP. 

<Sysname> system-view 

[Sysname] wlan service-template 1 crypto 

[Sysname-wlan-st-1] pmf mandatory 

pmf association-comeback 

Use pmf association-comeback to configure the association comeback time. 

Use undo pmf association-comeback to restore the default. 

Syntax 

pmf association-comeback value 

undo pmf association-comeback 

Default 

The association comeback time is 1 second. 

Views 

Service template view 

Default command level 

2: System level 

Parameters 

value: Specifies the association comeback time in the range of 1 to 20 seconds. Within the association 

comeback time, the AP does not respond to any association or reassociation request from the client. 

Examples 

# Configure the association comeback time as 2 seconds. 

<Sysname> system-view 

[Sysname] wlan service-template 1 crypto 

[Sysname-wlan-st-1] pmf association-comeback 2 



 

150 

Related commands 

 pmf 

 pmf saquery retry 

 pmf saquery timeout 

pmf saquery retry 

Use pmf saquery retry to configure the retransmission time for the AP to send SA Query requests. 

Use undo pmf saquery retry to restore the default. 

Syntax 

pmf saquery retry value 

undo pmf saquery retry 

Default 

The retransmission time for the AP to send SA Query requests is 4. 

Views 

Service template view 

Default command level 

2: System level 

Parameters 

value: Specifies the retransmission time for the AP to send SA Query requests, in the range of 1 to 16. 

Examples 

# Configure the retransmission time for the AP to send SA Query requests as 3. 

<Sysname> system-view 

[Sysname] wlan service-template 1 crypto 

[Sysname-wlan-st-1] pmf saquery retry 3 

Related commands 

 pmf 

 pmf association-comeback 

 pmf saquery timeout 

pmf saquery timeout 

Use pmf saquery timeout to configure the timeout time for SA Query responses. 

Use undo pmf saquery timeout to restore the default. 

Syntax 

pmf saquery timeout value 

undo pmf saquery timeout 

Default 

The timeout time for SA Query responses is 200 milliseconds. 
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Views 

Service template view 

Default command level 

2: System level 

Parameters 

value: Specifies the timeout time for SA Query responses, in the range of 100 to 500 milliseconds. If the 

AP does not receive any SA Query response from the client within the timeout time, the AP resends the 

SA Query request.  

Examples 

# Configure the timeout time for SA Query responses as 300 milliseconds. 

<Sysname> system-view 

[Sysname] wlan service-template 1 crypto 

[Sysname-wlan-st-1] pmf saquery timeout 300 

Related commands 

 pmf 

 pmf saquery retry 

 pmf saquery timeout 

New feature: Rate-limiting protocol packets 

Configuring protocol packet rate limit 

This feature helps you rate-limit packets of a specific protocol to prevent the packets from occupying too 

much bandwidth. 

Protocol packets can be rate-limited in the following modes: 

 Bandwidth limit per protocol—You set a maximum bandwidth for packets of a specific protocol. 

When the maximum bandwidth is exceeded, the packets are discarded. 

 Bandwidth limit per flow—You set a maximum bandwidth for each flow to ensure that the same 

kind of requests from all users are fairly treated. Packets of the same protocol and from the same 

user are considered as one flow. The system records the number of passed and dropped protocol 

packets to help network administrators locate problems. Bandwidth limit per flow takes effect only 

when bandwidth limit per protocol takes effect. 

Enabling protocol packet rate limit 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable protocol packet rate 

limit. 
anti-attack enable 

By default, protocol packet rate 

limit is disabled. 
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Enabling per-protocol bandwidth limit 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable per-protocol 

bandwidth limit. 

anti-attack protocol { all | 

protocol } enable 

By default, per-protocol bandwidth 

limit is disabled for all protocols. 

To display the protocols whose 

packets can be rate limited, use the 

display anti-attack protocol 

command. 

 

Configuring the threshold for per-protocol bandwidth limit 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure the threshold for 

per-protocol bandwidth limit. 

anti-attack protocol protocol 

threshold rate-limit  

Optional. 

Each protocol has a default 

threshold. You can use the display 

anti-attack protocol { protocol } 

command to view the default 

threshold for a protocol. 

 

Configuring the threshold for per-flow bandwidth limit 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable per-flow bandwidth 

limit and configure the 

threshold. 

anti-attack protocol protocol 

flow-threshold flow-rate-limit 

By default, per-flow bandwidth 

limit is disabled for packets of all 

protocols. 

 

 NOTE: 

The device can record a maximum of 8192 flow entries. The system automatically clears all flow entries 

when the maximum number is reached. 
 

Displaying and maintaining protocol packet rate limit 

Task Command Remarks 

Display rate limit information about 

the specified protocol or all 

protocols. 

display anti-attack { all | protocol 

[ protocol ] }  
Available in any view. 
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Command reference 

anti-attack enable 

Use anti-attack enable to enable protocol packet rate limit. 

Use undo anti-attack enable to disable protocol packet rate limit. 

Default 

Protocol packet rate limit is disabled. 

Syntax 

anti-attack enable 

undo anti-attack enable 

Views 

System view 

Default command level 

2: System level 

Examples 

# Enable protocol packet rate limit. 

<Sysname> system-view 

[Sysname] anti-attack enable 

anti-attack protocol enable 

Use anti-attack protocol enable to enable per-protocol bandwidth limit. 

Use undo anti-attack protocol enable to disable per-protocol bandwidth limit. 

Syntax 

anti-attack protocol { all | protocol } enable 

undo anti-attack protocol { all | protocol } enable 

Default 

Per-protocol bandwidth limit is disabled for packets of all protocols. 

Views 

System view 

Default command level 

2: System level 

Parameters 

all: Specifies all protocols. 

protocol: Specifies a protocol by its type, a string of 1 to 31 characters. 

Examples 

# Enable per-protocol bandwidth limit for ARP frames. 

<Sysname> system-view 
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[Sysname] anti-attack protocol arp enable 

anti-attack protocol threshold 

Use anti-attack protocol threshold to configure the threshold for per-protocol bandwidth limit. 

Use undo anti-attack protocol threshold to restore the default. 

Syntax 

anti-attack protocol protocol threshold limit-rate  

undo anti-attack protocol protocol threshold 

Default 

Each protocol has a default threshold. 

Views 

System view 

Default command level 

2: System level 

Parameters 

protocol: Specifies a protocol by its name, a string of 1 to 31 characters. 

limit-rate: Specifies the threshold for per-protocol bandwidth limit, in the range of 0 to 102400 pps. 

When the maximum bandwidth is exceeded, the packets are discarded. 

Examples 

# Configure the threshold for per-protocol bandwidth limit for ARP frames as 1000pps. 

<Sysname> system-view 

[Sysname] anti-attack protocol arp threshold 1000 

anti-attack protocol flow-threshold 

Use anti-attack protocol flow-threshold to enable per-flow bandwidth limit and configure the threshold. 

Use undo anti-attack protocol flow-threshold to disable per-flow bandwidth limit. 

Syntax 

anti-attack protocol protocol flow-threshold flow-limit-rate  

undo anti-attack protocol protocol flow-threshold 

Default 

Per-flow bandwidth limit is disabled for packets of all protocols. 

Views 

System view 

Default command level 

2: System level 

Parameters 

protocol: Specifies a protocol by its name, a string of 1 to 31 characters. 
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flow-limit-rate: Specifies the per-flow bandwidth limit threshold in the range of 0 to 102400 pps. When 

the maximum bandwidth is exceeded, the packets are discarded. 

Examples 

# Configure the per-flow bandwidth limit threshold for ARP frames as 50pps. 

<Sysname> system-view 

[Sysname] anti-attack protocol arp flow-threshold 50 

display anti-attack 

Use display anti-attack to display protocol packet rate limit information. 

Syntax 

display anti-attack { all | protocol [ protocol ] } 

Views 

Any view 

Default command level 

2: System level 

Parameters 

all: Specifies all protocols. 

protocol [ protocol ]: Specifies a protocol by its type, a string of 1 to 31 characters. 

Examples 

# Display states of the rate limit function for all protocols. 

<Sysname> display anti-attack protocol 

Enable Protocols: dhcp arp                                                      

 Disable Protocols: default udp tcp dot1x igmp ntp snmp telnet icmp lwapp        

 loopback pppoe iactp acsei iec wlanex stp meshaction lwapp_data dot11_ctrl      

 iactp_eapol svp ipc http ip ipv6 ethernet radius vrrp capwap_ctrl               

 capwap_data dot11_auth dot11_assoc dot11_reassoc dot11_null                        

Table 1 Command output 

Field Description 

Enable Protocols Protocols with rate limit enabled. 

Disable Protocols Protocols with rate limit disabled. 

 

# Display rate limit information for all protocols. 

<Sysname>display anti-attack all                                                     

                        Anti-attack statistics                                   

-------------------------------------------------------------------------------- 

Protocol       Priority  Limit(pps)       Rate(pps)      Passed     Dropped      

-------------------------------------------------------------------------------- 

default        2         256              0              3          0            

udp            2         2048             0              0          0            

tcp            2         1024             0              0          0            

dot1x          1         1024             0              0          0            
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dhcp           2         1800             0              0          0            

igmp           2         1024             0              0          0            

ntp            2         256              0              0          0            

arp            1         900              0              1          0            

snmp           0         1024             0              0          0            

telnet         0         1024             0              0          0            

icmp           0         1024             0              4          0            

lwapp          1         2048             0              0          0            

loopback       2         40               0              0          0            

pppoe          1         1024             0              0          0            

iactp          1         2560             0              0          0            

acsei          2         128              0              0          0            

iec            0         128              0              0          0            

wlanex         2         2048             0              0          0            

stp            2         2048             0              0          0            

meshaction     2         1024             0              0          0            

lwapp_data     1         2048             0              0          0            

dot11_ctrl     1         512              0              0          0            

iactp_eapol    1         2048             0              0          0            

svp            2         40               0              0          0            

ipc            2         40               0              0          0            

http           1         1024             0              0          0            

ip             2         2560             0              0          0            

ipv6           2         128              0              0          0            

ethernet       2         128              0              0          0            

radius         1         2048             0              0          0            

vrrp           1         2048             0              0          0            

capwap_ctrl    1         2048             0              0          0            

capwap_data    1         2048             0              0          0            

dot11_auth     1         256              0              0          0            

dot11_assoc    1         256              0              0          0            

dot11_reassoc  1         256              0              0          0            

dot11_null     1         1024             0              0          0            

Table 2 Command output 

Field Description 

Protocol Protocol name. 

Priority 
Processing priority value of the protocol, in the range of 0 to 4. A 

smaller value represents a higher priority. 

Limit(pps) 
Rate limit value. This field displays the default value if you have not 

configured it. 

Rate(pps) Current rate of the protocol packets. 

Passed Number of passed packets. 

Dropped Number of dropped packets. 

 

# Display rate limit information for ICMP packets. 

<Sysname> display anti-attack protocol icmp                                             
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                        Anti-attack statistics                                   

-------------------------------------------------------------------------------- 

Protocol       Priority  Limit(pps)       Rate(pps)      Passed     Dropped      

-------------------------------------------------------------------------------- 

icmp           0         1024             4              50         0            

                                                                                 

                                                                                 

-------------------------------------------------------------------------------- 

Flow-Source                               FlowRate(pps)  Passed     Dropped      

-------------------------------------------------------------------------------- 

1.1.1.10                                  2              40         0            

1.1.1.20                                  1              10         0            

                              

Table 3 Command output 

Field Description 

Flow-Source Source of the flow. 

FlowRate(pps) Current rate of the flow. 

 

Modified feature: Associating an SSID with an IPv6 portal 

server and authentication domain  

Feature change description 

Support for the following functions was added to this feature: 

 Associating an SSID and AP with a portal server and an authentication domain for IPv6 users. 

 Associating an SSID and AP with a redirection URL. 

Command changes 

Modified command: portal wlan ssid 

Old syntax 

portal wlan ssid ssid-name [ spot spot-name ] { server server-name [ domain domain-name ] 

undo portal wlan ssid ssid-name [ spot spot-name ] 

New syntax 

portal [ ipv6 ] wlan ssid ssid-name [ spot spot-name ] { server server-name [ domain domain-name ] | 

redirect-url url-value [ wait-time value ] } * 

undo portal [ ipv6 ] wlan ssid ssid-name [ spot spot-name ] 

Views 

System view 
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Change description 

The following parameters were added: 

 ipv6: Specifies IPv6 users. IPv6 users using the specified SSID and AP will be authenticated by the 

specified portal server and domain. After passing portal authentication, the IPv6 users will be 

redirected to the specified URL. 

 redirect-url url-value: Specifies the URL to which a portal user will be redirected after passing 

authentication. The URL is a case-sensitive string of 1 to 127 characters. 

 wait-time value: Specifies the time to wait before an authenticated portal user is redirected, in the 

range of 1 to 90 seconds. 

When a wireless user accesses the network, the device searches for the redirection URL according to the 

access SSID and AP of the user. If a match is found, the device redirects the user to the associated URL. 

Otherwise, the device redirects the user to the globally configured redirection URL (see portal 

redirect-url). 

Modified feature: Enabling portal user traffic statistics for FPGA 

fast forwarding 

HP 870 Unified Wired-WLAN Appliance supports this feature. 

HP 850 Unified Wired-WLAN Appliance does not support this feature. 

Feature change description 

Portal user traffic statistics for FPGA fast forwarding is enabled by default. 

Command changes 

None. 

Modified feature: Added support for re-marking the DSCP 

value of packets  

Feature change description 

Added support for re-marking the DSCP value of packets. 

Command changes 

Modified command: car 

Old syntax 

car cir committed-information-rate [ cbs committed-burst-size [ ebs excess-burst-size ] ] [ pir 

peak-information-rate ] [ green action ] [ red action ] 
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New syntax 

car cir committed-information-rate [ cbs committed-burst-size [ ebs excess-burst-size ] ] [ pir 

peak-information-rate ] [ green action ] [ yellow action ] [ red action ] 

Views 

Traffic behavior view 

Change description 

New parameters: 

yellow action: Specifies the action to take on packets that conform to PIR but not to CIR. The default 

setting is pass. 

New actions: 

remark-dscp-pass new-dscp: Sets the DSCP value of packets to new-dscp and permits the packets to pass 

through. The new-dscp argument can be a number from 0 to 63 or a keyword in 1141HFigure 6. 

Figure 6 DSCP keywords and values 

Keyword DSCP value (binary) DSCP value (decimal) 

default 000000 0 

af11 001010 10 

af12 001100 12 

af13 001110 14 

af21 010010 18 

af22 010100 20 

af23 010110 22 

af31 011010 26 

af32 011100 28 

af33 011110 30 

af41 100010 34 

af42 100100 36 

af43 100110 38 

cs1 001000 8 

cs2 010000 16 

cs3 011000 24 

cs4 100000 32 

cs5 101000 40 

cs6 110000 48 

cs7 111000 56 

ef 101110 46 
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New feature: Bonjour gateway 

Configuring Bonjour gateway 

Bonjour is a set of zero configuration network protocols developed by Apple Inc based on Multicast DNS 

(mDNS) services. Bonjour is designed to make network configuration easier for users. It enables Apple 

devices to automatically advertise service information and enables clients to automatically discover 

Apple devices without obtaining information about the devices. 

However, Bonjour supports only link-local multicast addresses. To address this issue, the AC can act as 

a Bonjour gateway to manage clients and devices providing services and forward mDNS packets across 

VLANs, enabling Bonjour to be applied in large scale networks. 

Benefits 

Bonjour gateway provides the following benefits: 

 mDNS traffic control. 

 User-defined Bonjour policies to restrict services that can be used by clients. 

 Inter-VLAN forwarding of mDNS packets, enhancing network availability. 

 Bonjour policy application in views of multiple levels. 

Working mechanism 

 IMPORTANT: 

 The Bonjour gateway discards queries received from the wired network. 

 The Bonjour gateway filters queries and responses according to user-defined Bonjour policy. For more 

information, see "Configuring a Bonjour policy." 
 

Bonjour service advertisement snooping 

The service devices send Bonjour responses to advertise their supporting services. Upon receiving the 

Bonjour responses, the AC creates a service-device mapping table to store service information about the 

service devices. When a client queries for a service, the Bonjour gateway searches the service-device 

mapping table and sends a response to the client. 

As shown in Figure 7, Bonjour service advertisement snooping operates as follows: 

1. Apple TV and Print send Bonjour responses to advertise their supporting services.  

2. Upon receiving the Bonjour responses, the AC creates a service-device mapping table to store 

service information about Apple TV and Print. 

3. iPad queries for the service of Apple TV or Print and the AC sends a response to iPad. 
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Figure 7 Bonjour service advertisement snooping 

 
 

Bonjour query snooping and response 

When a client queries for a service that is not in the service-device mapping table, the Bonjour gateway 

forwards the query. After receiving a response, the Bonjour gateway adds the service information to the 

service-device mapping table and forwards the response to the client. 

As shown in 1144HFigure 8, Bonjour query snooping and response operates as follows: 

1. iPad queries for the printing service, and the AP sends the query to the AC through the CAPWAP 

tunnel. 

2. The AC forwards the query to the configured VLANs because it does not find any printing service 

entry in the service-device mapping table. 

3. Upon receiving the query, the print service sends a response to the AC. 

4. The AC adds the service information to the service-device mapping table and forwards the 

response to iPad. 

Next time when a client queries the printing service, the AC can respond by searching the 

service-device mapping table. 
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Figure 8 Bonjour query snooping and response 

 
 

Configuring Bonjour gateway 

The Bonjour gateway supports centralized forwarding, local forwarding, and policy-based forwarding. 

Enable multicast optimization on the Bonjour gateway for media traffic services such as video and audio. 

Enabling Bonjour gateway 

Bonjour gateway takes effect only after you enable it both globally and for an AP. You can enable 

Bonjour gateway for an AP in AP template view or AP group view. 

To enable Bonjour gateway globally: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable Bonjour gateway 

globally. 
wlan bonjour-gateway enable 

By default, Bonjour gateway is 

disabled globally. 

 

To enable Bonjour gateway for an AP: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter AP template view or AP 

group view. 

 Enter AP template view: 

wlan ap ap-name [ model 

model-name [ id ap-id ] ] 

 Enter AP group view: 

wlan ap-group group-name 

Use either method. 

3. Enable Bonjour gateway. bonjour-gateway enable 
By default, Bonjour gateway is 

enabled.  
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Configuring a Bonjour policy 

A service policy contains service type configuration and VLAN configuration. 

The AC forwards queries and responses according to the following rules: 

 For a query, if the service type in the query does not match the specified service type, the AC 

discards the query.  

 For a response, the AC forwards it only when it matches service type, IP address, and instance 

name. 

 The AC can forward queries and responses only to the VLANs in the configured VLAN lists. 
 

 NOTE: 

If a service uses multiple protocols, you must configure multiple service types on the AC to enable the AC 

to forward queries for the service. For example, you must configure both ipp and ipps service types on the 

AC for the airprint service. 
 

To configure a Bonjour policy: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a Bonjour policy. wlan bonjour-policy policy-name 
By default, no Bonjour policy is 

created. 

3. Configure the type of service 

that can be queried by clients. 

service type service-type [ ip 

ipv4-address | ipv6 ipv6-address | 

instance instance-name ] 

By default, the clients can query all 

services. 

4. Configure the VLAN to which 

the AC can forward queries 

and responses. 

service vlan vlan-id-list 

[ access-vlan ] 

By default, the AC cannot forward 

the queries and responses. 

 

Applying a Bonjour policy 

You can apply a Bonjour policy to a user profile, an AP, an AP group, and a service template. If you 

apply a Bonjour policy to an AP group, the Bonjour policy takes effect on all APs in the AP group. If you 

apply different Bonjour policies to a user profile, an AP, and a service template, all Bonjour policies take 

effect on all views.  

Assume that you apply Bonjour policies A and B to AP 1 and service template with the SSID service to 

allow the AC to forward queries and responses to VLAN A and VLAN B, respectively.  When a client is 

associated with AP 1 through the SSID service, the AC forwards the queries and responses it receives to 

both VLAN A and VLAN B. 

To apply a Bonjour policy to an AP template: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter AP template view. 
wlan ap ap-name [ model 

model-name [ id ap-id ] ] 
N/A 
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Step Command Remarks 

3. Apply a Bonjour policy to the 

AP template. 
bonjour-policy policy-name 

By default, no Bonjour policy is 

applied to an AP template. 

 

To apply a Bonjour policy to an AP group: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an AP group and enter 

AP group view. 
wlan ap-group group-name 

By default, all APs belong to the 

default AP group default_group. 

3. Apply a Bonjour policy to the 

AP group. 
bonjour-policy policy-name 

By default, no Bonjour policy is 

applied to an AP group. 

 

To apply a Bonjour policy to a service template: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure a WLAN service 

template. 

wlan service-template 

service-template-number { clear | 

crypto | wapi } 

N/A 

3. Apply a Bonjour policy to the 

service template. 
bonjour-policy policy-name 

By default, no Bonjour policy is 

applied to a service template. 

 

To apply a Bonjour policy to a user profile: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a user profile and 

enter user profile view.  
user-profile profile-name N/A 

3. Apply a Bonjour policy to the 

user profile. 
wlan bonjour-policy policy-name 

By default, no Bonjour policy is 

applied to a user profile. 

 

Configuring the threshold for starting sending multicast responses 

The AC can send unicast or multicast responses to clients in Bonjour service advertisement snooping. 

When the AC sends a multicast response to clients, it converts the multicast response to multiple unicast 

responses by default.  

To prevent the AC from sending excessive unicast responses to clients, configure the threshold for starting 

sending multicast responses. 

With this function enabled, the AC sends one multicast response instead of multiple unicast responses 

to clients when the following conditions are met:  

 The clients are associated with the same BSS. 

 The clients query for the same service. 
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 The number of clients meeting the above conditions reaches the threshold within 500 ms. 

To configure the threshold for starting sending multicast responses: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure the threshold for 

starting sending multicast 

responses. 

wlan bonjour-gateway 

halt-multicast threshold 

threshold-number 

Optional. 

By default, the threshold for 

starting sending multicast 

responses is 10. 

 

Enabling active query for Bonjour services 

The AC updates its service-device mapping table through passive query or active query: 

 Passive query—The AC sends a query for a Bonjour service at 80% to 82% of the TTL of the Bonjour 

service. If no response is received, the AC sends queries for the Bonjour service at 85% to 87%, 90% 

to 92%, and 95% to 97% of this TTL. If no response is received within the TTL, the AC deletes the 

entry for the service. Passive query is enabled by default. To view the TTL of a service, use the 

display wlan bonjour-service command. 

 Active query—The AC sends queries for a Bonjour service at the specified intervals and updates the 

service entry based on the responses. If no response is received within the TTL of the Bonjour service, 

the AC deletes the entry for the service. 

To enable active query for Bonjour services on the AC: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable active query for 

Bonjour services. 

wlan bonjour-gateway query 

enable 

By default, active query for Bonjour 

services is disabled. 

3. (Optional.) Configure the 

interval at which the AC sends 

queries for a service. 

wlan bonjour-gateway query 

interval interval-number 

By default, the AC sends queries 

for a service every 15 seconds. 

 

Displaying and maintaining Bonjour gateway 

Execute display commands in any view. 
 

Task Command 

Display Bonjour policy information. 
display wlan bonjour-policy [ policy-name ] [ | { begin | exclude | 

include } regular-expression ] 

Display information about Bonjour 

services discovered by the AC. 

display wlan bonjour-service [ | { begin | exclude | include } 

regular-expression ] 

Display information about Bonjour 

services discovered by clients. 

display wlan client verbose [ | { begin | exclude | include } 

regular-expression ] 
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Task Command 

Display information about the 

applied Bonjour policies. 

display wlan ap { all | name ap-name } verbose [ | { begin | exclude | 

include } regular-expression ] 

display wlan service-template [ service-template-number ] [ | { begin | 

exclude | include } regular-expression ] 

display wlan ap-group [ group-name ] [ | { begin | exclude | include } 

regular-expression ] 

 

Command reference 

bonjour-gateway enable 

Use bonjour-gateway enable to enable Bonjour gateway. 

Use undo bonjour-gateway enable to disable Bonjour gateway. 

Syntax 

bonjour-gateway enable 

undo bonjour-gateway enable 

Default 

Bonjour gateway is enabled. 

Views 

AP template view, AP group view 

Default command level 

2: System level 

Usage guidelines 

Bonjour gateway takes effect only after you enable Bonjour gateway both globally and for an AP. You 

can enable Bonjour gateway for an AP in AP template view or AP group view. 

Examples 

# Enable Bonjour gateway. 

<Sysname> system-view 

[Sysname] wlan ap ap3 model MSM460-WW 

[Sysname-wlan-ap-ap3] bonjour-gateway enable 

# Enable Bonjour gateway for AP group office. 

<Sysname> system-view 

[Sysname] wlan ap-group office 

[Sysname-ap-group-office] bonjour-gateway enable 

Related commands 

wlan bonjour-gateway enable 
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bonjour-policy 

Use bonjour-policy to apply the specified Bonjour policy to an AP template, an AP group, or a service 

template. 

Use undo bonjour-policy to remove the applied Bonjour policy. 

Syntax 

bonjour-policy policy-name 

undo bonjour-policy 

Default 

No Bonjour policy is applied to an AP template, an AP group, or a service template. 

Views 

AP template view, AP group view, service template view 

Default command level 

2: System level 

Parameters 

policy-name: Specifies a Bonjour policy by its name, a case-sensitive string of 1 to 31 characters. 

Examples 

# Apply the specified Bonjour policy to an AP template. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model MSM460-WW-AGN 

[Sysname-wlan-ap-ap1] bonjour-policy teacher 

# Apply the specified Bonjour policy to an AP group. 

<Sysname> system-view 

[Sysname] wlan ap-group office 

[Sysname-ap-group-office] bonjour-policy teacher 

# Apply the specified Bonjour policy to a service template. 

<Sysname> system-view 

[Sysname] wlan service-template 1 clear 

[Sysname-wlan-st-1] bonjour-policy teacher 

display wlan bonjour-policy 

Use display wlan bonjour-policy to display Bonjour policy information. 

Syntax 

display wlan bonjour-policy [ policy-name ] [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

2: System level 
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Parameters 

policy-name: Specifies a Bonjour policy by its name, a case-sensitive string of 1 to 31 characters. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 

# Display Bonjour policy information. 

<Sysname> display wlan bonjour-policy 

Total number of configured bonjour policies: 1 

                         Bonjour policy parameters 

-------------------------------------------------------------------------------- 

Bonjour policy name                     : student 

VLAN                                    : 1 2 to 5 

Access-VLAN                             : Enabled 

Service list: 

  Service type                    IP address/Instance name 

  ichat                           192.168.0.1 

  printer 

Table 4 Command output 

Field Description 

VLAN 
List of VLANs where the AC can forward queries and 

responses. 

Access-VLAN 

Whether the AC can forward queries and responses to the 

VLANs to which the clients belong: 

 Enabled. 

 Disabled. 

Service type Types of service that can be queried by clients. 

IP address/Instance name 
IP address or instance name of the service that can be queried 

by clients. 

 

display wlan bonjour-service 

Use display wlan bonjour-service to display information about services discovered by the AC. 

Syntax 

display wlan bonjour-service [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 
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Default command level 

2: System level 

Parameters 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 

# Display information about services discovered by the AC. 

<Sysname> display wlan bonjour-service 

  Total number of discarded query packets   : 0 

  Total number of discarded response packets: 20 

  Total number of bonjour services          : 3 

                         Bonjour Services 

-------------------------------------------------------------------------------  

 Name                       Type           VLAN  TTL   IP 

-------------------------------------------------------------------------------  

 Apple TV                   airplay        1     4500  192.168.10.2 

 B8782E5101E7@Apple TV      raop           2     4500  192.168.10.2 

 70-35-60-63.1 Apple TV     sleep-proxy    3     4500  192.168.10.2 

Table 5 Command output 

Field Description 

Name Instance name of the service. 

Type Service type. 

VLAN VLAN to which the service belongs. 

TTL 
TTL of the service, in seconds. When the Bonjour gateway 

receives a new response, it resets the TTL for the service. 

IP IP address of the service. 

 

service type 

Use service type to configure the type of service that can be queried by clients. 

Use undo service type to remove the service type. 

Syntax 

service type service-type [ ip ipv4-address | ipv6 ipv6-address | instance instance-name ] 

undo service type service-type [ ip ipv4-address | ipv6 ipv6-address | instance instance-name ] 

Default 

Clients can query all services. 
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Views 

Bonjour policy view 

Default command level 

2: System level 

Parameters 

service-type: Specifies the type of service that can be queried by clients. 1145HTable 6 lists some Bonjour 

protocols by their names and service type strings. 

Table 6 Apple Bonjour protocols and service type strings 

Service type Protocol name 

afpovertcp AppleTalkFiling Protocol 

airplay Airplay 

airport Airport Base Station 

apple-sasl Apple Password Server 

daap Digital Audio Access Protocol 

dacp Digital Audio Control Protocol 

distcc Distributed Compiler 

dpap Digital Photo Access Protocol 

eppc Remote AppleEvents 

ftp File Transfer Protocol 

http Hypertext Transfer Protocol 

Ica-networking Image Capture Sharing 

ichat iChat Instant Messaging Protocol 

ipp Internet Printing Protocol 

ipps Internet Printing Protocol 

nfs Network File System 

pdl-stream PDL Data Stream 

printer Line Printer Daemon 

raop Remote Audio Output Protocol 

riousbprint Remote I/O USB Printer Protocol 

servermgr Server Admin 

ssh Secure Shell 

telnet Remote Login 

webdav WebDav File System 

workstation Workgroup Manager 

xserveraid Xerver RAID 

 

ipv4-address: Specifies the IP address of the service that can be queried by clients. 

ipv6-address: Specifies the IPv6 address of the service that can be queried by clients. 
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instance-name: Specifies the instance name of the service that can be queried by clients, a case-sensitive 

string of 1 to 63 characters. An instance name uniquely identifies a service. 

Examples 

# Specify the type of service that can be queried by clients as ichat and the service IP address as 

192.168.1.10. 

<Sysname> system-view 

[Sysname] wlan bonjour-policy teacher 

[Sysname-wlan-bp-teacher] service type ichat ip 192.168.1.10 

service vlan 

Use service vlan to configure the VLANs to which the AC can forward queries and responses. 

Use undo service vlan to remove the configuration. 

Syntax 

service vlan vlan-id-list [ access-vlan ] 

undo service vlan [ vlan-id-list ] [ access-vlan ] 

Default 

The AC cannot forward queries and responses. 

Views 

Bonjour policy view 

Default command level 

2: System level 

Parameters 

vlan-id-list: Specifies a space-separated list of up to 10 VLAN items. Each item specifies a VLAN ID or a 

range of VLAN IDs in the form of vlan-id1 to vlan-id2. The value range for VLAN IDs is 1 to 4094. The 

ID for vlan-id2 must be equal to or greater than the ID for vlan-id1. 

access-vlan: Allows the AC to forward queries and responses to the VLANs to which the clients belong. 

If you delete all VLAN lists, the access-vlan keyword is unavailable. 

Examples 

# Enable the AC to forward queries and responses to VLAN 100. 

<Sysname> system-view 

[Sysname] wlan bonjour-policy teacher 

[Sysname-wlan-bp-teacher] service vlan 100 

wlan bonjour-gateway enable 

Use wlan bonjour-gateway enable to enable Bonjour gateway globally. 

Use undo wlan bonjour-gateway enable to disable Bonjour gateway globally. 

Syntax 

wlan bonjour-gateway enable 

undo wlan bonjour-gateway enable 
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Default 

Bonjour gateway is disabled globally. 

Views 

System view 

Default command level 

2: System level 

Usage guidelines 

Bonjour gateway takes effect only after you enable it both globally and for an AP. You can enable 

Bonjour gateway for an AP in AP template view or AP group view. 

Examples 

# Enable Bonjour gateway globally. 

<Sysname> system-view 

[Sysname] wlan bonjour-gateway enable 

Related commands 

bonjour-gateway enable 

wlan bonjour-gateway halt-multicast threshold 

Use wlan bonjour-gateway halt-multicast threshold to configure the threshold for the AC to start sending 

multicast responses to clients. 

Use undo wlan bonjour-gateway halt-multicast threshold to restore the default. 

Syntax 

wlan bonjour-gateway halt-multicast threshold threshold-number 

undo wlan bonjour-gateway halt-multicast threshold 

Default 

The threshold for the AC to start sending multicast responses to clients is 10. 

Views 

System view 

Default command level 

2: System level 

Parameters 

threshold-number: Specifies the threshold for the AC to start sending multicast responses to clients, in the 

range of 1 to 64. 

Usage guidelines 

The AC can send unicast or multicast responses to clients in Bonjour service advertisement snooping. 

When the AC sends a multicast response to clients, it converts the multicast response to multiple unicast 

responses by default.  

This command prevents the AC from sending excessive unicast responses to clients. 

With this function enabled, the AC sends one multicast response instead of multiple unicast responses 

to clients when the following conditions are met:  
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 The clients are associated with the same BSS. 

 The clients query for the same service. 

 The number of clients meeting the above conditions reaches the threshold within 500 ms. 

Examples 

# Configure the threshold for the AC to start sending multicast responses to clients as 15. 

<Sysname> system-view 

[Sysname] wlan bonjour-gateway halt-multicast threshold 15 

wlan bonjour-gateway query enable 

Use wlan bonjour-gateway query enable to enable active query for Bonjour services on the AC. 

Use undo wlan bonjour-gateway query enable to disable the function. 

Syntax 

wlan bonjour-gateway query enable 

undo wlan bonjour-gateway query enable 

Default 

Active query for Bonjour services is disabled on the AC. 

Views 

System view 

Default command level 

2: System level 

Examples 

# Enable active query for Bonjour services on the AC. 

<Sysname> system-view 

[Sysname] wlan bonjour-gateway query enable 

Related commands 

wlan bonjour-gateway query interval 

wlan bonjour-gateway query interval 

Use wlan bonjour-gateway query interval to configure the interval at which the AC sends queries for a 

service. 

Use undo wlan bonjour-gateway query interval to restore the default. 

Syntax 

wlan bonjour-gateway query interval number 

undo wlan bonjour-gateway query interval 

Default 

The AC sends queries for a service every 15 seconds. 

Views 

System view 
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Default command level 

2: System level 

Parameters 

number: Specifies the interval at which the AC sends queries for a service, in the range of 5 to 600 

seconds. 

Examples 

# Configure the interval at which the AC sends queries for a service as 30 seconds. 

<Sysname> system-view 

[Sysname] wlan bonjour-gateway query interval 30 

Related commands 

wlan bonjour-gateway query enable 

wlan bonjour-policy (system view) 

Use wlan bonjour-policy to create a Bonjour policy. 

Use undo wlan bonjour-policy to remove a Bonjour policy. 

Syntax 

wlan bonjour-policy policy-name 

undo wlan bonjour-policy policy-name 

Default 

No Bonjour policy is created. 

Views 

System view 

Default command level 

2: System level 

Parameters 

policy-name: Specifies a Bonjour policy by its name, a case-sensitive string of 1 to 31 characters. 

Usage guidelines 

You can configure up to 1000 Bonjour policies. 

Examples 

# Create Bonjour policy teacher. 

<Sysname> system-view 

[Sysname] wlan bonjour-policy teacher 

wlan bonjour-policy (user profile view) 

Use wlan bonjour-policy to apply the specified Bonjour policy to a user profile. 

Use undo wlan bonjour-policy to remove the Bonjour policy. 

Syntax 

wlan bonjour-policy policy-name 
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undo wlan bonjour-policy 

Default 

No Bonjour policy is applied to a user profile. 

Views 

User profile view 

Default command level 

2: System level 

Parameters 

policy-name: Specifies a Bonjour policy by its name, a case-sensitive string of 1 to 31 characters. 

Examples 

# Apply Bonjour policy teacher to user profile a123. 

<Sysname> system-view 

[Sysname] user-profile a123 

[Sysname-user-profile-a123] wlan bonjour-policy teacher 
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Release 2607P20 

This release has the following changes: 

 1146HNew feature: Displaying AP information 

 1147HModified feature: WLAN location 

 1148HNew feature: AP's support for the 802.1X client function 

 1149HNew feature: DHCP broadcast reply verification by DHCP snooping device 

 1150HNew feature: LLDP(on an AC) 

Also see the new features that were introduced in 1151HRelease 2607P18. Those features are also included in 

the 1152HRelease 2607P20 release. The 1153HRelease 2607P18 release was not made generally available 

New feature: Displaying AP information 

Displaying information about all APs 

In this release, you can use the display wlan ap all command to display the maximum number of APs, 

current associated APs, and available APs that can be associated with the AC. 

Command reference 

display wlan ap 

Syntax 

display wlan ap { all | name ap-name | unauthenticated } [ verbose ] [ | { begin | exclude | include } 

regular-expression ] 

Views 

Any view 

Examples 

# Display information about all APs. 

<Sysname> display wlan ap all 

Total Number of APs configured            : 2 

 Total Number of configured APs connected : 1 

 Total Number of auto APs connected       : 0 

 Total Number of APs connected            : 1 

 Maximum AP capacity                      : 384 

 Remaining AP capacity                    : 383 

                                  AP Profiles 

 State : I = Idle,   J = Join, JA = JoinAck,   IL = ImageLoad 

         C = Config, R = Run,  KU = KeyUpdate, KC = KeyCfm 

         M = Master, B = Backup                                                  

-------------------------------------------------------------------------------- 

 AP Name                          State Model              Serial-ID 
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-------------------------------------------------------------------------------- 

 ap1                              R/M   MSM460-WW          CN2AD330S8 

 ap3                              I     MSM460-WW          Not Configured 

-------------------------------------------------------------------------------- 

1154HTable 1 shows the new information that the display wlan ap command displays. 

Table 1 Command output 

Field Description 

Total Number of APs connected Number of APs connected to the AC. 

Maximum AP capacity Maximum number of APs supported by the AC. 

Remaining AP capacity Number of available APs that can be connected to the AC. 

 

Modified feature: WLAN location 

Feature change description 

This release has the following changes: 

 You can specify both AeroScout and general protocols for wireless location. 

 You can specify only the static wireless location method when the wireless location protocol is 

general. You can specify both static and dynamic wireless location methods when the wireless 

location protocol is AeroScout. 

 You can specify an IPv4 address for the wireless location server and configure a dilution factor and 

dilution timeout for wireless location frames when the wireless location method is static. 

 You can configure wireless location frame transmission rate limit, configure ignoring beacon frames, 

and configuring an RSSI threshold for wireless location frames. 

Command changes 

New command: wlan rfid-tracking dilution 

Use wlan rfid-tracking dilution to configure a dilution factor and dilution timeout for wireless location 

frames. 

Use undo wlan rfid-tracking dilution to restore the default. 

Syntax 

wlan rfid-tracking dilution factor factor timeout timeout 

undo wlan rfid-tracking dilution 

Default 

No dilution factor and dilution timeout are configured. 

Views 

System view 
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Default command level 

2: System level 

Parameters 

factor factor: Specifies the dilution factor for wireless location frames, in the range of 1 to 10000. A 

dilution factor restricts the number of frames reported by the AP to the location server. For example, if you 

configure the dilution factor as 10, the AP sends a wireless location frame to the location server every 

time it receives 10 wireless frames (excluding management and broadcast frames). 

timeout timeout: Specifies the dilution timeout for wireless location frames, in the range of 1 to 60 

seconds. When this option is specified, if the number of wireless frames does not reach the dilution factor 

within the timeout, the AP sends the most recent frame it received to the location server. 

Usage guidelines 

This command is available only when the wireless location mode is static. 

When you change the wireless location mode from static to dynamic, the command becomes 

unavailable and restores to its default setting. 

This command does not take effect when wireless location frame rate limit is configured. 

Related commands 

 wlan rfid-tracking engine-detection 

 wlan rfid-tracking rate-limit 

Examples 

# Configure both the dilution factor and timeout as 10 for wireless location packets. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking dilution factor 10 timeout 10 

New command: rfid-tracking engine-address 

Use rfid-tracking engine-address to specify an IPv4 address for the wireless location server. The AP uses 

this IP address as the destination address to send location frames to the location server. 

Use undo rfid-tracking engine-address to restore the default. 

Syntax 

rfid-tracking engine-address engine-address 

undo rfid-tracking engine-address 

Default 

No IPv4 address is configured for the location server. 

View 

AP template view, AP group view 

Default command level 

2: System level 

Parameters 

engine-address: Specifies an IPv4 address for the location server. 



 

179 

Usage guidelines 

This command is available only when the wireless location mode is static. 

When you change the wireless location mode from static to dynamic, the command becomes 

unavailable and restores to its default setting. 

Related commands 

wlan rfid-tracking engine-detection 

Examples 

# In AP template view, specify the IPv4 address of the location server as 192.168.10.10. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model MSM460-WW 

[Sysname-ap-ap1] rfid-tracking engine-address 192.168.10.10 

# In AP group view, specify the IPv4 address of the location server as 192.168.10.10. 

<Sysname> system-view 

[Sysname] wlan ap-group 10 

[Sysname-ap-group10] rfid-tracking engine-address 192.168.10.10 

New command: wlan rfid-tracking engine-detection 

Use wlan rfid-tracking engine-detection to specify a wireless location method. 

Use undo wlan rfid-tracking engine-detection to restore the default. 

Syntax 

wlan rfid-tracking engine-detection { static | dynamic } 

undo wlan rfid-tracking engine-detection 

Default 

The static wireless location method is used. 

Views 

System view 

Default command level 

2: System level 

Parameters 

static: Specifies static wireless location method. 

dynamic: Specifies the dynamic wireless location method. 

Usage guidelines 

You can change the wireless location method only when wireless location is disabled. 

This command is available only when the wireless location protocol is AeroScout. 

Examples 

# Specify the wireless location method as dynamic. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking engine-detection dynamic 
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New command: wlan rfid-tracking engine-type 

Use wlan rfid-tracking engine-type to specify a protocol for wireless location. 

Use undo wlan rfid-tracking engine-type to restore the default. 

Syntax 

wlan rfid-tracking engine-type { aero-scout | general } 

undo wlan rfid-tracking engine-type 

Default 

The AeroScout protocol is used for wireless location. 

Views 

System view 

Default command level 

2: System level 

Parameters 

aero-scout: Specifies the AeroScout protocol. 

general: Specifies a general wireless location protocol. 

Usage guidelines 

If the wireless location protocol is general, only the static wireless location method can be used. If the 

wireless location protocol is AeroScout, both static and dynamic wireless location methods can be used. 

You can change the protocol for wireless location only when wireless location is disabled. 

Examples 

# Specify the AeroScout protocol for wireless location. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking engine-type aero-scout 

New command: wlan rfid-tracking ignore beacon 

Use wlan rfid-tracking ignore beacon to enable ignoring beacon frames. 

Use undo wlan rfid-tracking ignore beacon to restore the default. 

Syntax 

wlan rfid-tracking ignore beacon 

undo wlan rfid-tracking ignore beacon 

Default 

Beacon frames are not ignored. 

Views 

System view 

Default command level 

2: System level 
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Usage guidelines 

Ignoring beacon frames prevents traffic flood to the location server. When this command is enabled, the 

wireless location module does not process beacon frames sent to it. 

Examples 

# Enable ignoring beacon frames. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking ignore beacon 

Modified command: rfid-tracking mode 

Syntax 

rfid-tracking mode { all | mu | tag } 

undo rfid-tracking mode { all | mu | tag } 

Views 

Radio view 

Change description 

This command is available only when the wireless location method is dynamic. 

When you change the wireless location method from dynamic to static, the command becomes 

unavailable and restores to its default setting. 

New command: wlan rfid-tracking rate-limit 

Use wlan rfid-tracking rate-limit to configure the rate at which the AP sends wireless location frames to 

the location server to prevent wireless location frame flood to the location server. 

Use undo wlan rfid-tracking rate-limit to restore the default. 

Syntax 

wlan rfid-tracking rate-limit rate 

undo wlan rfid-tracking rate-limit 

Default 

Wireless location frame sending rate is not limited. 

Views 

System view 

Default command level 

2: System level 

Parameters 

rate: Specifies the rate at which the AP sends wireless location frames to the location server, in the range 

of 16 to 300000 Kbps. 

Usage guidelines 

The dilution factor and dilution timeout configurations do not take effect after you configure this 

command. 
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Related commands 

wlan rfid-tracking dilution 

Examples 

# Configure the rate at which the AP sends wireless location frames to the location server as 1000 Kbps. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking rate-limit 1000 

New command: wlan rfid-tracking rssi-threshold 

Use wlan rfid-tracking rssi-threshold to configure an RSSI threshold for wireless location frames. When 

the RSSI of the wireless frames received by the AP is lower than the RSSI threshold, the wireless location 

module does not process these frames. 

Use undo wlan rfid-tracking rssi-threshold to restore the default. 

Syntax 

wlan rfid-tracking rssi-threshold rssi-threshold 

undo wlan rfid-tracking rssi-threshold 

Default 

No RSSI threshold is configured. 

Views 

System view 

Default command level 

2: System level 

Parameters 

rssi-threshold: Specifies an RSSI threshold for wireless location packets, in the range of 5 to 100. 

Examples 

# Configure the RSSI threshold for wireless location packets as 40. 

<Sysname> system-view 

[Sysname] wlan rfid-tracking rssi-threshold 40 

New feature: AP's support for the 802.1X client function 

Configuring an AP to support the 802.1X client function 

To prevent rogue AP attacks, you can enable 802.1X authentication on the access device connected to 

an AP. To implement this function, the AP must support the 802.1X client function. 

To enable an AP to be authenticated as an 802.1X client, perform the following steps: 

1. Make sure the AC and AP have established a tunnel with each other.  

2. Apply the 802.1X authentication configuration to the wlan_ap_cfg.wcfg file of the AP through AP 

provision function. 

3. Enable 802.1X authentication on the access device.  

4. Reboot the AP. 
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To configure an AP to support the 802.1X client function: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify the AP name and its 

model number and enter AP 

template view. 

wlan ap ap-name [ model 

model-name [ id ap-id ] ] 

Specify the model name only when 

you create a new AP template. 

3. Enter AP configuration view. provision 

After you create AP provision view, 

the device automatically adds the 

vlan untagged 1 command for the 

AP. 

This command also enables the AP 

provision function. 

An auto AP cannot be configured 

with the AP provision function. 

4. Configure an authentication 

username for the AP. 

dot1x supplicant username 

username 

By default, no authentication 

username is configured for an AP 

when it operates as an 802.1X 

client. 

5. Configure an authentication 

password for the AP. 

dot1x supplicant password 

{ simple | cipher } 

By default, no authentication 

password is configured for an AP 

when it operates as an 802.1X 

client. 

6. Configure an authentication 

method for the AP. 

dot1x supplicant eap-method 

{ md5 | peap-gtc | 

peap-mschapv2 | ttls-gtc | 

ttls-mschapv2 } 

Optional. 

By default, no authentication 

method is configured for an AP 

when it operates as an 802.1X 

client. 

The MD5 authentication method is 

used by default after you enable 

the 802.1X client function for the 

AP. 

7. Enable the 802.1X client 

function for the AP. 
dot1x supplicant enable 

By default, the 802.1X client 

function is not enabled for an AP. 

 

Command reference 

dot1x supplicant eap-method 

Use dot1x supplicant eap-method to configure an authentication method for an AP operating as an 

802.1X client. 

Use undo dot1x supplicant eap-method to remove the authentication method. 

Syntax 

dot1x supplicant eap-method { md5 | peap-gtc | peap-mschapv2 | ttls-gtc | ttls-mschapv2 } 

undo dot1x supplicant eap-method 
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Default 

No authentication method is configured for an AP when it operates as an 802.1X client. 

Views 

AP template view 

Default command level 

2: System level 

Parameters 

md5: Specifies the MD5 authentication method. 

peap-gtc: Specifies the PEAP-GTC authentication method. 

peap-mschapv2: Specifies the PEAP-MSCHAPV2 authentication method. 

ttls-gtc: Specifies the TTLS-GTC authentication method. 

ttls-mschapv2: Specifies the TTLS-MSCHAPV2 authentication method. 

Usage guidelines 

The MD5 authentication method is used by default after you enable the 802.1X client function for the AP. 

Examples 

# Configure the authentication method for AP 1 that operates as an 802.1X client as md5. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model MSM460-WW 

[Sysname-wlan-ap-ap1] provision 

[Sysname-wlan-ap-ap1-prvs] dot1x supplicant eap-method md5 

dot1x supplicant enable 

Use dot1x supplicant enable to enable the 802.1X client function for an AP. 

Use undo dot1x supplicant enable to disable the 802.1X client function for an AP. 

Syntax 

dot1x supplicant enable 

undo dot1x supplicant enable 

Default 

The 802.1X client is not enabled for an AP. 

Views 

AP template view 

Default command level 

2: System level 

Examples 

# Enable the 802.1X client function for AP 1. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model MSM460-WW 

[Sysname-wlan-ap-ap1] provision 
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[Sysname-wlan-ap-ap1-prvs] dot1x supplicant enable 

dot1x supplicant password 

Use dot1x supplicant password to configure an authentication password for an AP operating as an 

802.1X client. 

Use undo dot1x supplicant password to remove the authentication password. 

Syntax 

dot1x supplicant password { cipher | simple } password 

undo dot1x supplicant password 

Default 

No authentication password is configured for an AP when it operates as an 802.1X client. 

Views 

AP template view 

Default command level 

2: System level 

Parameters 

cipher: Sets a ciphertext password.  

simple: Sets a plaintext password.  

password: Specifies the password string. This argument is case sensitive. A cipher password is a string 

of 1 to 201 characters. A plaintext password is a string of 1 to 127 characters. 

Examples 

# Configure the authentication password for AP 1 that operates as an 802.1X client as 123456. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model MSM460-WW 

[Sysname-wlan-ap-ap1] provision 

[Sysname-wlan-ap-ap1-prvs] dot1x supplicant supplicant password simple 123456 

dot1x supplicant username 

Use dot1x supplicant username to configure an authentication username for an AP operating as an 

802.1X client. 

Use undo dot1x supplicant username remove the authentication username. 

Syntax 

dot1x supplicant username username 

undo dot1x supplicant username 

Default 

No authentication username is configured for an AP when it operates as an 802.1X client. 

Views 

AP template view 
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Default command level 

2: System level 

Parameters 

username: Specifies the authentication username for 802.1X authentication, a case-sensitive string of 1 

to 253 characters. 

Examples 

# Configure the authentication username for AP 1 that operates as an 802.1X client as aaa. 

<Sysname> system-view 

[Sysname] wlan ap ap1 model MSM460-WW 

[Sysname-wlan-ap-ap1] provision 

[Sysname-wlan-ap-ap1-prvs] dot1x supplicant username aaa 

New feature: DHCP broadcast reply verification by DHCP 

snooping device 

Enabling the DHCP snooping device to verify DHCP broadcast replies 

By default, if the DHCP server sends DHCP-OFFER and DHCP-ACK messages to a broadcast address, 

these messages are sent to all ACs and then to all APs. This burdens the WLAN network. 

The DHCP broadcast reply verification enables the DHCP snooping device to drop DHCP-OFFER and 

DHCP-ACK broadcast messages that do not match any DHCP snooping entries. This feature limits the 

number of broadcasts in a WLAN, saving network resources. 

To enable the DHCP snooping device to verify DHCP broadcast replies: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type 

interface-number 
N/A 

3. Enable the DHCP 

snooping device to 

verify DHCP broadcast 

replies. 

dhcp-snooping verify 

reply-message 

By default, the DHCP snooping device 

does not verify DHCP broadcast replies. 

It forwards the replies to the destination 

broadcast address. 

 

Command reference 

dhcp-snooping verify reply-message 

Use dhcp-snooping verify reply-message to enable the DHCP snooping device to verify DHCP 

broadcast replies. 

Use undo dhcp-snooping verify reply-message to disable the DHCP broadcast reply verification on the 

interface. 

Syntax 

dhcp-snooping verify reply-message 
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undo dhcp-snooping verify reply-message 

Default 

The DHCP snooping device does not verify DHCP broadcast replies. It forwards the replies to the 

destination broadcast address. 

Views 

Layer 2 Ethernet interface view, Layer 2 aggregate interface view, WLAN-ESS interface view 

Default command level 

2: System level 

Usage guidelines 

This command enables the DHCP snooping device to drop DHCP-OFFER and DHCP-ACK broadcast 

messages that do not match any DHCP snooping entries. 

Examples 

# Enable the DHCP snooping device to verify DHCP broadcast replies on GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] dhcp-snooping verify reply-message 

New feature: LLDP(on an AC) 

Overview 

In a heterogeneous network, having a standard configuration exchange platform ensures that different 

types of network devices from different vendors can discover one another and exchange configuration 

information for the sake of interoperability and management. 

IETF drafted the Link Layer Discovery Protocol (LLDP) in IEEE 802.1AB. The protocol operates on the data 

link layer to exchange device information between directly connected devices. With LLDP, a device sends 

local device information (including its major functions, management IP address, device ID, and port ID) 

as TLV triplets in LLDP Data Units (LLDPDUs) to directly connected devices. At the same time, the device 

stores device information received in LLDPDUs sent from LLDP neighbors in a standard MIB. For more 

information about MIBs, see Network Management and Monitoring Configuration Guide. LLDP enables 

a network management system to quickly detect and identify changes to Layer 2 network topology.  

Basic concepts 

LLDPDU formats 

LLDP sends device information in LLDPDUs. LLDPDUs are encapsulated in Ethernet II or SNAP frames. 

1. Ethernet II-encapsulated LLDPDU format 
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Figure 1 Ethernet II-encapsulated LLDPDU format 

 
 

Table 2 Fields in an Ethernet II-encapsulated LLDPDU 

Field Description 

Destination MAC address 
MAC address to which the LLDPDU is advertised. It is fixed to 

0x0180-C200-000E, a multicast MAC address. 

Source MAC address MAC address of the sending port. 

Type Ethernet type for the upper layer protocol. It is 0x88CC for LLDP.  

Data LLDPDU. 

FCS 
Frame check sequence, a 32-bit CRC value used to determine the validity of 

the received Ethernet frame. 

 

2. SNAP-encapsulated LLDPDU format 

Figure 2 SNAP-encapsulated LLDPDU format 

 
 

Table 3 Fields in a SNAP-encapsulated LLDPDU 

Field Description 

Destination MAC address 
MAC address to which the LLDPDU is advertised. It is fixed at 

0x0180-C200-000E, a multicast MAC address.  

Source MAC address MAC address of the sending port. 

Type 
SNAP type for the upper layer protocol. It is 0xAAAA-0300-0000-88CC for 

LLDP.  

Data = LLDPDU

(1500 bytes)

0

Destination MAC address

Source MAC address

Type

15 31

FCS

Data = LLDPDU

(n bytes)

0

Destination MAC address

Source MAC address

Type

15 31

FCS
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Field Description 

Data LLDPDU. 

FCS 
Frame check sequence, a 32-bit CRC value used to determine the validity of 

the received Ethernet frame. 

 

LLDPDUs 

LLDP uses LLDPDUs to exchange information. An LLDPDU comprises multiple TLV sequences. Each TLV 

carries a type of device information, as shown in 1155HFigure 3. 

Figure 3 LLDPDU encapsulation format 

 
 

An LLDPDU can carry up to 28 types of TLVs. Mandatory TLVs include Chassis ID TLV, Port ID TLV, Time 

to Live TLV, and End of LLDPDU TLV. Other TLVs are optional.  

TLVs 

TLVs are type, length, and value sequences that carry information elements. The type field identifies the 

type of information, the length field measures the length of the information field in octets, and the value 

field contains the information itself.  

LLDPDU TLVs fall into the following categories:  

 Basic management TLVs 

 Organizationally (IEEE 802.1 and IEEE 802.3) specific TLVs 

 LLDP-MED (media endpoint discovery) TLVs 

Basic management TLVs are essential to device management. Organizationally specific TLVs and 

LLDP-MED TLVs are used for enhanced device management, and they are defined by standardization or 

other organizations and are optional to LLDPDUs.  

 Basic management TLVs: 

1156HTable 4 lists the basic management TLV types. Some of them are mandatory to LLDPDUs, that is, 

must be included in every LLDPDU. 

Table 4 Basic management TLVs 

Type Description Remarks 

Chassis ID 
Specifies the bridge MAC address of the sending 

device. 

Mandatory. 
Port ID 

Specifies the ID of the sending port. 

If the LLDPDU carries LLDP-MED TLVs, the port ID TLV 

carries the MAC address of the sending port. 

Otherwise, the port ID TLV carries the port name.  

Time to Live 
Specifies the life of the transmitted information on 

the receiving device. 

End of LLDPDU Marks the end of the TLV sequence in the LLDPDU. 

...Optional TLVChassis ID TLV Port ID TLV Time To Live TLV End of LLDPDU TLVOptional TLV
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Type Description Remarks 

Port Description Specifies the port description of the sending port. 

Optional. 

System Name Specifies the assigned name of the sending device. 

System Description Specifies the description of the sending device. 

System Capabilities 
Identifies the primary functions of the sending device 

and the enabled primary functions. 

Management Address 

Specifies the management address, and the 

interface number and OID associated with the 

address. 

 

 IEEE 802.1 organizationally specific TLVs 

Table 5 IEEE 802.1 organizationally specific TLVs 

Type Description 

Port VLAN ID Specifies the PVID. An LLDPDU carries only one TLV of this type. 

Port And Protocol VLAN ID 

Indicates whether the device supports protocol VLANs and, if so, what VLAN 

IDs these protocols will be associated with. An LLDPDU can carry multiple 

different TLVs of this type. 

VLAN Name 
Specifies the name of any VLAN to which the port belongs. An LLDPDU can 

carry multiple different TLVs of this type. 

Protocol Identity 
Indicates protocols supported on the port. An LLDPDU can carry multiple 

different TLVs of this type. 

 

 NOTE: 

HP devices support only receiving protocol identity TLVs. 
 

 IEEE 802.3 organizationally specific TLVs 

Table 6 IEEE 802.3 organizationally specific TLVs 

Type Description 

MAC/PHY Configuration/Status 

Contains the bit-rate and duplex capabilities of the sending port, 

support for auto negotiation, enabling status of auto negotiation, 

and the current rate and duplex mode. 

Power Via MDI 

Contains the power supply capabilities of the port:  

 Port class (PSE or PD). 

 Power supply mode. 

 Whether PSE power supply is supported. 

 Whether PSE power supply is enabled. 

 Whether pair selection can be controlled.  

Link Aggregation 

Indicates the aggregation capability of the port (whether the link can 

be aggregated), and the aggregation status (whether the link is in 

an aggregation). 

Maximum Frame Size 
Indicates the supported maximum frame size. It is now the MTU of 

the port. 



 

191 

Type Description 

Power Stateful Control 

Indicates the power state control configured on the sending port, 

including the following: 

 Power supply mode of the PSE/PD. 

 PSE/PD priority. 

 PSE/PD power. 
 

 NOTE: 

The Power Stateful Control TLV is defined in IEEE P802.3at D1.0. Later versions no longer support this TLV. 

HP devices send this type of TLV only after receiving them. 
 

LLDP-MED TLVs 

LLDP-MED TLVs provide multiple advanced applications for VoIP, such as basic configuration, network 

policy configuration, and address and directory management. LLDP-MED TLVs provide a cost-effective 

and easy-to-use solution for deploying voice devices in Ethernet. LLDP-MED TLVs are shown in 1157HTable 7. 

Table 7 LLDP-MED TLVs 

Type Description 

LLDP-MED Capabilities 
Allows a network device to advertise the LLDP-MED TLVs that it 

supports. 

Network Policy 

Allows a network device or terminal device to advertise the VLAN ID of 

the specific port, VLAN type, and Layer 2 and Layer 3 priorities for 

specific applications. 

Extended Power-via-MDI 
Allows a network device or terminal device to advertise power supply 

capability. This TLV is an extension of the Power Via MDI TLV. 

Hardware Revision Allows a terminal device to advertise its hardware version. 

Firmware Revision Allows a terminal device to advertise its firmware version. 

Software Revision Allows a terminal device to advertise its software version. 

Serial Number Allows a terminal device to advertise its serial number. 

Manufacturer Name Allows a terminal device to advertise its vendor name. 

Model Name Allows a terminal device to advertise its model name. 

Asset ID 

Allows a terminal device to advertise its asset ID. The typical case is 

that the user specifies the asset ID for the endpoint to assist directory 

management and asset tracking. 

Location Identification 

Allows a network device to advertise the appropriate location 

identifier information for a terminal device to use in the context of 

location-based applications. 

 

Management address 

The network management system uses the management address of a device to identify and manage the 

device for topology maintenance and network management. The management address TLV 

encapsulates the management address. 
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Work mechanism 

LLDP operating modes 

LLDP can operate in one of the following modes: 

 TxRx mode—A port in this mode sends and receives LLDPDUs. 

 Tx mode—A port in this mode only sends LLDPDUs.  

 Rx mode—A port in this mode only receives LLDPDUs. 

 Disable mode—A port in this mode does not send or receive LLDPDUs. 

Each time the LLDP operating mode of a port changes, its LLDP protocol state machine re-initializes. A 

re-initialization delay, which is user configurable, prevents LLDP from being initialized too frequently 

when the operating mode changes frequently. With this delay configured, after the LLDP operating mode 

changes, a port must wait for the specified interval before it can initialize LLDP.  

Transmitting LLDPDUs 

An LLDP-enabled port operating in TxRx mode or Tx mode sends LLDPDUs to its directly connected 

devices both periodically and when the local configuration changes. To prevent LLDPDUs from 

overwhelming the network during times of frequent changes to local device information, an interval is 

introduced between two successive LLDPDUs. 

This interval is shortened to 1 second in either of the following cases:  

 A new neighbor is discovered. A new LLDPDU is received and carries new device information to the 

local device.  

 The LLDP operating mode of the port changes from Disable or Rx to TxRx or Tx.  

This is the fast sending mechanism of LLDP. With this mechanism, a specific number of LLDPDUs are sent 

successively at 1-second intervals, to help LLDP neighbors quickly discover the local device. Then, the 

normal LLDPDU transmit interval resumes. 

Receiving LLDPDUs 

An LLDP-enabled port that is operating in TxRx mode or Rx mode checks the validity of TLVs carried in 

every received LLDPDU. If valid, the information is saved and an aging timer is set for it based on the TTL 

value in the Time to Live TLV carried in the LLDPDU. If the TTL value is zero, the information ages out 

immediately.  

Protocols and standards 

 IEEE 802.1AB-2005, Station and Media Access Control Connectivity Discovery 

 ANSI/TIA-1057, Link Layer Discovery Protocol for Media Endpoint Devices 

LLDP configuration task list 

 

Task Remarks 

1158H
Performing basic LLDP 

configuration 

1159H
Enabling LLDP Required. 

1160H
Setting the LLDP operating mode Optional. 

1161H
Setting the LLDP re-initialization delay Optional. 



 

193 

Task Remarks 

1162H
Enabling LLDP polling Optional. 

1163H
Configuring the advertisable TLVs Optional. 

1164H
Configuring the management address and its 

encoding format 
Optional. 

1165H
Setting other LLDP parameters Optional. 

1166H
Setting an encapsulation format for LLDPDUs Optional. 

1167H
Configuring CDP compatibility Optional. 

1168H
Configuring LLDP trapping Optional. 

 

 NOTE: 

LLDP-related configurations made in Ethernet interface view take effect only on the current port, and those 

made in port group view take effect on all ports in the current port group. 
 

Performing basic LLDP configuration 

Enabling LLDP 

To make LLDP take effect on specific ports, you must enable LLDP both globally and on these ports.  

To enable LLDP: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable LLDP globally. lldp enable 
By default, LLDP is disabled 

globally. 

3. Enter Ethernet interface 

view or port group view. 

 Enter Layer 2 Ethernet interface view: 

interface interface-type interface-number 

 Enter port group view: 

port-group manual port-group-name 

Use either command. 

4. Enable LLDP. lldp enable 

Optional. 

By default, LLDP is enabled 

on a port. 

 

Setting the LLDP operating mode 

LLDP can operate in one of the following modes: 

 TxRx mode—A port in this mode sends and receives LLDPDUs. 

 Tx mode—A port in this mode only sends LLDPDUs.  

 Rx mode—A port in this mode only receives LLDPDUs. 

 Disable mode—A port in this mode does not send or receive LLDPDUs. 

To set the LLDP operating mode: 
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 

view or port group view. 

 Enter Layer 2 Ethernet interface view: 

interface interface-type interface-number 

 Enter port group view: 

port-group manual port-group-name 

Use either command. 

3. Set the LLDP operating 

mode. 
lldp admin-status { disable | rx | tx | txrx } 

Optional. 

The default LLDP operating 

mode is TxRx. 

 

Setting the LLDP re-initialization delay 

When LLDP operating mode changes on a port, the port initializes the protocol state machines after a 

certain delay. By adjusting the LLDP re-initialization delay, you can avoid frequent initializations caused 

by frequent changes to the LLDP operating mode on a port.  

To set the LLDP re-initialization delay for ports: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Set the LLDP re-initialization 

delay. 
lldp timer reinit-delay delay 

Optional. 

The default setting is 2 seconds. 

 

Enabling LLDP polling 

With LLDP polling enabled, a device periodically searches for local configuration changes. On detecting 

a configuration change, the device sends LLDPDUs to inform neighboring devices of the change. 

To enable LLDP polling: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 

view or port group view. 

 Enter Layer 2 Ethernet interface view: 

interface interface-type interface-number 

 Enter port group view: 

port-group manual port-group-name 

Use either command. 

3. Enable LLDP polling and set 

the polling interval. 
lldp check-change-interval interval 

By default, LLDP polling is 

disabled. 
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Configuring the advertisable TLVs 

 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface view 

or port group view. 

 Enter Layer 2 Ethernet interface view: 

interface interface-type interface-number 

 Enter port group view: 

port-group manual port-group-name 

Use either command. 

3. Configure the advertisable 

TLVs in Layer 2 Ethernet 

interface view or port group 

view. 

lldp tlv-enable { basic-tlv { all | 

port-description | system-capability | 

system-description | system-name } | 

dot1-tlv { all | port-vlan-id | protocol-vlan-id 

[ vlan-id ] | vlan-name [ vlan-id ] } | dot3-tlv 

{ all | link-aggregation | mac-physic | 

max-frame-size | power } | med-tlv { all | 

capability | inventory | location-id 

{ civic-address device-type country-code 

{ ca-type ca-value }&<1–10> | elin-address 

tel-number } | network-policy | 

power-over-ethernet } } 

Optional. 

By default, all types of 

LLDP TLVs except location 

identification TLVs are 

advertisable on a Layer 2 

Ethernet port. 

 

Configuring the management address and its encoding format 

LLDP encodes management addresses in numeric or character string format in management address 

TLVs.  

By default, management addresses are encoded in numeric format. If a neighbor encodes its 

management address in character string format, you must configure the encoding format of the 

management address as string on the connecting port to guarantee normal communication with the 

neighbor.  

To configure a management address to be advertised and its encoding format on a port or group of 

ports: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface view 

or port group view. 

 Enter Layer 2 Ethernet interface 

view: 

interface interface-type 

interface-number 

 Enter port group view: 

port-group manual 

port-group-name 

Use either command. 
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Step Command Remarks 

3. Allow LLDP to advertise the 

management address in 

LLDPDUs and configure the 

advertised management 

address. 

lldp management-address-tlv 

[ ip-address ] 

Optional. 

By default, the management 

address is sent through LLDPDUs. 

For a Layer 2 Ethernet port, the 

management address is the main IP 

address of the lowest-ID VLAN 

carried on the port. If none of the 

carried VLANs is assigned an IP 

address, no management address 

will be advertised.  

4. Configure the encoding 

format of the management 

address as a character string. 

lldp management-address-format 

string 

Optional. 

By default, the management 

address is encapsulated in numeric 

format.  

 

Setting other LLDP parameters 

The Time to Live TLV carried in an LLDPDU determines how long the device information carried in the 

LLDPDU can be saved on a recipient device.  

By setting the TTL multiplier, you can configure the TTL of locally sent LLDPDUs, which determines how 

long information about the local device can be saved on a neighboring device. The TTL is calculated with 

the following formula: 

TTL = Min (65535, (TTL multiplier × LLDPDU transmit interval)) 

As shown in the expression, the TTL can be up to 65535 seconds. TTLs greater than 65535 will be 

rounded down to 65535 seconds.  

Configuration restrictions and guidelines 

 To make sure that LLDP neighbors can receive LLDPDUs to update information about the current 

device before it ages out, configure both the LLDPDU transmit delay to be less than the TTL. 

 It is a good practice to set the LLDPDU transmit interval to be no less than four times the LLDPDU 

transmit delay. 

 If the LLDPDU transmit delay is greater than the LLDPDU transmit interval, the device uses the 

LLDPDU transmit delay as the transmit interval. 

Configuration procedure 

To change LLDP parameters: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Set the TTL multiplier. lldp hold-multiplier value 
Optional. 

The default setting is 4. 

3. Set the LLDPDU transmit 

interval. 
lldp timer tx-interval interval 

Optional. 

The default setting is 30 

seconds. 
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Step Command Remarks 

4. Set the LLDPDU transmit delay. lldp timer tx-delay delay 
Optional. 

The default setting is 2 seconds. 

5. Set the number of LLDPDUs 

sent each time fast LLDPDU 

transmission is triggered. 

lldp fast-count count 
Optional. 

The default setting is 3. 

 

Setting an encapsulation format for LLDPDUs 

LLDPDUs can be encapsulated in the following formats:  

 Ethernet II encapsulation—An LLDP port sends LLDPDUs in Ethernet II frames and processes only 

incoming, Ethernet II encapsulated LLDPDUs.  

 SNAP encapsulation—An LLDP port sends LLDPDUs in SNAP frames and processes only incoming, 

SNAP encapsulated LLDPDUs.  

By default, LLDPDUs are encapsulated in Ethernet II frames. If neighbor devices encapsulate LLDPDUs in 

SNAP frames, configure the encapsulation format for LLDPDUs as SNAP to guarantee normal 

communication with neighbors.  

LLDP-CDP (Cisco Discovery Protocol) packets use only SNAP encapsulation. 

To set the encapsulation format for LLDPDUs to SNAP: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 

view or port group view. 

 Enter Layer 2 Ethernet interface view: 

interface interface-type interface-number 

 Enter port group view: 

port-group manual port-group-name 

Use either command. 

3. Set the encapsulation 

format for LLDPDUs to 

SNAP. 

lldp encapsulation snap 

By default, Ethernet II 

encapsulation format 

applies. 

 

Configuring CDP compatibility 

To make your device work with Cisco IP phones, you must enable CDP compatibility. 

If your LLDP-enabled device cannot recognize CDP packets, it does not respond to requests from Cisco IP 

phones for the voice VLAN ID configured on the device. When a requesting Cisco IP phone sends voice 

traffic without any tag to your device, your device cannot differentiate the voice traffic from other types of 

traffic. 

With CDP compatibility enabled, your device can receive and recognize CDP packets from a Cisco IP 

phone and respond with CDP packets, which carry TLVs with the voice VLAN configuration. The IP phone 

automatically configures the voice VLAN according to TLVs with the voice VLAN configuration. As a 

result, voice traffic is confined in the configured voice VLAN, and differentiated from other types of traffic.  

For more information about voice VLANs, see "Configuring voice VLANs." 
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Configuration prerequisites 

Before you configure CDP compatibility, complete the following tasks: 

 Globally enable LLDP.  

 Enable LLDP on the port connecting to an IP phone and configure the port to operate in TxRx mode.  

Configuring CDP compatibility 

CDP-compatible LLDP operates in one of the following modes: 

 TxRx—CDP packets can be transmitted and received.  

 Disable—CDP packets can be neither transmitted nor received.  

LLDP traps are sent periodically, and the interval is configurable. To make CDP-compatible LLDP take 

effect on specific ports, first enable CDP-compatible LLDP globally, and then configure CDP-compatible 

LLDP to operate in TxRx mode.  

The maximum TTL value that CDP allows is 255 seconds. To make CDP-compatible LLDP work properly 

with Cisco IP phones, make sure that the product of the TTL multiplier and the LLDPDU transmit interval is 

less than 255 seconds. 

To enable LLDP to be compatible with CDP: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable CDP compatibility 

globally. 
lldp compliance cdp 

By default, CDP compatibility is 

disabled globally.  

3. Enter Ethernet interface view 

or port group view. 

 Enter Layer 2 Ethernet interface 

view: 

interface interface-type 

interface-number 

 Enter port group view: 

port-group manual 

port-group-name 

Use either command. 

4. Configure CDP-compatible 

LLDP to operate in TxRx mode. 

lldp compliance admin-status cdp 

txrx 

By default, CDP-compatible LLDP 

operates in Disable mode. 

 

Configuring LLDP trapping 

LLDP trapping notifies the NMS of events such as newly-detected neighboring devices and link 

malfunctions. 

To prevent excessive LLDP traps from being sent when the topology is unstable, set a trap transmit interval 

for LLDP.  

To configure LLDP trapping: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter Ethernet interface 

view or port group view. 

 Enter Layer 2 Ethernet interface view: 

interface interface-type interface-number 

 Enter port group view: 

port-group manual port-group-name 

Use either command. 

3. Enable LLDP trapping. lldp notification remote-change enable 
By default, LLDP trapping is 

disabled. 

4. Return to system view. quit N/A 

5. Set the LLDP trap transmit 

interval. 
lldp timer notification-interval interval 

Optional. 

The default setting is 5 

seconds. 

 

Displaying and maintaining LLDP 

 

Task Command Remarks 

Display global LLDP information or 

information contained in LLDP TLVs 

to be sent through a port. 

display lldp local-information [ global | 

interface interface-type interface-number ] [ | 

{ begin | exclude | include } 

regular-expression ] 

Available in any view. 

Display information contained in 

LLDP TLVs sent from neighboring 

devices. 

display lldp neighbor-information [ brief | 

interface interface-type interface-number 

[ brief ] | list [ system-name system-name ] ] 

[ | { begin | exclude | include } 

regular-expression ] 

Available in any view. 

Display LLDP statistics. 

display lldp statistics [ global | interface 

interface-type interface-number ] [ | { begin | 

exclude | include } regular-expression ] 

Available in any view. 

Display LLDP status of a port. 

display lldp status [ interface interface-type 

interface-number ] [ | { begin | exclude | 

include } regular-expression ] 

Available in any view. 

Display types of advertisable 

optional LLDP TLVs. 

display lldp tlv-config [ interface 

interface-type interface-number ] [ | { begin | 

exclude | include } regular-expression ]  

Available in any view. 

 

LLDP configuration commands 

display lldp local-information 

Use display lldp local-information to display the LLDP information to be sent. This information, contained 

in the LLDP TLVs, is sent to neighbor devices. 

Syntax 

display lldp local-information [ global | interface interface-type interface-number ] [ | { begin | exclude 

| include } regular-expression ] 
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Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

global: Displays the global LLDP information to be sent. 

interface interface-type interface-number: Displays the LLDP information to be sent out of the interface 

specified by its type and number.  

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 

If no keyword or argument is specified, this command displays all LLDP information to be sent. This 

information includes the global LLDP information and the LLDP information about the LLDP-enabled ports 

in the up state. 

Examples 

# Display all LLDP information to be sent. 

<Sysname> display lldp local-information 

Global LLDP local-information:                                                   

  Chassis ID         : 000f-1123-0e11                                            

  System name        : HP                                                        

  System description : HP Comware Platform Software HP 870. Product Version Rele 

ase 2607P19 Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.    

  System capabilities supported : Bridge,Router                                  

  System capabilities enabled   : Bridge,Router                                  

                                                                                 

  MED information                                                                

  Device class: Connectivity device                                              

                                                                                 

  HardwareRev               : Ver.A                                              

  FirmwareRev               : 1.09                                               

  SoftwareRev               : Release 2607P19                                    

  SerialNum                 : CN11G5N111                               

  Manufacturer name         : HP                                                 

  Model name                : HP 870                                             

  Asset tracking identifier : Unknown                                            

LLDP local-information of port 2[Ten-GigabitEthernet1/0/1]:                      

  Port ID subtype  : Interface name                                              

  Port ID          : Ten-GigabitEthernet1/0/1                                    

  Port description : Ten-GigabitEthernet1/0/1 Interface                          
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  Management address type           : ipv4                                       

  Management address                : 192.168.100.132                            

  Management address interface type : IfIndex                                    

  Management address interface ID   : 8                                          

  Management address OID            : 0                                          

                                                                                 

  Port VLAN ID(PVID): 1                                                          

                                                                                 

  Port and protocol VLAN ID(PPVID) : 0                                           

  Port and protocol VLAN supported : No                                          

  Port and protocol VLAN enabled   : No                                          

                                                                                 

  VLAN name of VLAN 1: VLAN 0001                                                 

                                                                                 

  Auto-negotiation supported : Yes                                               

  Auto-negotiation enabled   : No                                                

  OperMau                    : speed(10000)/duplex(Full)                         

                                                                                 

  PoE supported: No                                                              

                                                                                 

  Link aggregation supported : Yes                                               

  Link aggregation enabled   : Yes                                               

  Aggregation port ID        : 3                                                 

                                                                                 

  Maximum frame Size: 4096                                                       

                                                                                 

  MED information                                                                

  Media policy type        : Unknown                                             

  Unknown Policy           : Yes                                                 

  VLAN tagged              : No                                                  

  Media policy VlanID      : 0                                                   

  Media policy L2 priority : 0                                                   

  Media policy Dscp        : 0                                                   

LLDP local-information of port 3[Ten-GigabitEthernet1/0/2]:                      

  Port ID subtype  : Interface name                                              

  Port ID          : Ten-GigabitEthernet1/0/2                                    

  Port description : Ten-GigabitEthernet1/0/2 Interface                          

                                                                                 

  Management address type           : ipv4                                       

  Management address                : 192.168.100.132                            

  Management address interface type : IfIndex                                    

  Management address interface ID   : 8                                          

  Management address OID            : 0                                          

                                                                                 

  Port VLAN ID(PVID): 1                                                          

                                                                                 

  Port and protocol VLAN ID(PPVID) : 0                                           
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  Port and protocol VLAN supported : No                                          

  Port and protocol VLAN enabled   : No                                          

                                                                                 

  VLAN name of VLAN 1: VLAN 0001                                                 

                                                                                 

  Auto-negotiation supported : Yes                                               

  Auto-negotiation enabled   : No                                                

  OperMau                    : speed(10000)/duplex(Full)                         

                                                                                 

  PoE supported: No                                                              

                                                                                 

  Link aggregation supported : Yes                                               

  Link aggregation enabled   : Yes                                               

  Aggregation port ID        : 4                                                 

                                                                                 

  Maximum frame Size: 4096                                                       

                                                                                 

  MED information                                                                

  Media policy type        : Unknown                                             

  Unknown Policy           : Yes                                                 

  VLAN tagged              : No                                                  

  Media policy VlanID      : 0                                                   

  Media policy L2 priority : 0                                                   

  Media policy Dscp        : 0                                                   

LLDP local-information of port 4[Ten-GigabitEthernet1/0/3]:                      

  Port ID subtype  : Interface name                                              

  Port ID          : Ten-GigabitEthernet1/0/3                                    

  Port description : Ten-GigabitEthernet1/0/3 Interface                          

                                                                                 

  Management address type           : ipv4                                       

  Management address                : 192.168.100.132                            

  Management address interface type : IfIndex                                    

  Management address interface ID   : 8                                          

  Management address OID            : 0                                          

                                                                                 

  Port VLAN ID(PVID): 1                                                          

                                                                                 

  Port and protocol VLAN ID(PPVID) : 0                                           

  Port and protocol VLAN supported : No                                          

  Port and protocol VLAN enabled   : No                                          

                                                                                 

  VLAN name of VLAN 1: VLAN 0001                                                 

                                                                                 

  Auto-negotiation supported : Yes                                               

  Auto-negotiation enabled   : No                                                

  OperMau                    : speed(10000)/duplex(Full)                         

                                                                                 

  PoE supported: No                                                              
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  Link aggregation supported : Yes                                               

  Link aggregation enabled   : Yes                                               

  Aggregation port ID        : 5                                                 

                                                                                 

  Maximum frame Size: 4096                                                       

                                                                                 

  MED information                                                                

  Media policy type        : Unknown                                             

  Unknown Policy           : Yes                                                 

  VLAN tagged              : No                                                  

  Media policy VlanID      : 0                                                   

  Media policy L2 priority : 0                                                   

  Media policy Dscp        : 0                                                   

LLDP local-information of port 5[Ten-GigabitEthernet1/0/4]:                      

  Port ID subtype  : Interface name                                              

  Port ID          : Ten-GigabitEthernet1/0/4                                    

  Port description : Ten-GigabitEthernet1/0/4 Interface                          

                                                                                 

  Management address type           : ipv4                                       

  Management address                : 192.168.100.132                            

  Management address interface type : IfIndex                                    

  Management address interface ID   : 8                                          

  Management address OID            : 0                                          

                                                                                 

  Port VLAN ID(PVID): 1                                                          

                                                                                 

  Port and protocol VLAN ID(PPVID) : 0                                           

  Port and protocol VLAN supported : No                                          

  Port and protocol VLAN enabled   : No                                          

                                                                                 

  VLAN name of VLAN 1: VLAN 0001                                                 

                                                                                 

  Auto-negotiation supported : Yes                                               

  Auto-negotiation enabled   : No                                                

  OperMau                    : speed(10000)/duplex(Full)                         

                                                                                 

  PoE supported: No                                                              

                                                                                 

  Link aggregation supported : Yes                                               

  Link aggregation enabled   : Yes                                               

  Aggregation port ID        : 6                                                 

                                                                                 

  Maximum frame Size: 4096                                                       

                                                                                 

  MED information                                                                

  Media policy type        : Unknown                                             

  Unknown Policy           : Yes                                                 
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  VLAN tagged              : No                                                  

  Media policy VlanID      : 0                                                   

  Media policy L2 priority : 0                                                   

  Media policy Dscp        : 0                                           

Table 8 Command output 

Field Description 

Global LLDP local-information Global LLDP information to be sent. 

Chassis ID Bridge MAC address of the device. 

System capabilities supported 

Supported capabilities: 

 Bridge—Switching is supported. 

 Router—Routing is supported. 

System capabilities enabled 

Enabled capabilities: 

 Bridge—Switching is enabled. 

 Router—Routing is enabled. 

Device class 

MED device class: 

 Connectivity device—Network device. 

 Class I—Normal terminal device. It requires the basic LLDP discovery 

services. 

 Class II—Media terminal device. It supports media streams and can 

also function as a normal terminal device. 

 Class III—Communication terminal device. It supports the IP 

communication systems of end users and can also function as a normal 

terminal device or media terminal device. 

HardwareRev Hardware version. 

FirmwareRev Firmware version. 

SoftwareRev Software version. 

SerialNum Serial number. 

Manufacturer name Device manufacturer. 

Model name Device model. 

LLDP local-information of port 1 LLDP information to be sent out of port 1. 

Port ID subtype Port ID type, which can be MAC address or interface name. 

Port ID Port ID, the value of which depends on the port ID subtype. 

Management address interface 

type 
Numbering type of the interface identified by the management address.  

Management address interface 

ID 
Index of the interface identified by the management address. 

Management address OID Management address object ID. 

Port and protocol VLAN ID(PPVID) Port protocol VLAN ID. 

Port and protocol VLAN 

supported 
Indicates whether protocol VLAN is supported on the port. 

Port and protocol VLAN enabled Indicates whether protocol VLAN is enabled on the port.  

VLAN name of VLAN 1 Name of VLAN 1. 
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Field Description 

Auto-negotiation supported Indicates whether auto-negotiation is supported on the port. 

Auto-negotiation enabled Indicates whether auto-negotiation is enabled on the port. 

OperMau Speed and duplex state of the port.  

PoE supported Indicates whether PoE is supported on the port. 

Link aggregation supported Indicates whether link aggregation is supported. 

Link aggregation enabled Indicates whether link aggregation is enabled. 

Aggregation port ID Aggregation group ID, which is 0 when link aggregation is disabled. 

MED information MED LLDP information. 

Media policy type 

Media policy type: 

 unknown. 

 voice. 

 voiceSignaling. 

 guestVoice. 

 guestVoiceSignaling. 

 softPhoneVoice. 

 videoconferencing. 

 streamingVideo. 

 videoSignaling. 

Unknown Policy Indicates whether the media policy is unknown. 

VLAN tagged Indicates whether packets of the media VLAN are tagged. 

Media Policy VlanID ID of the media VLAN. 

Media Policy L2 priority Layer 2 priority. 

Media Policy Dscp DSCP precedence. 

 

display lldp neighbor-information 

Use display lldp neighbor-information to display the LLDP information carried in LLDP TLVs sent from the 

neighboring devices.  

Syntax 

display lldp neighbor-information [ brief | interface interface-type interface-number [ brief ] | list 

[ system-name system-name ] ] [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

brief: Displays the summary of LLDP information sent from the neighboring devices. If this keyword is not 

specified, this command displays detailed LLDP information sent from the neighboring devices. 
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interface interface-type interface-number: Displays the LLDP information sent from the neighboring 

devices received through a port specified by its type and number. If this option is not specified, this 

command displays the LLDP information sent from the neighboring devices received through all ports. 

list: Displays the LLDP information sent from the neighboring devices in the form of a list. 

system-name system-name: Displays the LLDP information sent from a neighboring device specified by its 

system name. The system-name argument is a character string of 1 to 255 characters. If this option is not 

specified, this command displays the LLDP information sent from all neighboring devices in a list. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Examples 

# Display the LLDP information sent from the neighboring devices received through all ports. 

<Sysname> display lldp neighbor-information 

 

LLDP neighbor-information of port 2[Ten-GigabitEthernet1/0/1]:                   

  Neighbor index   : 1                                                           

  Update time      : 0 days,7 hours,14 minutes,43 seconds                        

  Chassis type     : MAC address                                                 

  Chassis ID       : 00e0-fc00-5800                                              

  Port ID type     : Interface name                                              

  Port ID          : Ten-GigabitEthernet1/0/29                                   

  Port description : Ten-GigabitEthernet1/0/29 Interface                         

  System name        : HP                                                        

  System description : HP Comware Platform Software, Software Version 5.20.105,  

Release 2607P18 HP 870 LSW Copyright (c) 2010-2014 Hewlett-Packard Development C 

ompany, L.P.                                                                     

  System capabilities supported : Bridge,Router                                  

  System capabilities enabled   : Bridge,Router                                  

                                                                                 

  Management address type           : ipv4                                       

  Management address                : 192.168.100.142                            

  Management address interface type : IfIndex                                    

  Management address interface ID   : 35                                         

  Management address OID            : 0                                          

                                                                                 

  Port VLAN ID(PVID): 1                                                          

                                                                                 

  Port and protocol VLAN ID(PPVID) : 0                                           

  Port and protocol VLAN supported : Yes                                         

  Port and protocol VLAN enabled   : No                                          

                                                                                 

  VLAN name of VLAN 1: VLAN 0001                                                 
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  Auto-negotiation supported : Yes                                               

  Auto-negotiation enabled   : Yes                                               

  OperMau                    : speed(0)/duplex(Unknown)                          

                                                                                 

  Power port class          : PD                                                 

  PSE power supported       : No                                                 

  PSE power enabled         : No                                                 

  PSE pairs control ability : No                                                 

  Power pairs               : Signal                                             

  Port power classification : Class 0                                            

                                                                                 

  Link aggregation supported : Yes                                               

  Link aggregation enabled   : Yes                                               

  Aggregation port ID        : 31                                                

                                                                                 

  Maximum frame Size: 10000                                                      

                                                                                 

                                                                                 

  ---- More ----                                                                 

# Display the LLDP information sent from all neighboring devices in a list. 

<Sysname> display lldp neighbor-information list 

 

System Name          Local Interface Chassis ID      Port ID                     

HP                   XGE1/0/1        00e0-fc00-5800  Ten-GigabitEthernet1/0/29   

HP                   XGE1/0/2        00e0-fc00-5800  Ten-GigabitEthernet1/0/30   

HP                   XGE1/0/3        00e0-fc00-5800  Ten-GigabitEthernet1/0/31   

HP                   XGE1/0/4        00e0-fc00-5800  Ten-GigabitEthernet1/0/32   

Table 9 Command output 

Field Description 

LLDP neighbor-information of port 1 LLDP information received through port 1. 

Update time 
Time when LLDP information about a neighboring device was last 

updated. 

Chassis type 

Chassis ID representation: 

 Chassis component. 

 Interface alias. 

 Port component. 

 MAC address. 

 Network address (ipv4). 

 Interface name. 

 Locally assigned—Indicates a locally-defined chassis type other 

than those listed above. 

Chassis ID 

ID that identifies the LLDP sending device, which can be a MAC 

address, a network address, an interface or some other value 

depending on the chassis type. 
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Field Description 

Port ID type 

Port ID representation: 

 Interface alias. 

 Port component. 

 MAC address. 

 Network address (ipv4). 

 Interface name. 

 Agent circuit ID. 

 Locally assigned—Indicates a locally-defined port ID type other 

than those listed above. 

Port ID Value of the port ID type. 

System name System name of the neighboring device. 

System description System description of the neighboring device. 

System capabilities supported 

Capabilities supported on the neighboring device: 

 Repeater—Signal repeating is supported. 

 Bridge—Switching is supported. 

 Router—Routing is supported. 

System capabilities enabled 

Capabilities enabled on the neighboring device: 

 Repeater—Signal repeating is enabled. 

 Bridge—Switching is enabled. 

 Router—Routing is enabled. 

Management address OID Management address object ID. 

Port and protocol VLAN ID(PPVID) Port protocol VLAN ID.  

Port and protocol VLAN supported Indicates whether protocol VLAN is supported on the port. 

Port and protocol VLAN enabled Indicates whether protocol VLAN is enabled on the port. 

VLAN name of VLAN 1 Name of VLAN 1. 

Auto-negotiation supported Indicates whether auto-negotiation is supported on the port. 

Auto-negotiation enabled Indicates whether auto-negotiation is enabled on the port. 

OperMau Speed and duplex state on the port. 

Power port class 

PoE device type: 

 PSE—Power sourcing equipment. 

 PD—Powered device. 

PSE power supported Indicates whether the device can operate as a PSE. 

PSE power enabled Indicates whether the device is operating as a PSE. 

PSE pairs control ability Indicates whether the pair selection ability is available. 

Power pairs 

Power supply mode:  

 Signal—Uses data pairs to supply power. 

 Spare—Uses spare pairs to supply power. 
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Field Description 

Port power classification 

Port power classification of the PD: 

 Class 0. 

 Class 1. 

 Class 2. 

 Class 3. 

 Class 4. 

Link aggregation supported Indicates whether link aggregation is supported. 

Link aggregation enabled Indicates whether link aggregation is enabled. 

Aggregation port ID Aggregation group ID, which is 0 when link aggregation is disabled. 

Location format 

Location information format: 

 Invalid—The format of the location information is invalid.  

 Coordinate-based LCI—The location information is 

coordinate-based. 

 Civic Address LCI—Typical address information. 

 ECS ELIN—Telephone for urgencies. 

PoE PSE power source 

PSE power type: 

 Unknown—Unknown power supply. 

 Primary—Primary power supply. 

 Backup—Backup power supply. 

PoE PD power source 

PD power type: 

 Unknown—Unknown power supply. 

 PSE—PSE power supply. 

 Local—Local power supply. 

 PSE and local—PSE and local power supplies. 

Port PSE Priority 

PoE power supply priority of PSE ports: 

 Unknown. 

 Critical. 

 High. 

 Low. 

Port PD Priority 

PoE power receiving priority of PD ports: 

 Unknown. 

 Critical. 

 High. 

 Low. 

Port available power value 
Available PoE power on PSE ports, or power needed on PD ports, in 

watts. 

TLV type Unknown basic TLV type. 

TLV information Information contained in the unknown basic TLV type. 

Unknown organizationally-defined TLV Unknown organizationally specific TLV. 

TLV OUI OUI of the unknown organizationally specific TLV. 

TLV subtype Unknown organizationally specific TLV subtype. 

Index Unknown organization index. 
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Field Description 

TLV information Information contained in unknown organizationally specific TLV. 

Local Interface Local port that receives the LLDP information. 

 

display lldp statistics 

Use display lldp statistics to display the global LLDP statistics or the LLDP statistics of a port. 

Syntax 

display lldp statistics [ global | interface interface-type interface-number ] [ | { begin | exclude | 

include } regular-expression ] 

Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

global: Displays the global LLDP statistics. 

interface interface-type interface-number: Specifies a port by its type and number. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 

If no keyword or argument is specified, this command displays the global LLDP statistics and the LLDP 

statistics of all ports. 

Examples 

# Display the global LLDP statistics and the LLDP statistics of all ports. 

<Sysname> display lldp statistics 

<Sysname>display lldp statistics                                                      

LLDP statistics global information:                                              

LLDP neighbor information last change time:0 days,7 hours,14 minutes,43 seconds  

The number of LLDP neighbor information inserted : 4                             

The number of LLDP neighbor information deleted  : 0                             

The number of LLDP neighbor information dropped  : 0                             

The number of LLDP neighbor information aged out : 0                             

                                                                                 

LLDP statistics information of port 2 [Ten-GigabitEthernet1/0/1]:                

The number of LLDP frames transmitted            : 156                           

The number of LLDP frames received               : 155                           

The number of LLDP frames discarded              : 0                             
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The number of LLDP error frames                  : 0                             

The number of LLDP TLVs discarded                : 0                             

The number of LLDP TLVs unrecognized             : 0                             

The number of LLDP neighbor information aged out : 0                             

The number of CDP frames transmitted             : 0                             

The number of CDP frames received                : 0                             

The number of CDP frames discarded               : 0                             

The number of CDP error frames                   : 0                             

                                                                                 

LLDP statistics information of port 3 [Ten-GigabitEthernet1/0/2]:                

The number of LLDP frames transmitted            : 156                           

The number of LLDP frames received               : 155                           

  ---- More ----                                                               

Table 10 Command output 

Field Description 

LLDP statistics global information Global LLDP statistics. 

LLDP neighbor information last change time Time the neighbor information was last updated. 

The number of LLDP neighbor information inserted Number of times of adding neighbor information. 

The number of LLDP neighbor information deleted Number of times of removing neighbor information. 

The number of LLDP neighbor information dropped 
Number of times of dropping neighbor information 

due to lack of available memory space. 

 

display lldp status 

Use display lldp status to display LLDP status information of a port. 

Syntax 

display lldp status [ interface interface-type interface-number ] [ | { begin | exclude | include } 

regular-expression ] 

Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

interface interface-type interface-number: Specifies a port by its type and number. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 
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Usage guidelines 

If no port is specified, this command displays the global LLDP status and the LLDP status information for 

all ports. 

Examples 

# Display the global LLDP status and the LLDP status information of all ports. 

<Sysname> display lldp status 

Global status of LLDP: Enable                                                    

The current number of LLDP neighbors: 4                                          

The current number of CDP neighbors: 0                                           

LLDP neighbor information last changed time: 0 days,7 hours,14 minutes,43 second 

s                                                                                

Transmit interval              : 30s                                             

Hold multiplier                : 4                                               

Reinit delay                   : 2s                                              

Transmit delay                 : 2s                                              

Trap interval                  : 5s                                              

Fast start times               : 3                                               

                                                                                 

Port 2 [Ten-GigabitEthernet1/0/1]:                                               

Port status of LLDP            : Enable                                          

Admin status                   : Tx_Rx                                           

Trap flag                      : No                                              

Polling interval               : 0s                                              

                                                                                 

Number of neighbors:             1                                               

Number of MED neighbors        : 0                                               

Number of CDP neighbors        : 0                                               

Number of sent optional TLV    : 23                                              

Number of received unknown TLV : 0                                               

                                                                                 

  ---- More ----                                                                 

Table 11 Command output 

Field Description 

Global status of LLDP Indicates whether LLDP is globally enabled. 

LLDP neighbor information last 

changed time 
Time when the neighbor information was last updated. 

Transmit interval LLDPDU transmit interval. 

Hold multiplier TTL multiplier. 

Reinit delay LLDP re-initialization delay. 

Transmit delay LLDPDU transmit delay. 

Trap interval Trap transmit interval. 

Fast start times 
Number of the LLDPDUs sent each time fast LLDPDU transmission is 

triggered. 

Port 1 LLDP status of port 1. 
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Field Description 

Port status of LLDP Indicates whether LLDP is enabled on the port. 

Admin status 

LLDP mode of the port: 

 Tx_Rx—The port sends and receives LLDPDUs. 

 Rx_Only—The port only receives LLDPDUs. 

 Tx_Only—The port only sends LLDPDUs. 

 Disable—The port does not send or receive LLDPDUs. 

Trap Flag Indicates whether trapping is enabled. 

Polling interval LLDP polling interval, which is 0 when LLDP polling is disabled. 

Number of neighbors Number of LLDP neighbors connecting to the port. 

Number of MED neighbors Number of MED neighbors connecting to the port. 

Number of CDP neighbors Number of CDP neighbors connecting to the port. 

Number of sent optional TLV Number of optional TLVs contained in an LLDPDU sent through the port. 

Number of received unknown TLV Number of unknown TLVs contained in all received LLDPDUs. 

 

display lldp tlv-config 

Use display lldp tlv-config to display the types of advertisable optional LLDP TLVs of a port. 

Syntax 

display lldp tlv-config [ interface interface-type interface-number ] [ | { begin | exclude | include } 

regular-expression ] 

Views 

Any view 

Default command level 

1: Monitor level 

Parameters 

interface interface-type interface-number: Specifies a port by its type and number. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, a case-sensitive string of 1 to 256 characters. 

Usage guidelines 

If no port is specified, this command displays the types of advertisable optional TLVs of each port. 

Examples 

# Display the types of advertisable optional LLDP TLVs of interface Ten-GigabitEthernet 1/0/1.  

<Sysname> display lldp tlv-config interface ten-gigabitethernet1/0/1 

LLDP tlv-config of port 2[Ten-GigabitEthernet1/0/1]:                             
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NAME                              STATUS    DEFAULT                              

Basic optional TLV:                                                              

Port Description TLV              YES       YES                                  

System Name TLV                   YES       YES                                  

System Description TLV            YES       YES                                  

System Capabilities TLV           YES       YES                                  

Management Address TLV            YES       YES                                  

                                                                                 

IEEE 802.1 extend TLV:                                                           

Port VLAN ID TLV                  YES       YES                                  

Port And Protocol VLAN ID TLV     YES       YES                                  

VLAN Name TLV                     YES       YES                                  

                                                                                 

IEEE 802.3 extend TLV:                                                           

MAC-Physic TLV                    YES       YES                                  

Power via MDI TLV                 YES       YES                                  

Link Aggregation TLV              YES       YES                                  

Maximum Frame Size TLV            YES       YES                                  

                                                                                 

LLDP-MED extend TLV:                                                             

Capabilities TLV                  YES       YES                                  

Network Policy TLV                YES       YES                                  

  ---- More ----                                                        

Table 12 Command output 

Field Description 

LLDP tlv-config of port 1 Advertisable optional TLVs of port 1. 

NAME TLV type. 

STATUS Indicates whether a specific type of TLV is sent through a port. 

DEFAULT Indicates whether a specific type of TLV is sent through a port by default. 

Basic optional TLV 

Basic TLVs: 

 Port description TLV. 

 System name TLV. 

 System description TLV. 

 System capabilities TLV. 

 Management address TLV. 

IEEE 802.1 extended TLV 

IEEE 802.1 organizationally specific TLVs: 

 Port VLAN ID TLV. 

 Port and protocol VLAN ID TLV. 

 VLAN name TLV.  

IEEE 802.3 extended TLV 

IEEE 802.3 organizationally specific TLVs: 

 MAC-Physic TLV. 

 Power via MDI TLV. 

 Link aggregation TLV. 

 Maximum frame size TLV. 
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Field Description 

LLDP-MED extend TLV 

LLDP-MED TLVs: 

 Capabilities TLV. 

 Network Policy TLV. 

 Extended Power-via-MDI TLV. 

 Location Identification TLV. 

 Inventory TLV, including hardware revision TLV, firmware revision TLV, 

software revision TLV, serial number TLV, manufacturer name TLV, 

model name TLV, and asset id TLV. 
 

lldp admin-status 

Use lldp admin-status to specify the LLDP operating mode for a port or all ports in a port group. 

Use undo lldp admin-status to restore the default LLDP operating mode. 

Syntax 

lldp admin-status { disable | rx | tx | txrx } 

undo lldp admin-status 

Default 

The LLDP operating mode is TxRx. 

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 

Parameters 

disable: Specifies the Disable mode. A port in this mode does not send or receive LLDPDUs. 

rx: Specifies the Rx mode. A port in this mode only receives LLDPDUs. 

tx: Specifies the Tx mode. A port in this mode only sends LLDPDUs. 

txrx: Specifies the TxRx mode. A port in this mode sends and receives LLDPDUs. 

Examples 

# Configure the LLDP operating mode as Rx for Ten-GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] lldp admin-status rx 

lldp check-change-interval 

Use lldp check-change-interval to enable LLDP polling and to set the polling interval. 

Use undo lldp check-change-interval to restore the default. 

Syntax 

lldp check-change-interval interval 
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undo lldp check-change-interval 

Default 

LLDP polling is disabled. 

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 

Parameters 

interval: Sets the LLDP polling interval, ranging from 1 to 30 seconds. 

Examples 

# Enable LLDP polling on Ten-GigabitEthernet 1/0/1, setting the polling interval to 30 seconds. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] lldp check-change-interval 30 

lldp compliance admin-status cdp 

Use lldp compliance admin-status cdp to configure the operating mode of CDP-compatible LLDP on a 

port or all ports in a port group.  

Use undo lldp compliance admin-status cdp to restore the default. 

Syntax 

lldp compliance admin-status cdp { disable | txrx } 

undo lldp compliance admin-status cdp 

Default 

CDP-compatible LLDP operates in disable mode.  

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 

Parameters 

disable: Specifies the disable mode, where CDP-compatible LLDP cannot receive or transmit CDP 

packets.  

txrx: Specifies the TxRx mode, where CDP-compatible LLDP can send and receive CDP packets.  

Usage guidelines 

For your device to work with Cisco IP phones, you must enable CDP-compatible LLDP globally, and then 

configure CDP-compatible LLDP to operate in TxRx mode on the specified ports.  

Examples 

# Configure CDP-compatible LLDP to operate in TxRx mode on Ten-GigabitEthernet 1/0/1.  

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 
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[Sysname-Ten-GigabitEthernet1/0/1] lldp compliance admin-status cdp txrx 

Related commands 

lldp compliance cdp 

lldp compliance cdp 

Use lldp compliance cdp to enable global CDP compatibility.  

Use undo lldp compliance cdp to restore the default.  

Syntax 

lldp compliance cdp 

undo lldp compliance cdp 

Default 

CDP compatibility is globally disabled.  

Views 

System view 

Default command level 

2: System level 

Usage guidelines 

Because the maximum TTL allowed by CDP is 255 seconds, the TTL configuration must be no more than 

255 seconds for CDP-compatible LLDP to operate with Cisco IP phones. The TTL configuration is the 

product of the TTL multiplier and the LLDPDU transmit interval. 

Examples 

# Enable LLDP to be compatible with CDP globally.  

<Sysname> system-view 

[Sysname] lldp compliance cdp 

Related commands 

 lldp hold-multiplier 

 lldp timer tx-interval 

lldp enable 

Use lldp enable to enable LLDP. 

Use undo lldp enable to disable LLDP. 

Syntax 

lldp enable 

undo lldp enable 

Default 

LLDP is enabled on a port and disabled globally. 

Views 

System view, Layer 2 Ethernet interface view, port group view 
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Default command level 

2: System level 

Usage guidelines 

LLDP takes effect on a port only when LLDP is enabled both globally and on the port. 

Examples 

# Disable LLDP on Ten-GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] undo lldp enable 

lldp encapsulation snap 

Use lldp encapsulation snap to configure the encapsulation format for LLDPDUs as SNAP on a port or a 

group of ports. 

Use undo lldp encapsulation to restore the default encapsulation format for LLDPDUs. 

Syntax 

lldp encapsulation snap 

undo lldp encapsulation 

Default 

Ethernet II is the encapsulation format for LLDPDUs.  

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 

Usage guidelines 

The command does not apply to LLDP-CDP packets, which use only SNAP encapsulation. 

Examples 

# Configure the encapsulation format for LLDPDUs as SNAP on Ten-GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] lldp encapsulation snap 

lldp fast-count 

Use lldp fast-count to set the number of the LLDPDUs sent each time fast LLDPDU transmission is triggered. 

Use undo lldp fast-count to restore the default. 

Syntax 

lldp fast-count count 

undo lldp fast-count 
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Default 

The number is 3. 

Views 

System view 

Default command level 

2: System level 

Parameters 

count: Sets the number of the LLDPDUs sent each time fast LLDPDU transmission is triggered. The 

argument ranges from 1 to 10. 

Examples 

# Configure the device to send four LLDPDUs each time fast LLDPDU transmission is triggered. 

<Sysname> system-view 

[Sysname] lldp fast-count 4 

lldp hold-multiplier 

Use lldp hold-multiplier to set the TTL multiplier. 

Use undo lldp hold-multiplier to restore the default. 

Syntax 

lldp hold-multiplier value 

undo lldp hold-multiplier 

Default 

The TTL multiplier is 4. 

Views 

System view 

Default command level 

2: System level 

Parameters 

value: Sets the TTL multiplier, ranging from 2 to 10. 

Usage guidelines 

You can set the TTL of the local device information by configuring the TTL multiplier.  

The TTL configuration of a device is determined by the expression: 

TTL multiplier × LLDPDU transmit interval 

The TTL can be up to 65535 seconds. Longer TTLs will be rounded off to 65535 seconds. 

Examples 

# Set the TTL multiplier to 6. 

<Sysname> system-view 

[Sysname] lldp hold-multiplier 6 
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Related commands 

lldp timer tx-interval 

lldp management-address-format string 

Use lldp management-address-format string to encapsulate the management address in the form of 

strings in TLVs. 

Use undo lldp management-address-format to restore the default. 

Syntax 

lldp management-address-format string 

undo lldp management-address-format 

Default 

The management address is encapsulated in the form of numbers in TLVs.  

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 

Examples 

# Configure Ten-GigabitEthernet 1/0/1 to encapsulate the management address in the form of strings 

in management address TLVs.  

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] lldp management-address-format string 

lldp management-address-tlv 

Use lldp management-address-tlv to enable management address advertising and set the management 

address. 

Use undo lldp management-address-tlv to disable management address advertising in LLDPDUs.  

Syntax 

lldp management-address-tlv [ ip-address ] 

undo lldp management-address-tlv 

Default 

The management address is advertised through LLDPDUs. For a Layer 2 Ethernet port, the management 

address is the main IP address of the lowest-ID VLAN carried on the port. If none of the carried VLANs 

is assigned an IP address, no management address will be advertised. 

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 
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Parameters 

ip-address: Specifies a management address to be advertised in LLDPDUs. 

Usage guidelines 

An LLDPDU carries only one management address TLV. If you set the management address repeatedly, 

the latest one takes effect. 

In Layer 2 Ethernet interface view, if you run the lldp management-address-tlv command without 

specifying the ip-address argument, the advertised management address is the main IP address of the 

lowest-ID VLAN carried on the interface. If none of the carried VLANs is assigned an IP address, no 

management address will be advertised. 

Examples 

# Set the management address to 192.6.0.1 for Ten-GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] lldp management-address-tlv 192.6.0.1 

lldp notification remote-change enable 

Use lldp notification remote-change enable to enable LLDP trapping for a port or all ports in a port 

group. 

Use undo lldp notification remote-change enable to disable LLDP trapping. 

Syntax 

lldp notification remote-change enable 

undo lldp notification remote-change enable 

Default 

LLDP trapping is disabled on ports. 

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 

Examples 

# Enable LLDP trapping for Ten-GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] lldp notification remote-change enable 

lldp timer notification-interval 

Use lldp timer notification-interval to set the LLDP trap transmit interval. 

Use undo lldp timer notification-interval to restore the default.  

Syntax 

lldp timer notification-interval interval 
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undo lldp timer notification-interval 

Default 

The LLDP trap transmit interval is 5 seconds.  

Views 

System view 

Default command level 

2: System level 

Parameters 

interval: Sets the LLDP trap transmit interval, ranging from 5 to 3600 seconds. 

Examples 

# Set the LLDP trap transmit interval to 8 seconds. 

<Sysname> system-view 

[Sysname] lldp timer notification-interval 8 

lldp timer reinit-delay 

Use lldp timer reinit-delay to set the LLDP re-initialization delay. 

Use undo lldp timer reinit-delay to restore the default. 

Syntax 

lldp timer reinit-delay delay 

undo lldp timer reinit-delay 

Default 

The LLDP re-initialization delay is 2 seconds. 

Views 

System view 

Default command level 

2: System level 

Parameters 

delay: Sets the LLDP re-initialization delay, ranging from 1 to 10 seconds. 

Examples 

# Set the LLDP re-initialization delay to 4 seconds. 

<Sysname> system-view 

[Sysname] lldp timer reinit-delay 4 

lldp timer tx-delay 

Use lldp timer tx-delay to set the LLDPDU transmit delay. 

Use undo lldp timer tx-delay to restore the default. 
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Syntax 

lldp timer tx-delay delay 

undo lldp timer tx-delay 

Default 

The LLDPDU transmit delay is 2 seconds. 

Views 

System view 

Default command level 

2: System level 

Parameters 

delay: Sets the LLDPDU transmit delay, ranging from 1 to 8192 seconds. 

Usage guidelines 

It is a good practice to set the LLDPDU transmit delay to be no greater than a quarter of the LLDPDU 

transmit interval. 

If the LLDPDU transmit delay is greater than the LLDPDU transmit interval, the device uses the LLDPDU 

transmit delay as the transmit interval. 

Examples 

# Set the LLDPDU transmit delay to 4 seconds. 

<Sysname> system-view 

[Sysname] lldp timer tx-delay 4 

Related commands 

lldp timer tx-interval 

lldp timer tx-interval 

Use lldp timer tx-interval to set the LLDPDU transmit interval. 

Use undo lldp timer tx-interval to restore the default. 

Syntax 

lldp timer tx-interval interval 

undo lldp timer tx-interval 

Default 

The LLDPDU transmit interval is 30 seconds. 

Views 

System view 

Default command level 

2: System level 

Parameters 

interval: Sets the LLDPDU transmit interval, ranging from 5 to 32768 seconds. 
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Usage guidelines 

It is a good practice to set the LLDPDU transmit interval to be no less than four times the LLDPDU transmit 

delay. 

If the LLDPDU transmit interval is less than the LLDPDU transmit delay, the device uses the LLDPDU transmit 

delay as the transmit interval. 

Examples 

# Set the LLDPDU transmit interval to 20 seconds. 

<Sysname> system-view 

[Sysname] lldp timer tx-interval 20 

Related commands 

lldp timer tx-delay 

lldp tlv-enable 

Use lldp tlv-enable to configure the types of advertisable TLVs for a port or all ports in a port group. 

Use undo lldp tlv-enable to disable the advertising of specific types of TLVs. 

Syntax 

lldp tlv-enable { basic-tlv { all | port-description | system-capability | system-description | 

system-name } | dot1-tlv { all | port-vlan-id | protocol-vlan-id [ vlan-id ] | vlan-name [ vlan-id ] } | 

dot3-tlv { all | link-aggregation | mac-physic | max-frame-size | power } | med-tlv { all | capability | 

inventory | location-id { civic-address device-type country-code { ca-type ca-value }&<1-10> | 

elin-address tel-number } | network-policy | power-over-ethernet } } 

undo lldp tlv-enable { basic-tlv { all | port-description | system-capability | system-description | 

system-name } | dot1-tlv { all | port-vlan-id | protocol-vlan-id | vlan-name } | dot3-tlv { all | 

link-aggregation | mac-physic | max-frame-size | power } | med-tlv { all | capability | inventory | 

location-id | network-policy | power-over-ethernet } } 

Default 

The device can advertise on a Layer 2 Ethernet port all types of LLDP TLVs, except location identification 

TLVs.  

Views 

Layer 2 Ethernet interface view, port group view 

Default command level 

2: System level 

Parameters 

all: Advertises all basic LLDP TLVs, IEEE 802.1 organizationally specific LLDP TLVs, or IEEE 802.3 

organizationally specific LLDP TLVs when the all keyword is specified for basic-tlv, dot1-tlv, or dot3-tlv in 

Layer 2 Ethernet interface view; advertises all LLDP-MED TLVs except location identification TLVs when the 

all keyword is specified for med-tlv in Layer 2 Ethernet interface view.  

basic-tlv: Advertises basic LLDP TLVs. 

port-description: Advertises port description TLVs. 

system-capability: Advertises system capabilities TLVs. 

system-description: Advertises system description TLVs. 
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system-name: Advertises system name TLVs. 

dot1-tlv: Advertises IEEE 802.1 organizationally specific LLDP TLVs. 

port-vlan-id: Advertises port VLAN ID TLVs. 

protocol-vlan-id [ vlan-id ]: Advertises port and protocol VLAN ID TLVs. The vlan-id argument specifies a 

VLAN ID in the TLVs to be advertised, ranges from 1 to 4094, and defaults to the lowest VLAN ID on the 

port. 

vlan-name [ vlan-id ]: Advertises VLAN name TLVs. The vlan-id argument specifies a VLAN ID in the TLVs 

to be advertised, ranges from 1 to 4094, and defaults to the lowest VLAN ID on the port. 

dot3-tlv: Advertises IEEE 802.3 organizationally specific LLDP TLVs. 

link-aggregation: Advertises link aggregation TLVs. 

mac-physic: Advertises MAC/PHY configuration/status TLVs. 

max-frame-size: Advertises maximum frame size TLVs. 

power: Advertises power via MDI TLVs and power stateful control TLVs. 

med-tlv: Advertises LLDP-MED TLVs. 

capability: Advertises LLDP-MED capabilities TLVs. 

inventory: Advertises the following TLVs: hardware revision, firmware revision, software revision, serial 

number, manufacturer name, model name, and asset ID. 

location-id: Advertises location identification TLVs. 

civic-address: Inserts the normal address information about the network device in location identification 

TLVs . 

device-type: Sets a device type value, ranging from 0 to 2. Value 0 specifies a DHCP server. Value 1 

specifies a switch. Value 2 specifies an LLDP-MED endpoint. 

country-code: Sets a country code, corresponding to ISO 3166. 

{ ca-type ca-value }&<1-10>: Configures address information, where ca-type represents the address 

information type, ranging from 0 to 255, ca-value represents address information, a string of 1 to 250 

characters, and &<1-10> indicates that you can enter up to 10 parameters.  

elin-address: Inserts telephone numbers for emergencies in location identification TLVs. 

tel-number: Sets the telephone number for emergencies, a string of 10 to 25 characters. 

network-policy: Advertises network policy TLVs. 

power-over-ethernet: Advertises extended power-via-MDI TLVs. 

Usage guidelines 

To enable the device to advertise LLDP-MED TLVs, you must first enable it to advertise LLDP-MED 

capabilities TLVs.  

To disable the device from advertising LLDP-MED capabilities TLVs, you must first disable it from 

advertising other LLDP-MED TLVs. 

To disable the device from advertising MAC/PHY configuration/status TLVs, you must first disable it from 

advertising LLDP-MED capabilities TLVs. 

If you enable the device to advertise LLDP-MED capabilities TLVs, you also enable it to advertise 

MAC/PHY configuration/status TLVs. 
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To enable the device to advertise multiple types of TLVs, you can execute the lldp tlv-enable command 

repeatedly without the all keyword specified.  

Examples 

# Enable the device to advertise link aggregation TLVs of the IEEE 802.3 organizationally specific TLVs 

on Ten-GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet1/0/1 

[Sysname-Ten-GigabitEthernet1/0/1] lldp tlv-enable dot3-tlv link-aggregation 
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Release 2607P18 

This release was not made generally available. This release has the following changes: 

WIPS new features: 

 1169HNew feature: Soft AP detection 

 1170HNew feature: Power saving attack detection 

 1171HNew feature: Hotspot attack detection 

 1172HNew feature: Unencrypted device detection 

 1173HNew feature: Windows bridging detection 

 1174HNew feature: BA flood 

 1175HNew feature: AP impersonation attack detection 

 1176HNew feature: Displaying unassociated client information 

WIPS modified features: 

 1177HModified feature: Importing and exporting OUI information 

Other new features: 

 1178HNew feature: OAP management 

 1179HNew feature: Discarding IPv6 packets that contain extension headers (supported on the switching 

engine) 

New feature: Soft AP detection 

Configuring Soft AP detection 

A soft AP-enabled device can act as an AP to provide wireless services. Attackers can attack an internal 

network through soft AP-enabled devices. WIPS detects soft APs by determining the duration that a 

MAC address acts as a client and an AP. When detecting a soft AP, WIPS generates an alarm. 

To configure Soft AP detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Configure an attack detection 

policy. 
attack-detect-policy policy-name 

By default, an attack detection 

policy named default exists in the 

system. You cannot create or 

delete a default attack detection 

policy. 

4. Enable soft AP detection. 
detect soft-ap [ convert-time 

convert-time-value ]* 

Optional. 

By default, soft AP detection is 

disabled. 
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Command reference 

detect soft-ap 

Use detect soft-ap to enable soft AP detection specified in the current attack detection policy. 

Use undo detect soft-ap to disable soft AP detection specified in the current attack detection policy. 

Syntax 

detect soft-ap [ convert-time convert-time-value ]* 

undo detect soft-ap 

Default 

Soft AP detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Parameters 

convert-time-value: Specifies the interval at which a soft AP switches between client and AP. The value 

range for this argument is 5 to 600 seconds, and the default is 10 seconds.  

Examples 

# Enable soft AP detection specified in the attack detection policy named office, and specify the 

convert-time-value as 20. 

<sysname> system-view 

[sysname] wlan ips 

[sysname-wlan-ips] attack-detect-policy office 

[sysname-wlan-ips-dctp-office] detect soft-ap convert-time 20 

New feature: Power saving attack detection 

Configuring power saving attack detection 

In this attack, an attacker sends a NULL probe response to an AP. As a result, the AP considers that the 

client is power saving mode, and caches the frame for the client. The client cannot obtain the frame 

because it is power saving mode. The frame will be discarded after the aging time. WIPS identifies 

whether a power saving attack exists by determining the ratio of power-saving mode enabling frames to 

power-saving mode disabling frames. When detecting such an attack, WIPS generates an alarm. In 

addition, you can configure the quiet time after an alarm is generated to avoid generating power-saving 

attack alarms. 

To configure power saving attack detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter WIPS view. wlan ips N/A 

3. Configure an attack detection 

policy. 
attack-detect-policy policy-name 

By default, an attack detection 

policy named default exists in the 

system. You cannot create or 

delete a default attack detection 

policy. 

4. Enable power saving attack 

detection 

detect ps-attack [ quiet-time 

quiet-time-value | threshold 

{ minoffpacket minoffpacket-value 

| onoffpercent 

onoffpercent-value }* ]* 

Optional. 

By default, power saving attack 

detection is disabled. 

 

Command reference 

detect ps-attack 

Use detect ps-attack to enable power saving attack detection specified in the current attack detection 

policy. 

Use undo detect ps-attack to disable power saving attack detection specified in the current attack 

detection policy. 

Syntax 

detect ps-attack [ quiet-time quiet-time-value | threshold { minoffpacket minoffpacket-value | 

onoffpercent onoffpercent-value}* ]* 

undo detect ps-attack 

Default 

Power saving attack detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Parameters 

quiet-time quiet-time-value: Specifies the quiet time after an alarm is generated for detecting a power 

saving attack, in the range of 5 to 604800 seconds. The default is 600 seconds.  

threshold: Specifies parameters for power saving attack detection.  

minoffpacket minoffpacket-value: Specifies the minimum number of off packets a client in power saving 

mode sends within 10 seconds. The value range for the argument is 50 to 150, and the default is 50. 

onoffpercent onoffpercent-value: Specifies the threshold for the ratio between the on packets and off 

packets a client in power saving mode sends. WIPS generates an alarm when the threshold is reached. 

The value range for this argument is 0 to 100, and the default is 80. 
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Examples 

# Enable power saving attack detection specified in the attack detection policy named office, and 

specify the quiet-time-value, minoffpacket-value, and onoffpercent-value as 60, 60, and 90, respectively.  

<sysname> system-view 

[sysname] wlan ips 

[sysname-wlan-ips] attack-detect-policy office 

[sysname-wlan-ips-dctp-office] detect ps-attack quiet-time 60 threshold minioffpacket 

60 onoffpercent 90 

New feature: Hotspot attack detection 

Configuring hotspot attack detection 

In a hotspot attack, a malicious AP attempts to lure a client to associate with it. Many enterprise 

employees use laptops in Wi-Fi area hotspots at airports and cafes to connect to their enterprise networks. 

The attacker sets up a rogue AP to lure the clients to associate with it. As long as the clients associate with 

the malicious AP, the attacker initiates a number of security attacks to the client. To detect this type of 

attacks, you can configure a hotspot list in WIPS. WIPS performs hotspot attack detection on the APs and 

trusted clients. When detecting a hotspot attack, WIPS generates an alarm. In addition, you can 

configure quiet time after an alarm is generated to avoid generating power saving attack alarms. 

To configure hotspot attack detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Configure an attack detection 

policy. 
attack-detect-policy policy-name 

By default, an attack detection 

policy named default exists in the 

system. You cannot create or 

delete a default attack detection 

policy. 

4. Enable hotspot attack 

detection. 
detect hotspot-attack 

Optional. 

By default, hotspot attack detection 

is disabled. 

 

Command reference 

detect hotspot-attack 

Use detect hotspot-attack to enable hotspot attack detection specified in the current attack detection 

policy. 

Use undo detect hotspot-attack to disable hotspot attack detection specified in the current attack 

detection policy. 

Syntax 

detect hotspot-attack 
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undo detect hotspot-attack 

Default 

Hotspot attack detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Examples 

# Enable hotspot attack detection specified in the attack detection policy named office. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-office] detect hotspot-attack 

New feature: Unencrypted device detection 

Configuring unencrypted device detection 

An authorized AP or client that is transmitting unencrypted frames is a security risk. When detecting 

unencrypted frames from an authorized AP or client associated with an authorized AP, WIPS generates 

alarms. In addition, you can configure the quiet time after an alarm is generated to avoid generating 

power saving attack alarms. 

To configure unencrypted device detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Configure an attack detection 

policy. 
attack-detect-policy policy-name 

By default, an attack detection 

policy named default exists in the 

system. You cannot create or 

delete a default attack detection 

policy. 

4. Enable unencrypted AP 

detection. 

detect unencrypted-authorized-ap 

[ quiet-time quiet-time-value ] 

Optional. 

By default, unencrypted device 

detection is disabled. 

5. Enable unencrypted client 

detection. 

detect unencrypted-trust-client 

[ quiet-time quiet-time-value ] 

Optional. 

By default, unencrypted client 

detection is disabled. 
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Command reference 

detect unencrypted-authorized-ap 

Use detect unencrypted-authorized-ap to enable unencrypted authorized AP detection specified in the 

current attack detection policy. 

Use undo detect unencrypted-authorized-ap to disable unencrypted authorized AP detection specified 

in the current attack detection policy. 

Syntax 

detect unencrypted-authorized-ap [ quiet-time quiet-time-value ] 

undo detect unencrypted-authorized-ap 

Default 

Unencrypted authorized AP detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Parameters 

quiet-time quiet-time-value: Specifies the quiet time after an alarm is generated for detecting an 

unencrypted authorized AP, in the range of 5 to 604800 seconds. The default is 600 seconds.  

Examples 

# Enable unencrypted authorized AP detection specified in the attack detection policy named office. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-office] detect unencrypted-authorized-ap 

detect unencrypted-trust-client 

Use detect unencrypted-trust-client to enable unencrypted trust client detection specified in the current 

attack detection policy. 

Use undo detect unencrypted-trust-client to disable unencrypted trust client detection specified in the 

current attack detection policy. 

Syntax 

detect unencrypted-trust-client [ quiet-time quiet-time-value ] 

undo detect unencrypted-trust-client 

Default 

Unencrypted trust client detection is disabled. 

Views 

Attack detection policy view 
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Default command level 

2: System level 

Parameters 

quiet-time quiet-time-value: Specifies the quiet time after an alarm is generated for detecting an 

unencrypted trust client, in the range of 5 to 604800 seconds. The default is 600 seconds. 

Examples 

# Enable unencrypted trust client detection specified in the attack detection policy named office. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-office]detect unencrypted-trust-client 

New feature: Windows bridging detection 

Configuring Windows bridging detection 

When a wireless client establishes a Windows bridge connection with a wired NIC, the client can bridge 

an external AP with the internal network. This might bring security problems to the internal network. WIPS 

can detect whether a Windows bridge connection exists by analyzing data frames sent by associated 

clients. When detecting a Windows bridge, WIPS generates an alarm. 

To configure Windows bridging detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Configure an attack detection 

policy. 
attack-detect-policy policy-name 

By default, an attack detection 

policy named default exists in the 

system. You cannot create or 

delete a default attack detection 

policy. 

4. Enable Windows bridge 

detection. 
detect windows-bridge 

Optional. 

By default, Windows bridge 

detection is disabled. 

 

Command reference 

detect windows-bridge 

Use detect windows-bridge to enable Windows bridge detection specified in the current attack detection 

policy. 

Use undo detect windows-bridge to disable Windows bridge detection specified in the current attack 

detection policy. 
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Syntax 

detect windows-bridge 

undo detect windows-bridge 

Default 

Windows bridge detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Examples 

# Enable Windows bridge detection specified in the attack detection policy named office. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-1] detect windows-bridge 

New feature: BA flood 

Configuring BA flood 

In a BA flood attack, the attacker sends an Add Block Acknowledgement (ADDBA) to the AP as a client. 

The sequence number and the size of the block in the ADDBA are changed. The AP will then drop any 

frames that fall outside of the range. Therefore, the sender cannot receive the data frames sent from the 

AP. 

To configure BA flood: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Create a signature rule. 

signature { rts_flood | cts_flood | 

pspoll_flood | eap_failure_flood | 

eap_success_flood | 

eapol_logoff_flood | 

broadcast_disassoc_flood | 

disassoc_flood | 

broadcast_deauth_flood | 

deauth_flood | addba_req_flood 

| signature-name } [ signature-id 

id-value ] 

By default, system-defined 

signature rules exist. 
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Command reference 

signature 

Use signature to create a signature rule and enter signature rule view. For an existing signature rule, this 

command enters the corresponding signature rule view. 

Use undo signature to remove a signature rule. 

Syntax 

signature { rts_flood | cts_flood | pspoll_flood | eap_failure_flood | eap_success_flood | 

eapol_logoff_flood | broadcast_disassoc_flood | disassoc_flood | broadcast_deauth_flood | 

deauth_flood | addba_req_flood | signature-name } [ signature-id id-value ] 

undo signature signature-name 

Default 

System-defined signature rules exist. 

Views 

WIPS view 

Default command level 

2: System level 

Parameters 

rts_flood: System-defined signature rule, used to reconfigure the RST flooding attack detection 

parameters. 

cts_flood: System-defined signature rule, used to reconfigure the CTS flooding attack detection 

parameters. 

pspoll_flood: System-defined signature rule, used to reconfigure the PS-Poll flooding attack detection 

parameters. 

eap_failure_flood: System-defined signature rule, used to reconfigure the EAP-failure flooding attack 

detection parameters. 

eap_success_flood: System-defined signature rule, used to reconfigure the EAP-success flooding attack 

detection parameters. 

eapol_logoff_flood: System-defined signature rule, used to reconfigure the EAPOL-logoff flooding attack 

detection parameters. 

broadcast_disassoc_flood: System-defined signature rule, used to reconfigure the broadcast 

diassociation flooding attack detection parameters. 

disassoc_flood: System-defined signature rule, used to reconfigure the unicast diassociation flooding 

attack detection parameters. 

broadcast_deauth_flood: System-defined signature rule, used to reconfigure the broadcast 

deauthentication flooding attack detection parameters. 

deauth_flood: System-defined signature rule, used to reconfigure the unicast deauthentication flooding 

attack detection parameters. 

addba_req_flood: System-defined signature rule, used to reconfigure the ADDBA-request flooding attack 

detection parameters. 
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signature-name: Specifies a signature rule by its name, a case-insensitive string of 1 to 32 characters that 

can contain letters, numbers, and underlines. 

signature-id id-value: Specifies a signature rule ID in the range of 1 to 64. The ID of a system-defined 

signature rule is in the range of 1 to 32 and cannot be modified. The ID of a user-defined signature rule 

is in the range of 33 to 64. It can only be specified when you create a signature rule. If you do not specify 

this option when you create a signature rule, the system assigns an ID to this signature rule. You cannot 

modify the ID of a signature rule. 

Usage guidelines 

Bind a signature rule to signature policy first, and then bind the signature policy to a virtual security 

domain. 

To modify the attribute for a signature rule that has been bound to a signature policy, remove the binding 

first. 

You can configure up to 32 sub rules, including 5 basic sub rules and 27 user-defined sub rules, for a 

user-defined signature rule. 

A system-defined signature rule cannot be deleted. 

You cannot configure sub rules and track methods, modify the action and the match relationship for a 

system-defined signature rule. 

Examples 

# Create a signature rule named office and specify its ID as 48. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips]signature office signature-id 48 

[Sysname-wlan-ips-sig-office] 

# Create a signature rule named assoc_rsp_flood and specify its ID as 50. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips]signature assoc_rsp_flood signature-id 50 

[Sysname-wlan-ips-sig-assoc_rsp_flood] 

New feature: AP impersonation attack detection 

Configuring AP impersonation attack detection 

An attacker installs a malicious AP that has the same BSSID and ESSID as a legitimate AP. Then this 

impersonating AP initiates man-in-the-middle and hotspot attacks, or fools the detection system. WIPS 

identifies whether such an attack occurs by detecting whether the number of Beacon frames sent by an 

AP in a specific period exceeds the upper limit. When detecting such as attack, WIPS generates an 

alarm. In addition, you can configure the quiet time after an alarm is generated to avoid generating 

power saving attack alarms. 

To configure AP impersonation attack detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter WIPS view. wlan ips N/A 

3. Configure an attack detection 

policy. 
attack-detect-policy policy-name 

By default, an attack detection 

policy named default exists in the 

system. You cannot create or 

delete a default attack detection 

policy. 

4. Enable AP impersonation 

detection. 

detect ap-impersonation 

[ quiet-time time-value | 

beacon-inc-threshold 

beacon-inc-threshold-value | 

beacon-inc-wait-time 

beacon-inc-wait-time-value ]* 

Optional. 

By default, AP impersonation 

detection is disabled. 

 

Command reference 

detect ap-impersonation 

Use detect ap-impersonation to enable AP impersonation attack detection specified in the current attack 

detection policy. 

Use undo detect windows-bridge to disable AP impersonation attack detection specified in the current 

attack detection policy. 

Syntax 

detect ap-impersonation [ quiet-time time-value | beacon-inc-threshold beacon-inc-threshold-value | 

beacon-inc-wait-time beacon-inc-wait-time-value ]* 

undo detect ap-impersonation 

Default 

AP impersonation attack detection is disabled. 

Views 

Attack detection policy view 

Default command level 

2: System level 

Parameters 

quiet-time time-value: Specifies the quiet time after an alarm is generated for detecting an AP 

impersonation attack, in the range of 5 to 604800 seconds. The default is 600 seconds. 

beacon-inc-threshold beacon-inc-threshold-value: Specifies the threshold for beacon frame transmission 

rate increase in percentage. WIPS generates an alarm when the threshold is reached. The value range 

for the beacon-inc-threshold-value argument is 1 to 100, and the default is 30. 

beacon-inc-wait-time beacon-inc-wait-time-value: Specifies the time to wait after a suspicious AP 

impersonator is detected, in the range of 1 to 360000 seconds. The default is 10 seconds. WIPS 

generates an alarm if the number of beacon frames is increasing within the time period. 
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Examples 

# Enable AP impersonation attack detection specified in the attack detection policy named office, and 

specify the beacon-inc-threshold-value, beacon-inc-wait-time-value, and time-value as 10, 20, and 30, 

respectively. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] attack-detect-policy office 

[Sysname-wlan-ips-dctp-1] detect ap-impersonation beacon-inc-threshold 10 

beacon-inc-wait-time 20 quiet-time 30 

New feature: Displaying unassociated client information 

Displaying unassociated client information 

Task Command Remarks 

Display information about the 

devices in the specified or all 

virtual security domains. 

display wlan ips [ vsd vsd-name ] 

devices [ ap [ adhoc | authorized | 

external | misconfigured | 

potential-authorized | 

potential-external | 

potential-rogue | rogue | 

uncategorized | wireless-bridge ] 

| client [ authorized | 

misassociation | unauthorized | 

uncategorized | unassociated ] | 

mac-address mac-addr ] 

[ verbose ] [ | { begin | exclude | 

include } regular-expression ] 

Available in any view. 

 

Command reference 

display wlan ips devices 

Use display wlan ips devices to display information about wireless devices detected in the specified or all 

virtual security domains. 

Syntax 

display wlan ips [ vsd vsd-name ] devices [ ap [ adhoc | authorized | external | misconfigured | 

potential-authorized | potential-external | potential-rogue | rogue | uncategorized | wireless-bridge ] 

| client [ authorized | misassociation | unauthorized | uncategorized | unassociated ] | mac-address 

mac-addr ] [ verbose ] [ | { begin | exclude | include } regular-expression ] 

Views 

Any view 

Default command level 

2: System level 
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Parameters 

vsd vsd-name: Specifies a virtual security domain by its name, a case-insensitive string of 1 to 32 

characters that can contain letters, numbers, and underlines. 

ap: Displays AP information. 

adhoc: Displays Ad hoc AP information. 

authorized: Displays authorized AP information. 

rogue: Displays rogue AP information. 

misconfigured: Displays misconfigured AP information. 

external: Displays external AP information. 

potential-authorized: Displays potential-authorized AP information. 

potential-rogue: Displays potential-rogue AP information. 

potential-external: Displays potential-external AP information. 

uncategorized: Displays uncategorized AP information. 

wireless-bridge: Displays information about APs with the wireless bridge function. 

client: Displays client information. 

authorized: Displays authorized client information. 

unauthorized: Displays unauthorized client information. 

misassociated: Displays misassociated client information. 

uncategorized: Displays uncategorized client information. 

unassociated: Displays unassociated client information. 

mac-address mac-addr: Displays information about the wireless device with a specified MAC address. 

verbose: Displays device detailed information. 

|: Filters command output by specifying a regular expression. For more information about regular 

expressions, see Fundamentals Configuration Guide. 

begin: Displays the first line that matches the specified regular expression and all lines that follow. 

exclude: Displays all lines that do not match the specified regular expression. 

include: Displays all lines that match the specified regular expression. 

regular-expression: Specifies a regular expression, which is a case sensitive string of 1 to 256 characters. 

Examples 

# Display information about all wireless devices in all virtual security domains. 

<Sysname> display wlan ips devices  

SL = severity level, #S = number of reporting sensors, S = status 

VSD = virtual security domain, I = inactive, A = active 

Cli = client, Chl = channel 

                           Detected Wireless Devices 

-------------------------------------------------------------------------------- 

MAC-Address     Type Classification        SL  Last-Time            #S  Chl S 

-------------------------------------------------------------------------------- 

VSD default: 0 
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VSD vsd_office: 4 

 000f-e2a2-2420 AP   Misconfigured         0   2013-06-22/15:52:26  1   149 A 

 000f-e233-5500 AP   Misconfigured         0   2013-06-22/15:52:19  1   153 A 

 044f-aa03-9fec AP   Potential-External    0   2013-06-22/15:52:19  1   157 A 

 0021-632f-f77d Cli  Uncategorized         -   2013-06-22/15:52:29  1   149 A 

 0024-012d-ecec Cli  Unassociated          -   2013-09-18/14:29:55  1    -  - 

-------------------------------------------------------------------------------- 

Table 1 Command output 

Field Description 

MAC-Address MAC address of the wireless device. 

Type 

Type of the wireless device. 

 AP 

 Cli: Client. 

Classification Category of the wireless device. 

SL Severity level of the wireless device. 

Last-Time Time when WIPS last detected the AP or client. 

#S Number of sensors that detected the wireless device. 

Chl Channel where the wireless device was detected. 

S 

AP or client status. 

 Active—Enabled. 

 Inactive—Disabled. 
 

# Display detailed information about all wireless devices in all virtual security domains. 

<Sysname> display wlan ips devices verbose 

                            Detected Wireless Devices                            

-------------------------------------------------------------------------------- 

VSD: default                                                                     

 Total Number of APs: 0                                                          

 Total Number of Clients: 0                                                      

-------------------------------------------------------------------------------- 

VSD: vsd_office                                                                  

 Total Number of APs: 4                                                          

-------------------------------------------------------------------------------- 

BSSID : 000f-e2a2-2420                                                           

Vendor: Hewlett-Packard Development Company, L.P.                                

 SSID                      : office                                              

 Hotspot                   : No                                                 

 Status                    : Active                                              

 Classification            : Misconfigured                                       

 Severity Level            : 0                                                   

 Security                  : WPA2/WPA                                            

 Encrypt Method            : TKIP/CCMP                                           

 Authentication Method     : PSK                                                 

 Radio Type                : 802.11an                                            

 Channel                   : 149                                                 
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 In Countermeasure List    : No                                                  

 Up Time                   : 2013-06-22/15:43:16                                 

 First Reported Time       : 2013-06-22/15:40:56                                 

 Last Reported Time        : 2013-06-22/15:53:26                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 72                                                  

      Last Reported Time   : 2013-06-22/15:53:26                                 

 Attached Clients          : 1                                                   

  Client 1                 : 0021-632f-f77d                                      

-------------------------------------------------------------------------------- 

BSSID : 000f-e233-5500                                                           

Vendor: Hewlett-Packard Development Company, L.P.                                 

 SSID                      : bignetwork-a                                        

 Hotspot                   : NO                                   

 Status                    : Active                                              

 Classification            : Misconfigured                                       

 Severity Level            : 0                                                   

 Security                  : Clear                                               

 Encrypt Method            : -NA-                                                

 Authentication Method     : None                                                

 Radio Type                : 802.11an                                            

 Channel                   : 153                                                 

 In Countermeasure List    : No                                                  

 Up Time                   : 2013-05-09/14:46:57                                 

 First Reported Time       : 2013-06-22/15:38:26                                 

 Last Reported Time        : 2013-06-22/15:53:21                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 25                                                  

      Last Reported Time   : 2013-06-22/15:53:21                                 

 Attached Clients          : 0                                                   

-------------------------------------------------------------------------------- 

BSSID : 044f-aa03-9fec                                                           

Vendor: Ruckus Wireless                                                          

 SSID                      : Ruckus-Wireless-1                                   

 Hotspot                   : Yes                            

 Status                    : Active                                              

 Classification            : Potential-External                                  

 Severity Level            : 0                                                   

 Security                  : Clear                                               

 Encrypt Method            : -NA-                                                

 Authentication Method     : None                                                

 Radio Type                : 802.11an                                            

 Channel                   : 157                                                 

 In Countermeasure List    : No                                                  
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 Up Time                   : 2013-06-13/20:10:13                                 

 First Reported Time       : 2013-06-22/15:38:27                                 

 Last Reported Time        : 2013-06-22/15:53:22                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 5                                                   

      Last Reported Time   : 2013-06-22/15:53:42                                 

 Attached Clients          : 0                                                   

-------------------------------------------------------------------------------- 

 Total Number of Clients: 2                                                      

-------------------------------------------------------------------------------- 

MAC Address: 0021-632f-f77d                                                      

Vendor: ASKEY COMPUTER CORP                                                      

 BSSID                     : 000f-e2a2-2420                                      

 Status                    : Active                                              

 State                     : EAPSuccess                                          

 Classification            : Uncategorized                                       

 RadioType                 : 802.11an                                            

 Channel                   : 149                                                 

 In Countermeasure List    : No                                                  

 First Reported Time       : 2013-06-22/15:46:31                                 

 Last Reported Time        : 2013-06-22/15:53:33                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap3                                                 

      RadioId              : 1                                                   

      RSSI                 : 66                                                  

      Last Reported Time   : 2013-06-22/15:53:33                                 

-------------------------------------------------------------------------------- 

MAC Address: 0015-af75-3f0f                                                      

Vendor: AzureWave Technologies, Inc.                                             

 BSSID                     : -NA-     

Status                    : -NA-                                              

 State                     : Unassociation                                        

 Classification            : Unassociated                                       

 RadioType                 : 802.11n                                            

 Channel                   : -NA-                                                 

 In Countermeasure List    : No                                                   

 First Reported Time       : 2013-09-18/14:35:14                                 

 Last Reported Time        : 2013-09-18/14:36:10                                 

 Reporting Sensor          : 1                                                   

  Sensor 1                 : ap0                                                 

      RadioId              : 2                                                   

      RSSI                 : 18                                                  

      Last Reported Time   : 2013-09-18/14:36:10                                 

-------------------------------------------------------------------------------- 
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Table 2 Command output 

Field Description 

VSD Name of the virtual security domain. 

Total Number of APs Number of APs detected in the virtual security domain. 

BSSID Basic SSID. 

SSID SSID with which the client is associated. 

Hotspot Whether the SSID is in the hotspot list. 

Status 

AP or client status. 

 Active—Enabled. 

 Inactive—Disabled. 

State 

Client association state. 

 Association—The client has been associated with the AP. 

 Unassociation—The client is not associated with the AP. 

 EAPSuccess—The client has passed the PSK or 802.1X 

authentication. 

 EAPLogoff—The client has been logged off. 

Classification 

Category of the AP or client. 

 AP. 

 Ad_hoc. 

 Authorized. 

 Rogue. 

 Misconfigured. 

 External. 

 Potential-authorized. 

 Potential-rogue. 

 Potential-external. 

 Uncategorized. 

 Wireless bridge. 

 Client. 

 Authorized. 

 Unauthorized. 

 Misassociated. 

 Uncategorized. 

 Unassociated. 

Severity Level Severity level of the wireless device. 

Security 

Security type used by the wireless device. 

 Clear. 

 WEP. 

 WPA. 

 WPA2. 

Encrypt Method 

Data encryption mode. 

 TKIP. 

 CCMP. 

 WEP. 

 -NA-. 
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Field Description 

Authentication Method 

Authentication method for the AP. 

 None—No authentication. 

 PSK—PSK authentication. 

 802.1X—802.1X authentication. 

 Other—Authentication other than None, PSK, and 802.1X. 

RadioType Radio type of the wireless device. 

Channel Working channel of the wireless device. 

In Countermeasure List 

Whether the AP or client is in the countermeasures list. 

 Yes. 

 No. 

Up Time Bootup time of the AP. 

First Reported Time Time when WIPS first detected the AP or client. 

Last Reported Time Time when WIPS last detected the AP or client. 

Reporting Sensor Number of sensors that detected the wireless device. 

Sensor n 
Name of the sensor that detected the wireless device, where n 

represents a number automatically assigned by the system. 

RadioId Radio ID detected by the sensor. 

RSSI RSSI of the device. 

Attached Clients Number of clients associated with the AP. 

Client n 
MAC address of the client associated with the AP, where n 

represents a number automatically assigned by the system. 

Total Number of Clients Number of APs detected in the virtual security domain. 

MAC Address MAC address of the client. 

 

Modified feature: Importing and exporting OUI information 

Configuring importing and exporting OUI information 

An Organizational Unique Identifier (OUI) is the first three bytes of the MAC address of a device. It is the 

vendor identification of the device. 

An AC automatically imports a standard OUI file to the OUI library of WIPS after bootup. You can also 

write the OUI information in standard OUI file format to a configuration file, and execute the import 

wips-cfg-file oui command to import the configuration file to the OUI library of WIPS. 

After you successfully import the configuration file, the system displays the numbers of imported, updated, 

and existing configuration files, and the number of configuration files failed to be imported. 

In addition, you can execute the export wips-cfg-file oui command to export the OUI information in the 

OUI library to a configuration file. The system displays the numbers of successful and failed export 

operations. 

To import/export OUI information from/to a configuration file or clear OUI configuration information: 

To configure Importing and exporting OUI information: 
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Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter WIPS view. wlan ips N/A 

3. Import OUI information from a 

configuration file. 
import wips-cfg-file oui [ file-name] 

By default, WIPS automatically 

imports OUI information to the OUI 

library of WIPS when the number 

of sensors supported by the WIPS 

license is at least 1. 

4. Export OUI information to a 

configuration file. 
export wips-cfg-file oui file-name 

By default, no OUI information will 

be exported from the OUI library of 

WIPS. 

5. Clear OUI information in the 

OUI library. 
undo wips-cfg-file oui 

Optional. 

By default, OUI information in the 

OUI library is not cleared. 

 

Command reference 

import wips-cfg-file oui 

Use import wips-cfg-file oui to import OUI information from a specific configuration file to the OUI 

library of WIPS. 

Syntax 

import wips-cfg-file oui [ filename ] 

Default 

WIPS automatically imports OUI information to the OUI library if it supports at least one sensor. 

Views 

WIPS view 

Default command level 

2: System level 

Parameters 

file-name: Specifies a configuration file by its name, a case-insensitive string of 1 to 32 characters. It 

cannot contain special characters back slash (\), slash (/), colon (:), asterisk (*), question mark (?), 

quotation mark ("), left angle bracket (<), right angle bracket (>), and vertical bar (|). 

Usage guidelines 

Download the specified configuration files from the HP website, as follows: 

38-22-D6   (hex)      HP Technologies Co., Limited 

3822D6     (base 16)  HP Technologies Co., Limited 

00-00-00   (hex)   XEROX CORPORATION 

000000     (base 16)  XEROX CORPORATION 

         M/S 105-50C 

       800 PHILLIPS ROAD 

       WEBSTER NY 14580 
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       UNITED STATES 

If multiple imported OUI configuration files contain information about the same OUI, the new OUI 

information overwrites the old OUI information. 

Only one OUI configuration file can be imported at a time. 

Examples 

# Import OUI information from configuration file oui.txt to the OUI library of WIPS. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] import wips-cfg-file oui oui.txt  

export wips-cfg-file oui 

Use export wips-cfg-file oui to export OUI information in the OUI library of WIPS to the specified 

configuration file. 

Syntax 

export wips-cfg-file oui filename 

Default 

OUI information in the OUI library of WIPS is not exported. 

Views 

WIPS view 

Default command level 

2: System level 

Parameters 

file-name: Specifies a configuration file by its name, a case-insensitive string of 1 to 32 characters. It 

cannot contain special characters back slash (\), slash (/), colon (:), asterisk (*), question mark (?), 

quotation mark ("), left angle bracket (<), right angle bracket (>), and vertical bar (|). 

Usage guidelines 

Export OUI information in the following format: 

000FE2     (base 16)  Hangzhou HP Technologies Co., Ltd. 

You cannot export OUI information to multiple configuration files at the same time. 

Examples 

# Export OUI information in the OUI library to configuration file OUIInfo. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] export wips-cfg-file oui OUIInfo 

undo wips-cfg-file oui 

Use undo wips-cfg-file oui to clear the OUI configurations in the OUI library. 

Syntax 

undo wips-cfg-file oui 
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Default 

The OUI configurations in the OUI library are not cleared. 

Views 

WIPS view 

Default command level 

2: System level 

Examples 

# Clear the OUI configurations in the OUI library. 

<Sysname> system-view 

[Sysname] wlan ips 

[Sysname-wlan-ips] undo wips-cfg-file oui  

New feature: OAP management 

Overview 

An Open Application Platform (OAP) module can work in synergy with a device within OAA. For an 

NMS that is based on SNMP UDP domain, the device and the OAP module are separate SNMP agents. 

Physically, the two SNMP agents are at the same managed object. Logically, the two SNMP agents 

belong to different systems and manage their own MIB objects independently. To manage the device and 

the OAP module through the same interface, the NMS must first obtain their management IP addresses 

and relationships between them. You can configure a management IP address for an OAP module 

through the Web interface. 

Configuring a management IP address 

 IMPORTANT: 

To manage an OAP module through the NMS, assign an IP address to the module, and configure the IP 

address as the management IP address on the device. 
 

1. Select Device > OAP Management from the navigation tree. 

The OAP management configuration page appears. 

Figure 1 OAP Management configuration page 

 
 

2. Enter an IP address for the Management IP address field, as shown in 1180HFigure 1. 

3. Click Apply. 
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New feature: Discarding IPv6 packets that contain extension 

headers (supported on the switching engine) 

Enabling a device to discard IPv6 packets that contain extension 

headers 

This feature enables a device to discard a received IPv6 packet in either of the following situations: 

 The packet contains a Hop-by-Hop Options header. 

The packet contains two or more extension headers. 

 To enable a device to discard IPv6 packets that contain extension headers: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable the device to discard 

IPv6 packets that contain 

extension headers. 

ipv6 option drop enable 

By default, the device does not 

discard IPv6 packets that contain 

extension headers. 

 

Command reference 

New command: ipv6 option drop enable 

Use ipv6 option drop enable to enable the device to discard IPv6 packets that contain extension 

headers. 

Use undo ipv6 option drop to disable the device from discarding IPv6 packets that contain extension 

headers. 

Syntax 

ipv6 option drop enable 

undo ipv6 option drop 

Default 

A device does not discard IPv6 packets that contain extension headers. 

Views 

System view 

Default command level 

2: System level 

Usage guidelines 

This feature enables a device to discard a received IPv6 packet in either of the following situations: 

 The packet contains a Hop-by-Hop Options header. 

 The packet contains two or more extension headers. 
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Examples 

# Enable the device to discard IPv6 packets that contain extension headers. 

<Sysname> system-view 

[Sysname] ipv6 option drop enable 
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Release R2607P14 

This release has the following changes: 

 New feature: None 

 Modified feature: None 

First release. 
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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version Release 1508P08. Before you use this version in a live network, back up the configuration 
and test the version to avoid software upgrade issues affecting your live network.  

Use this document in conjunction with the software feature changes for the AC series and the 
documents listed in "Related documentation." 

Version information 

Version number 

Comware Software, Version 5.20, Release 1508P08 

Note: You can see the version number with the command display version in any view. Please see 

Note ①.  

Version history 

Table 1 Version history 

Version number Last version Release date Release type 

HP417-CMW520-R1508P08 
HP417-CMW520-R1
508P06 

2016-12-30 Release version 

HP417-CMW520-R1508P06 
HP417-CMW520-R1
508P03 

2016-08-24 Release version 

HP417-CMW520-R1508P03 
HP417-CMW520-R1
508P02 

2016-05-28 Release version 

HP417-CMW520-R1508P02 
HP417-CMW520-R1
508 

2016-04-01 Release version 

HP417-CMW520-R1508 
HP417-CMW520-R1
507P09 

2015-12-21 Release version 

HP417-CMW520-R1507P09 
HP417-CMW520-R1
507P07 

2015-10-21 Release version 

HP417-CMW520-R1507P07 
HP417-CMW520-R1
507P04 

2015-08-21 Release version 

HP417-CMW520-R1507P04 
HP417-CMW520-R1
507P03 

2015-06-26 Release version 

HP417-CMW520-R1507P03 
HP417-CMW520-R1
507P02 

2015-05-21 Release version 

HP417-CMW520-R1507P02 
HP417-CMW520-R1
507P01 

2015-05-12 Release version 

HP417-CMW520-R1507P01 
HP417-CMW520-R1
505P06 

2015-03-26 Release version 

HP417-CMW520-R1505P06 
HP417-CMW520-R1
505P05 

2015-02-09 Release version 
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Version number Last version Release date Release type 

HP417-CMW520-R1505P05 
HP417-CMW520-R1
505P04 

2015-01-14 Release version 

HP417-CMW520-R1505P04 
HP417-CMW520-R1
505P01 

2014-12-16 Release version 

HP417-CMW520-R1505P01 
HP417-CMW520-R1
505 

2014-10-29 Release version 

HP417-CMW520-R1505 
HP417-CMW520-R1
503 

2014-09-25 Release version 

HP417-CMW520-R1503 First release 2014-07-14 First release version 

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid upgrade failure, use Table 2 to verify the hardware and software compatibility before 
performing an upgrade. 
 

Table 2 HP_417 hardware and software compatibility matrix 

Item Specifications 

Product family HP_417 fit AP series 

Hardware platform HP_417 

Memory 128 MB 

Flash 128 MB 

Boot ROM version 

Basic 3.05 

Extend 3.05 

(Note: Perform the command display version command in any view to 

view the version information. Please see Note ②) 

Host software HP417-CMW520-R1508P08-FIT.bin 

IMC version None 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 
version 

CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 
Module SW version 

CMW520-R2507P58 

 

# Display the host software and Boot ROM version of the HP_417:  

<Sysname> display version 

HP Comware Platform Software 

Comware Software, Version 5.20, Release 1508P08                         ------- Note ① 
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Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 

HP 417-AM uptime is 0 week, 0 day, 14 hours, 23 minutes 

 

 CPU type: AR9344 

 128M bytes DDR2 SDRAM Memory 

 128M bytes Flash Memory 

 Pcb             Version:  Ver.A 

 Basic  BootROM  Version:  3.05                                         ------- Note ② 

 Extend BootROM  Version:  3.05                                         ------- Note ② 

 [SLOT  1]CON           (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]GE1/0/1       (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]ETH1/0/1      (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]ETH1/0/2      (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]ETH1/0/3      (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.A,        (Driver)1.0 

Upgrading restrictions and guidelines 

For restrictions and guidelines about upgrading HP_417 software, see "Appendix B Upgrading 
software." 

Hardware feature updates 
None. 

Software feature and command updates 
 See the software feature changes for the AC series. 

MIB updates 
None. 

Operation changes 
None. 

Restrictions and cautions 
None. 

Open problems and workarounds 
None. 
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List of resolved problems 

Resolved problems in 
HP417-CMW520-R1508P08 

None 

Resolved problems in 
HP417-CMW520-R1508P06 

201511160425 

 Symptom: The value for the Echo Response Loss Count field in the command output is an 
anomaly. 

 Condition: This symptom might occur when the display wlan ap verbose command is executed. 

Resolved problems in 
HP417-CMW520-R1508P03 

201604190024 

 Symptom: Decrease the buffer size of multicast and broadcast frames. 

 Condition: None. 

201604060464 

 Symptom: The maximum number of supported MAC entries is increased to 2000. 

 Condition: None. 

201604010290 

 Symptom: The AP mistakes unicasts sent by other APs for clients' unicasts and reports the 
unicasts to the location server, resulting in inaccurate location. 

 Condition: This symptom might occur when Location-Aware is enabled. 

201604070519 

 Symptom: The AP fails to establish an IPSec tunnel with the AC. 

 Condition: None. 

201604270339 

 Symptom: New clients cannot come online when there are a large number of online clients. 

 Condition: This symptom occurs when Location-Aware is enabled. 

201605230031 

 Symptom: Support for using the Location-Aware service packet encapsulation format in 
fingerprint location. 

 Condition: None. 
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201605160057 

 Symptom: The delay of ping packets from the AP to voice clients increases after remote AP is 
enabled. 

 Condition: This symptom occurs when local authentication is enabled. 

Resolved problems in 
HP417-CMW520-R1508P02 

None 

Resolved problems in HP417-CMW520-R1508 

201512020539 

 Symptom: WLAN roaming performance enhancements. 

 Condition: None. 

201510140054 

 Symptom: Serious packet loss occurs on a MacBook Pro. Network applications fail to operate 
correctly. 

 Condition: This symptom occurs when a MacBook Pro is updated to version 10.10.5 and the 
connected AP uses a low-frequency channel such as channel 36. 

Resolved problems in 
HP417-CMW520-R1507P09 

201510200058 

 Symptom: UAPSD enabled voice endpoints might fail to place calls. 

 Condition: None. 

201508270095 

 Symptom: PDA terminals cannot obtain an IP address if PSK authentication uses the CCMP 
cipher suite and RSN mode. 

 Condition: None. 

201507210030 

 Symptom: The CPU usage of the AP rises to 100% a period of time after the AP starts up. As a 
result, the AP repeatedly associates and disassociates with the AC. 

 Condition: This symptom might occur if Location-Aware service is enabled, and a large number 
of users are coming online. 
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Resolved problems in 
HP417-CMW520-R1507P07 

201507300085 

 Symptom: Some clients do not respond to the Location-Aware service request sent by the 
server. 

 Condition: This symptom might occur if the network contains multiple clients to be located. 

Resolved problems in 
HP417-CMW520-R1507P04 

201506050332 

 Symptom: AP fails to authenticate to Microsoft 2008R2 server when it works as a dot1x 
supplicant. 

 Condition: None. 

Resolved problems in 
HP417-CMW520-R1507P03 

201505180052 

 Symptom: Data interruption lasts for about one minute when some network cards such as Intel 
7260 roam among APs. 

 Condition: This symptom might occur when some network cards such as Intel 7260 roam 
among APs. 

Resolved problems in 
HP417-CMW520-R1507P02 

201504160369 

 Symptom: Mobile phones that use the MTK chip cannot come online. 

 Condition: This symptom occurs when Location-Aware service is enabled. 

201504100181 

 Symptom: Memory leak occurs when the AP operates for a period of time. 

 Condition: This symptom occurs when local authentication is enabled on the AP. 
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Resolved problems in 
HP417-CMW520-R1507P01 

201502060510 

 Symptom: In a WLAN mesh network, a frame received by an Ethernet interface from a mesh 
link carries a wrong VLAN tag. The interface cannot forward the packet. 

 Condition: This symptom might occur in WLAN mesh networks. 

Resolved problems in 
HP417-CMW520-R1505P06 

201411250337 

 Symptom: The CPU utilization ratio of the AP reaches 90% when wireless locating is enabled. 

 Condition: This symptom occurs when you enable wireless locating. 

201411030410 

 Symptom: In backup authentication mode, when the AP is disconnected from the AC, online 
clients connected to the AP go offline and come online again. Then, some clients fail to receive 
frames. 

 Condition: This symptom occurs when backup authentication is enabled and there is more than 
one online client. 

Resolved problems in 
HP417-CMW520-R1505P05 

201404180389 

 Symptom: When backup authentication is used, new clients cannot come online after the 
LWAPP tunnel is terminated. 

 Condition: This symptom might occur when backup authentication is used. 

Resolved problems in 
HP417-CMW520-R1505P04 

201412080046 

 Symptom: The performance test by Iperf or FTP shows that the AP performance is very 
unstable. 

 Condition: This symptom occurs when a Microsoft surface pro 3 is associated with the AP. 
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Resolved problems in 
HP417-CMW520-R1505P01 

201410160202 

 Symptom: Ethernet interface numbers used in software are different from the Ethernet interface 
numbers on the AP panel. 

 Condition: None. 

201409260467 

 Symptom: An AP does not support local forwarding when portal authentication is used. 

 Condition: This symptom occurs when an AP uses portal authentication. 

201406140010 

 Symptom: When AC backup is configured, an AP might stay in auto channel selection status 
and cannot provide access services. 

 Condition: This symptom might occur when AC backup is configured. 

201407060011 

 Symptom: The LLDP packets sent by an AP use the default MAC address as the source MAC 
address. 

 Condition: This symptom can be seen when an AP uses LLDP. 

201410190029 

 Symptom: The POST does not check the AES-CCMP algorithm. 

 Condition: This symptom can be seen when an AP performs the POST. 

Resolved problems in HP417-CMW520-R1505 

201408270100 

 Symptom: The locating packet aggregation function defined by AeroScout does not take effect 
when the AP works with AeroScout to locate clients. 

 Condition: The symptom occurs when the AP works with AeroScout. 

Resolved problems in HP417-CMW520-R1503 

First release. 

Related documentation 

Obtaining documentation 

To find related documents, browse to the Manuals page of the HP Support Center website: 

http://www.hp.com/support/manuals  

http://www.hp.com/support/manuals
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Contacting HP 
For worldwide technical support information, see the HP support website: 

http://www.hp.com/support 

Before contacting HP, collect the following information: 

 Product model names and numbers 

 Technical support registration number (if applicable) 

 Product serial numbers 

 Error messages 

 Operating system type and revision level 

 Detailed questions 

Subscription service 

HP recommends that you register your product at the HP website: 

http://www.hp.com/go/wwalerts 

After registering, you will receive email notifications of product enhancements, new driver versions, 
firmware updates, and other product resources. 

 

http://www.hp.com/support
http://www.hp.com/go/wwalerts


10 

Appendix A Feature list  

Hardware features 

Table 3 HP_417 series hardware features 

Item Description 

Dimensions (H x W x D) 86 x 120 x 35 mm (3.39 x 4.72 x 1.38 in) 

Weight 190 g (6.70 oz) 

Port 

1 x RJ-45 10/100/1000 Uplink Ethernet port 

3 x RJ-45 10/100 LAN Ethernet ports 

2 x RJ-45 pass through ports 

AC-input voltage PoE: IEEE802.3af/IEEE802.3at 

Max. power consumption 6.0W 

Operating temperature 0°C to 45°C (32°F to 113°F) 

Operating humidity  5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 4 HP_417 series software features 

Category Description 

Port Negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11b, 802.11g, 802.11n, 802.11i, 802.11h 

Virtual AP (Muti-SSID) A maximum of 16 SSIDs 

AP-AC Tunnel protocol CAPWAP draft 

Management and 
maintenance 

Central management by an AC 
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Appendix B Upgrading software  

This chapter describes how to upgrade the HP_417 fit AP software automatically. 

To upgrade the software, associate the AP with a Unified wired-WLAN Products. The AP 

automatically downloads software from the unified wired-WLAN products when the association is 

established. Unified wired-WLAN Products including the following: 

 HP 830 series PoE+ unified wired-WLAN switches. 

 HP 870/850 unified wired-WLAN appliance. 

 HP 11900/10500/7500 20G unified wired-WLAN module. 

 WX5000 series access controllers.  

These unified wired-WLAN products are referred to as "the AC" in this document. 

You do not need to use this guide if your HP_417 fit AP has already been associated with one of the 

ACs mentioned above. The AC automatically upgrades software for its associated APs each time 

you upgrade AC software. For information about upgrading AC software, see AC release notes. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Associating the fit AP with the AC 

You can associate a fit AP with an AC by using one of the following methods:  

 Use the auto AP function. 

The auto AP feature enables an AC to automatically associate with APs. 

 Manually associate the AP with the AC. 

Using the auto AP function 

1. Enable the auto AP function on the AC. 

<Sysname> system-view 

[Sysname] wlan auto-ap enable 

2. Create an AP template, specify the AP model, and set auto-AP serial ID. This example uses 

template name 417 and AP model HP417-WW. 

[Sysname] wlan ap 417 model HP417-ww 

[Sysname-wlan-ap-417] serial-id auto 



12 

Manually associating the serial ID of the AP with the AC 

1. Identify the serial ID of the AP on the rear panel of the AP. The serial ID is the unique identity of 

the AP. 

2. Create an AP template, and specify the AP model and serial ID. This example uses template 

name 417 and AP model HP417-WW.  

<Sysname> system-view 

[Sysname] wlan ap 417 model HP417-WW 

[Sysname-wlan-ap-417] serial-id CN2AD330S8 

Upgrading the software of the AC 
 

 CAUTION: 

Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 
 

# Upgrade the software of the AC. (Details not shown.) 

# Reboot the AC. 

<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

 Now rebooting, please wait...   

After the AC is rebooted, the AP associated with the AC automatically upgrades its software and 

reboots itself. 
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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version Release 1508P08. Before you use this version in a live network, back up the configuration 
and test the version to avoid software upgrade affecting your live network.  

Use this document in conjunction with the software feature changes for the AC series and the 
documents listed in "Related documentation." 

Version information 

Version number 

Comware Software, Version 5.20, Release 1508P08 

Note: You can see the version number with the command display version in any view. Please see 

Note ①. 

Version history 

Table 1 Version history 

Version number Last version Release date Release type 

HP425-CMW520-R1508P08 
HP425-CMW520-R1
508P06 

2016-12-30 Release version 

HP425-CMW520-R1508P06 
HP425-CMW520-R1
508P03 

2016-08-24 Release version 

HP425-CMW520-R1508P03 
HP425-CMW520-R1
508P02 

2016-05-28 Release version 

HP425-CMW520-R1508P02 
HP425-CMW520-R1
508 

2016-04-01 Release version 

HP425-CMW520-R1508 
HP425-CMW520-R1
507P09 

2015-12-21 Release version 

HP425-CMW520-R1507P09 
HP425-CMW520-R1
507P07 

2015-10-21 Release version 

HP425-CMW520-R1507P07 
HP425-CMW520-R1
507P04 

2015-08-21 Release version 

HP425-CMW520-R1507P04 
HP425-CMW520-R1
507P03 

2015-06-26 Release version 

HP425-CMW520-R1507P03 
HP425-CMW520-R1
507P02 

2015-05-21 Release version 

HP425-CMW520-R1507P02 
HP425-CMW520-R1
507P01 

2015-05-12 Release version 

HP425-CMW520-R1507P01 
HP425-CMW520-R1
505P06 

2015-03-26 Release version 

HP425-CMW520-R1505P06 
HP425-CMW520-R1
505P05 

2015-02-09 Release version 
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Version number Last version Release date Release type 

HP425-CMW520-R1505P05 
HP425-CMW520-R1
505P04 

2015-01-14 Release version 

HP425-CMW520-R1505P04 
HP425-CMW520-R1
505P01 

2014-12-16 Release version 

HP425-CMW520-R1505P01 
HP425-CMW520-R1
505 

2014-10-29 Release version 

HP425-CMW520-R1505 
HP425-CMW520-R1
504P09 

2014-09-25 Release version 

HP425-CMW520-R1504P09 
HP425-CMW520-R1
504P07 

2014-07-14 Release version 

HP425-CMW520-R1504P07 
HP425-CMW520-R1
504P05 

2014-04-15 Release version 

HP425-CMW520-R1504P05 
HP425-CMW520-R1
504P03 

2014-03-22 Release version 

HP425-CMW520-R1504P03 
HP425-CMW520-R1
504P01 

2014-02-19 Release version 

HP425-CMW520-R1504P01 
HP425-CMW520-E1
503 

2013-12-13 Release version 

HP425-CMW520-E1503 
HP425-CMW520-R1
307P01 

2013-10-28 ESS version 

HP425-CMW520-R1307P01 First release 2013-08-20 Release version 

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid upgrade failure, use Table 2 to verify the hardware and software compatibility before 
performing an upgrade. 
 

Table 2 HP_425 hardware and software compatibility matrix 

Item Specifications 

Product family HP_425 fit AP series 

Hardware platform HP_425 

Memory 128 MB 

Flash 128 MB 

CPLD version 
003 (Note: Use the display version command in any view to view the 

version information. Please see Note ②) 

Boot ROM version 

Basic N/A 

Extend 2.02 

(Note: Use the display version command in any view to view the version 

information. Please see Note ③. For R1307P01 or later versions, basic 

Boot ROM is not packaged into the version information) 

Host software HP425-CMW520-R1508P08-FIT.bin 
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Item Specifications 

IMC version None 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 
version 

CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 
Module SW version 

CMW520-R2507P58 

 

# Display the host software and Boot ROM version of the HP_425:  

<Sysname> display version 

HP Comware Platform Software 

Comware Software, Version 5.20, Release 1508P08                        -------- Note ① 

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 

HP 425-WW uptime is 0 week, 0 day, 14 hours, 23 minutes 

 

 CPU type: ATHEROS AR9350 

 128M bytes DDR2 SDRAM Memory 

 128M bytes Flash Memory 

 Pcb             Version:  Ver.E 

 CPLD            Version:  003                                         -------- Note ② 

 Basic  BootROM  Version:  2.02                                        -------- Note ③ 

 Extend BootROM  Version:  2.02                                        -------- Note ③ 

 [SLOT  1]CON           (Hardware)Ver.E, (Driver)1.0,    (Cpld)3.0 

 [SLOT  1]GE1/0/1       (Hardware)Ver.E, (Driver)1.0,    (Cpld)3.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.E, (Driver)1.0,    (Cpld)3.0 

 [SLOT  1]RADIO1/0/2    (Hardware)Ver.E, (Driver)1.0,    (Cpld)3.0   

Upgrading restrictions and guidelines 

For restrictions and guidelines about upgrading HP_425 software, see "Appendix B Upgrading 
software." 

Hardware feature updates 
None. 

Software feature and command updates 
For more information, see the software feature changes for the AC series. 

MIB updates 
None. 
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Operation changes 
None. 

Restrictions and cautions 
None. 

Open problems and workarounds 
None. 

List of resolved problems 

Resolved problems in 
HP425-CMW520-R1508P08 

None 

Resolved problems in 
HP425-CMW520-R1508P06 

201511160425 

 Symptom: The value for the Echo Response Loss Count field in the command output is an 
anomaly. 

 Condition: This symptom might occur when the display wlan ap verbose command is executed. 

Resolved problems in 
HP425-CMW520-R1508P03 

201604190024 

 Symptom: Decrease the buffer size of multicast and broadcast frames. 

 Condition: None. 

201604060464 

 Symptom: The maximum number of supported MAC entries is increased to 2000. 

 Condition: None. 

201604010290 

 Symptom: The AP mistakes unicasts sent by other APs for clients' unicasts and reports the 
unicasts to the location server, resulting in inaccurate location. 

 Condition: This symptom might occur when Location-Aware is enabled. 
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201604070519 

 Symptom: The AP fails to establish an IPSec tunnel with the AC. 

 Condition: None. 

201604270339 

 Symptom: New clients cannot come online when there are a large number of online clients. 

 Condition: This symptom occurs when Location-Aware is enabled. 

201605230031 

 Symptom: Support for using the Location-Aware service packet encapsulation format in 
fingerprint location. 

 Condition: None. 

201605160057 

 Symptom: The delay of ping packets from the AP to voice clients increases after remote AP is 
enabled. 

 Condition: This symptom occurs when local authentication is enabled. 

Resolved problems in 
HP425-CMW520-R1508P02 

None 

Resolved problems in HP425-CMW520-R1508 

201512020539 

 Symptom: WLAN roaming performance enhancements. 

 Condition: None. 

201511090422 

 Symptom: Location service incorrectly identifies the random generated MAC address sent by 
Iphone. 

 Condition: None. 

201510140054 

 Symptom: Serious packet loss occurs on a MacBook Pro. Network applications fail to operate 
correctly. 

 Condition: This symptom occurs when a MacBook Pro is updated to version 10.10.5 and the 
connected AP uses a low-frequency channel such as channel 36. 

Resolved problems in 
HP425-CMW520-R1507P09 

201510200058 

 Symptom: UAPSD enabled voice endpoints might fail to place calls. 

 Condition: None. 
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201508270095 

 Symptom: PDA terminals cannot obtain an IP address if PSK authentication uses the CCMP 
cipher suite and RSN mode. 

 Condition: None. 

201507210030 

 Symptom: The CPU usage of the AP rises to 100% a period of time after the AP starts up. As a 
result, the AP repeatedly associates and disassociates with the AC. 

 Condition: This symptom might occur if Location-Aware service is enabled, and a large number 
of users are coming online. 

Resolved problems in 
HP425-CMW520-R1507P07 

201507300085 

 Symptom: Some clients do not respond to the Location-Aware service request sent by the 
server. 

 Condition: This symptom might occur if the network contains multiple clients to be located. 

Resolved problems in 
HP425-CMW520-R1507P04 

201506120096 

 Symptom: Update the power table as per regulatory requirement. 

 Condition: None. 

201506050332 

 Symptom: AP fails to authenticate to Microsoft 2008R2 server when it works as a dot1x 
supplicant. 

 Condition: None. 

Resolved problems in 
HP425-CMW520-R1507P03 

201505180052 

 Symptom: Data interruption lasts for about one minute when some network cards such as Intel 
7260 roam among APs. 

 Condition: This symptom might occur when some network cards such as Intel 7260 roam 
among APs. 
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Resolved problems in 
HP425-CMW520-R1507P02 

201504160369 

 Symptom: Mobile phones that use the MTK chip cannot come online. 

 Condition: This symptom occurs when Location-Aware service is enabled. 

201504100181 

 Symptom: Memory leak occurs when the AP operates for a period of time. 

 Condition: This symptom occurs when local authentication is enabled on the AP. 

Resolved problems in 
HP425-CMW520-R1507P01 

201503100053 

 Symptom: The power table for the AP has the following changes: 

 Added 5 GHz band 3 for Philippines. 

 Condition: None. 

201502060510 

 Symptom: In a WLAN mesh network, a frame received by an Ethernet interface from a mesh 
link carries a wrong VLAN tag. The interface cannot forward the packet. 

 Condition: This symptom might occur in WLAN mesh networks. 

Resolved problems in 
HP425-CMW520-R1505P06 

201411250337 

 Symptom: The CPU utilization ratio of the AP reaches 90% when wireless locating is enabled. 

 Condition: This symptom occurs when you enable wireless locating. 

201411030410 

 Symptom: In backup authentication mode, when the AP is disconnected from the AC, online 
clients connected to the AP go offline and come online again. Then, some clients fail to receive 
frames. 

 Condition: This symptom occurs when backup authentication is enabled and there is more than 
one online client. 
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Resolved problems in 
HP425-CMW520-R1505P05 

201404180389 

 Symptom: When backup authentication is used, new clients cannot come online after the 
LWAPP tunnel is terminated. 

 Condition: This symptom might occur when backup authentication is used. 

Resolved problems in 
HP425-CMW520-R1505P04 

201411100469 

 Symptom: Location-Aware service is supported. 

 Condition: None. 

201412080046 

 Symptom: The performance test by Iperf or FTP shows that the AP performance is very 
unstable. 

 Condition: This symptom occurs when a Microsoft surface pro 3 is associated with the AP. 

Resolved problems in 
HP425-CMW520-R1505P01 

201409260467 

 Symptom: An AP does not support local forwarding when portal authentication is used. 

 Condition: This symptom occurs when an AP uses portal authentication. 

201406140010 

 Symptom: When AC backup is configured, an AP might stay in auto channel selection status 
and cannot provide access services. 

 Condition: This symptom might occur when AC backup is configured. 

201409230357 

 Symptom: When an AP performs wireless locating, the locating packets reported to the AC 
might carry incorrect client IP addresses.  

 Condition: This symptom occurs when an AP performs wireless locating. 

201409240154 

 Symptom: When an AP performs wireless locating, it takes packets from other APs as packets 
from clients, resulting in locating errors. 

 Condition: This symptom occurs when an AP performs wireless locating. 

201410090101 

 Symptom: When spectrum analysis is enabled, the channel utilization ratio increases, and the 
AC often displays high channel-utilization ratio alarms. 
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 Condition: This symptom occurs when spectrum analysis is enabled. 

201407060011 

 Symptom: The LLDP packets sent by an AP use the default MAC address as the source MAC 
address. 

 Condition: This symptom can be seen when an AP uses LLDP. 

201410190029 

 Symptom: The POST does not check the AES-CCMP algorithm. 

 Condition: This symptom can be seen when an AP performs the POST. 

Resolved problems in HP425-CMW520-R1505 

201408270100 

 Symptom: The locating packet aggregation function defined by AeroScout does not take effect 
when the AP works with AeroScout to locate clients. 

 Condition: The symptom occurs when the AP works with AeroScout. 

Resolved problems in 
HP425-CMW520-R1504P09 

201404080423 

 Symptom: A Spectralink wireless client cannot be automatically connected to a wireless 
network when is powered off and then powered on. 

 Condition: This symptom occurs when a Spectralink wireless client that has been connected to 
a wireless network is powered off and then powered on. 

201405130602 

 Symptom: Some clients might be unable to receive frames correctly when the rate-limit function 
for wireless location is enabled. 

 Condition: This symptom might occur when the rate-limit function for wireless location is 
enabled. 

201406090275 

 Symptom: A client that uses iOS cannot be associated with an AP. 

 Condition: This symptom occurs when the following conditions are met: 

 The wireless service that the AP is using uses the WEP 104 encryption mode. 

 The encrypted key contains 0. 

 A client that uses iOS is trying to associate with the AP. 

201406200097 

 Symptom: A client cannot transmit data with an AP after it associates with the AP and obtains 
the same IP address as a client that has disassociated with the AP. 

 Condition: This symptom occurs when a client logs off abnormally and a new client uses the 
same IP address as the old client. 

201406190094 

 Symptom: A wireless IP phone cannot perform ring operations when it is associated with an AP. 
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 Condition: This symptom might occur when a client whose sleep mode is set to U-APSD is 
associated with an AP. 

201405290064 

 Symptom: Frame transmission performance between an AP and a client is low when the 
Intel2230 wireless NIC is operating in dynamic power save mode. 

 Condition: This symptom occurs when an Intel2230 wireless NIC is used and the sleep mode is 
set to dynamic power save. 

201406050960 

 Symptom: When you disable one SSID, clients that go online through the other SSIDs go 
offline. 

 Condition: This symptom can be seen when you configure multiple SSIDs for one radio and 
disable one of the SSIDs. 

Resolved problems in 
HP425-CMW520-R1504P07 

201401230145 

 Symptom: The default status of LLDP is incorrect on APs. 

 Condition: This problem occurs when the AP uses the default configuration file. 

201403270471 

 Symptom: After the connection between an AP and an AC is disconnected, the AP reboots 
unexpectedly when a client reconnects to the AP. 

 Condition: This symptom occurs when you perform the following tasks: 

a. Configure local authentication and enable sFlow on the AC.  

b. Disconnect the AP from the AC by blocking data.  

c. Log out the client, and connect the client to the AP again. 

TB201403210327 

 Symptom: APs do not support the Bonjour gateway feature.  

 Condition: None. 

201406050960 

 Symptom: When you disable one SSID, clients that go online through the other SSIDs go 
offline. 

 Condition: This symptom can be seen when you configure multiple SSIDs for one radio and 
disable one of the SSIDs. 

Resolved problems in 
HP425-CMW520-R1504P05 

201403010047 

 Symptom: When the country code of an AP is set to Qatar QA, the maximum transmit power on 
channels 149 through 165 is not compliant with the power table. 

 Condition: This symptom occurs when the country code of an AP is set to Qatar QA. 
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201402180380 

 Symptom: The AC does not support authentication for APs that use 802.1X client.  

 Condition: This symptom can be seen when APs use 802.1X client. 

Resolved problems in 
HP425-CMW520-R1504P03 

201310230553 

 Symptom: The log file does not record type information for POST failures.  

 Condition: This symptom can be seen in the log file after POST failures occur.  

201401030136 

 Symptom: The name of the User-Default external antenna does not include the J number and 
description. (Correct sample: JG696A HP Indoor Omnidirectional Dual Band 2.5/6dBi MIMO 4 
Element Antenna). 

 Condition: This symptom can be seen in the name of the User-Default external antenna. 

201312230442 

 Symptom: The following WIPS features were added: 

a. AP impersonation attack detection 

b. BA flood detection 

c. Power saving attack detection 

d. Hotspot attack detection 

e. Windows bridging detection 

f. Mesh link detection 

g. Soft AP detection 

h. Unencrypted-AP detection 

i. Unassociated client detection 

 Condition:  

Resolved problems in 
HP425-CMW520-R1504P01 

201309040197 

 Symptom: The default domain name for the AP is H3C.domainname.com, which should be 
HPN.domainname.com. 

 Condition: This symptom can be seen in the default domain name.  

201312090293 

 Symptom: The Custom Antenna type was added. The antennal gain and power settings were 
optimized and enhanced.  

 Condition:  

201311250283 

 Symptom: Information about WPA2 encryption/decryption failures was added in system logs, 
including the encryption type, packet type, and client IP address.  
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 Condition:  

201310240113 

 Symptom: A function for using the MAP file to enable FIPS mode for the AP was added. You can 
use CLI to view FIPS state.  

 Condition:  

201310220119 

 Symptom: A function that enables a MAP file-configured AP to obtain a certificate from an 
external certificate server was added. The AC and AP can use certificates to establish an IPsec 
tunnel.  

 Condition:  

Resolved problems in HP425-CMW520-E1503 

First version in new branch. 

Related documentation 

Obtaining documentation 

To find related documents, browse to the Manuals page of the HP Support Center website: 

http://www.hp.com/support/manuals  

Contacting HP 
For worldwide technical support information, see the HP support website: 

http://www.hp.com/support 

Before contacting HP, collect the following information: 

 Product model names and numbers 

 Technical support registration number (if applicable) 

 Product serial numbers 

 Error messages 

 Operating system type and revision level 

 Detailed questions 

Subscription service 

HP recommends that you register your product at the Subscriber's Choice for Business website: 

http://www.hp.com/go/wwalerts 

After registering, you will receive email notifications of product enhancements, new driver versions, 
firmware updates, and other product resources. 

 

http://www.hp.com/support/manuals
http://www.hp.com/support
http://www.hp.com/go/wwalerts
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Appendix A Feature list  

Hardware features 

Table 3 HP_425 hardware features 

Item Description 

Dimensions (H x W x D) 51 x 188.6 x 188.6 mm (2.01 x 7.43 x 7.43 in)  

Weight 0.64 kg (1.41 lb) 

Port 
1 x RJ-45 10/100/1000 Mbps Ethernet port 

1 x RJ-45 serial port 

AC-input voltage POE: IEEE802.3af/IEEE802.3at 

Max. power consumption 12.95 W 

Operating temperature 0°C to 45°C (32°F to 113°F) 

Operating humidity  5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 4 HP_425 software features 

Category Description 

Port negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11n, 802.11i, 802.11h 

Virtual AP (Multi-SSID) A maximum of 16 SSIDs for either radio of an AP 

CAPWAP CAPWAP draft 

Management and 
maintenance 

Central management by an AC 

Appendix B Upgrading software 

This chapter describes how to upgrade the HP_425 fit AP software automatically. 



14 

To upgrade the software, associate the AP with a Unified wired-WLAN Products. The AP 

automatically downloads software from the unified wired-WLAN products when the association is 

established. Unified wired-WLAN Products including the following: 

 HP 830 series PoE+ unified wired-WLAN switches. 

 HP 870/850 unified wired-WLAN appliance. 

 HP 11900/10500/7500 20G unified wired-WLAN module. 

 WX5000 series access controllers.  

These unified wired-WLAN products are referred to as "the AC" in this document. 

You do not need to use this guide if your HP_560 fit AP has already been associated with one of the 

ACs mentioned above. The AC automatically upgrades software for its associated APs each time 

you upgrade AC software. For information about upgrading AC software, see AC release notes. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Associating the fit AP with the AC 

You can associate a fit AP with an AC by using one of the following methods:  

 Use the auto AP function. 

The auto AP feature enables APs to automatically associate with an AC. 

 Manually associate the AP with the AC. 

Using the auto AP function 

1. Enable the auto AP function on the AC. 

<Sysname> system-view 

[Sysname] wlan auto-ap enable 

2. Create an AP template, specify the AP model, and set auto-AP serial ID. This example uses 

template name HP425 and AP model HP425-ww. 

[Sysname] wlan ap HP425 model HP425-ww 

[Sysname-wlan-ap-HP425] serial-id auto 

Manually associating the serial ID of the AP with the AC 

1. Identify the serial ID of the AP on the rear panel of the AP. The serial ID is the unique identity of 

the AP. 

2. Create an AP template, and specify the AP model and serial ID. This example uses template 

name HP425 and AP model HP425-WW. 

<Sysname> system-view 
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[Sysname] wlan ap HP425 model HP425-WW 

[Sysname-wlan-ap-HP425] serial-id CN2AD330S9 

Upgrading the software of the AC 
 

 CAUTION: 

Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 
 

# Upgrade the software of the AC. (Details not shown.) 

# Reboot the AC. 

<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

 Now rebooting, please wait...   

After the AC is rebooted, the AP associated with the AC automatically upgrades its software and 

reboots itself. 
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This document describes the features, restrictions and guidelines, open problems, and workarounds 

for version Release 1508P08. Before you use this version in a live network, back up the 

configuration and test the version to avoid software upgrade issues affecting your live network.  

Use this document in conjunction with the software feature changes for the AC series and the 

documents listed in "Related documentation." 

Version information 

Version number 

Comware Software, Version 5.20, Release 1508P08 

Note: You can see the version number with the command display version in any view. Please see 

Note ①. 

Version history 

Table 1 Version history 

Version number Last version Release date Release type 

HP52X-CMW520-R1508P08 
HP52X-CMW520-R15

08P06 
2016-12-30 Release version 

HP52X-CMW520-R1508P06 
HP52X-CMW520-R15

08P03 
2016-08-24 Release version 

HP52X-CMW520-R1508P03 
HP52X-CMW520-R15

08P02 
2016-05-28 Release version 

HP52X-CMW520-R1508P02 
HP52X-CMW520-R15

08 
2016-04-01 Release version 

HP52X-CMW520-R1508 
HP52X-CMW520-R15

07P09 
2015-12-21 Release version 

HP52X-CMW520-R1507P09 
HP52X-CMW520-R15

07P07 
2015-10-21 Release version 

HP52X-CMW520-R1507P07 
HP52X-CMW520-R15

07P04 
2015-08-21 Release version 

HP52X-CMW520-R1507P04 
HP52X-CMW520-R15

07P03 
2015-06-26 Release version 

HP52X-CMW520-R1507P03 
HP52X-CMW520-R15

07P02 
2015-05-21 Release version 

HP52X-CMW520-R1507P02 
HP52X-CMW520-R15

07P01 
2015-05-12 Release version 

HP52X-CMW520-R1507P01 
HP52X-CMW520-R15

05P06 
2015-03-31 Release version 
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Version number Last version Release date Release type 

HP52X-CMW520-R1505P06 
HP52X-CMW520-R15

05P05 
2015-02-09 Release version 

HP52X-CMW520-R1505P05 
HP52X-CMW520-R15

05P04 
2015-01-14 Release version 

HP52X-CMW520-R1505P04 
HP52X-CMW520-R15

05P03 
2014-12-16 Release version 

HP52X-CMW520-R1505P03 
HP52X-CMW520-R15

05P02 
2014-11-14 Release version 

HP52X-CMW520-R1505P02 
HP52X-CMW520-R15

05P01 
2014-11-07 Release version 

HP52X-CMW520-R1505P01 
HP52X-CMW520-R15

05 
2014-10-29 Release version 

HP52X-CMW520-R1505 First release 2014-09-28 First release version 

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid upgrade failure, use Table 2 to verify the hardware and software compatibility before 

performing an upgrade. 
 

Table 2 HP_52X hardware and software compatibility matrix 

Item Specifications 

Product family HP_52X fit AP series 

Hardware platform HP_525/HP_527/HP_525R 

Memory 256 MB 

Flash 128 MB 

CPLD version 

HP_525: 006 

HP_527/HP_525R: N/A 

 (Note: Perform the command display version command in any view to 

view the version information. Please see Note ②) 

Boot ROM version 

Basic 1.10 

Extend 1.10 

(Note: Perform the command display version command in any view to 

view the version information. Please see Note ③) 

Host software HP52X-CMW520-R1508P08-FIT.bin 

IMC version None 

Web version None 

OAA version None 
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Item Specifications 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 

version 
CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 

Module SW version 
CMW520-R2507P58 

 

# Display version information for the HP_52X:  

<Sysname> display version 

HP Comware Platform Software 

Comware Software, Version 5.20, Release 1508P08                          ------ Note ① 

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 

HP 525-AM uptime is 0 week, 0 day, 14 hours, 23 minutes 

 

 CPU type: ATHEROS AR9550 

 256M bytes DDR2 SDRAM Memory 

 128M bytes Flash Memory 

 Pcb             Version:  Ver.C 

CPLD            Version:  006                                           ------- Note ② 

 Basic  BootROM  Version:  1.11                                         ------- Note ③ 

 Extend BootROM  Version:  1.13                                         ------- Note ③ 

[SLOT  1]CON           (Hardware)Ver.C (Driver)1.0,    (Cpld)6.0 

 [SLOT  1]GE1/0/1       (Hardware)Ver.C, (Driver)1.0,    (Cpld)6.0 

 [SLOT  1]GE1/0/2       (Hardware)Ver.C, (Driver)1.0,    (Cpld)6.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.C, (Driver)1.0,    (Cpld)6.0 

 [SLOT  1]RADIO1/0/2    (Hardware)Ver.C, (Driver)1.0,    (Cpld)6.0 

Upgrading restrictions and guidelines 

For software upgrade restrictions and guidelines, see "Appendix B Upgrading software." 

Hardware feature updates 

None. 

Software feature and command updates 

See also the software feature changes for the AC series. 

Authentication 

LAN ports on the HP527 support 802.1X or MAC authentication. 
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Limitations 

 dot1x auth-fail not supported 

 dot1x guest-vlan not supported 

 mac-authentication guest-vlan not supported 

Configuration example 

vlan 1201 to 1202 

# 

port-security enable 

dot1x authentication-method eap 

# 

radius scheme nps 

 primary authentication 192.168.0.100 

 primary accounting 192.168.0.100 

 key authentication cipher $c$3$pJE/skAfFXZUvMRBtbza33+gCFUj/JiPBQ== 

 key accounting cipher $c$3$MDfFfd1cFzjMKiihMrA5LzM0oh9+6CGxVg== 

 user-name-format without-domain 

# 

domain nps 

 authentication default radius-scheme nps 

 authorization default radius-scheme nps 

 accounting default radius-scheme nps 

 authentication super radius-scheme nps 

 access-limit disable 

 state active 

# 

interface GigabitEthernet1/0/3 

 port link-type hybrid 

 port hybrid vlan 1 untagged 

 mac-vlan enable 

 stp edged-port enable 

 mac-authentication domain nps 

 port-security max-mac-count 3 

 port-security port-mode userlogin-secure-or-mac-ext 

 dot1x max-user 2 

 undo dot1x handshake 

 dot1x mandatory-domain nps 

 undo dot1x multicast-trigger 

 dot1x unicast-trigger 

MIB updates 

None. 
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Operation changes 

None. 

Restrictions and cautions 

None. 

Open problems and workarounds 

None. 

List of resolved problems 

Resolved problems in 

HP52X-CMW520-R1508P08 

201609090409 

 Symptom: Dropouts are likely to occur for iPhone 6s when they are used to watch videos. 

 Condition: This symptom occurs when the clients associate with the 5 GHz radio. 

201603280071 

 Symptom: The transmission rate for 5 GHz radios is fixed at the lowest rate. 

 Condition: This symptom occurs when a large number of clients come online and go offline for 

a long time. 

201511040231 

 Symptom: The AP reboots abnormally. 

 Condition: This symptom might occur when a large amount of traffic is transmitted. 

Resolved problems in 

HP52X-CMW520-R1508P06 

201511160425 

 Symptom: The value for the Echo Response Loss Count field in the command output is an 

anomaly. 

 Condition: This symptom might occur when the display wlan ap verbose command is 

executed. 

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/d74a403d-5fca-4c55-ae0d-bfdef09a6a03$tabTitle=201511040231
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201605300261 

 Symptom: The mimo 1x1 command configured for 5 GHz radios does not take effect. 

 Condition: None. 

201605130362 

 Symptom: Some clients cannot operate correctly because of the incorrect setting for the 

Timestamp field in the beacon messages sent by 5 GHz radios. 

 Condition: This symptom might occur when the AP operates correctly. 

Resolved problems in 

HP52X-CMW520-R1508P03 

201506170424 

 Symptom: 5GHz mesh links might  be unavailable and the shutdown command does not take 

effect. 

 Condition: None. 

201605130362 

 Symptom: The AP fails link negotiation with a switch and cannot communicate with the switch. 

 Condition: This symptom occurs when the switch uses a 100 Mbps Ethernet port. 

201604190024 

 Symptom: Decrease the buffer size of multicast and broadcast frames. 

 Condition: None. 

201604060464 

 Symptom: The maximum number of supported MAC entries is increased to 2000. 

 Condition: None. 

20160328007 

 Symptom: After a long time of operation, the AP cannot select a higher transmission rate for 

the 5 GHz radio. 

 Condition: None. 

201604010290 

 Symptom: The AP mistakes unicasts sent by other APs for clients' unicasts and reports the 

unicasts to the location server, resulting in inaccurate location. 

 Condition: This symptom might occur when Location-Aware service is enabled. 

201604070519 

 Symptom: The AP fails to establish an IPSec tunnel with the AC. 

 Condition: None. 

201604270339 

 Symptom: New clients cannot come online when there are a large number of online clients. 
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 Condition: This symptom occurs when Location-Aware service is enabled. 

201605230031 

 Symptom: Support for using the Location-Aware service  packet encapsulation format in 

fingerprint location. 

 Condition: None. 

201605160057 

 Symptom: The delay of ping packets from the AP to voice clients increases after remote AP is 

enabled. 

 Condition: This symptom occurs when local authentication is enabled. 

Resolved problems in 

HP52X-CMW520-R1508P02 

201603280071 

 Symptom: The rate of the 5G radio is fixed at the lowest rate. 

 Condition: This symptom might occur when a large number of clients come online and go 

offline for a long time. 

201603070323 

 Symptom: After the qos trust dscp command is executed on a wired interface of the AP, 

MacBooks associated with the AP cannot provide services for viewing webpages. 

 Condition: None. 

201601250119 

 Symptom: An 802.11ac radio of the AP fails to set the buffer field to 1 and cannot buffer 

packets for clients in sleep state. 

 Condition: This symptom might occur when a client associated with the 802.11ac radio is in 

sleep state and the radio has buffered broadcasts. 

201512230537 

 Symptom: The AC and clients cannot ping each other when the cipher suite is changed. 

 Condition: This symptom occurs when the cipher suite is changed from CCMP to TKIP. 

Resolved problems in HP52X-CMW520-R1508 

201512090352 

 Symptom: WIPS functions are not funcitonal. 

 Condition: This symptom occurs when you configure WIPS. 

201512020539 

 Symptom: WLAN roaming performance enhancements. 

 Condition: None. 
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201510140054 

 Symptom: Serious packet loss occurs on a MacBook Pro. Network applications fail to operate 

correctly. 

 Condition: This symptom occurs when a MacBook Pro is updated to version 10.10.5 and the 

connected AP uses a low-frequency channel such as channel 36. 

Resolved problems in 

HP52X-CMW520-R1507P09 

201510200058 

 Symptom: UAPSD enabled voice endpoints might fail to place calls. 

 Condition: None. 

201508270095 

 Symptom: PDA terminals cannot obtain an IP address if PSK authentication uses the CCMP 

cipher suite and RSN mode. 

 Condition: None. 

201507210030 

 Symptom: The CPU usage of the AP rises to 100% a period of time after the AP starts up. As a 

result, the AP repeatedly associates and disassociates with the AC. 

 Condition: This symptom might occur if Location-Aware service is enabled, and a large 

number of users are coming online. 

Resolved problems in 

HP52X-CMW520-R1507P07 

201508100072 

 Symptom: An AP reboots unexpectedly because of target CPU errors. 

 Condition: None. 

201507300085 

 Symptom: Some clients do not respond to the Location-Aware service request sent by the 

server. 

 Condition: This symptom might occur if the network contains multiple clients to be located. 

201507180065 

 Symptom: The led-mode quiet command turns off all LEDs, but the LEDs are lit on when a 

radio is enabled or disabled, or a new client associates with the AP. 

 Condition: This symptom might occur if a radio is enabled or disabled, or a new client 

associates with the AP. 



9 

Resolved problems in 

HP52X-CMW520-R1507P04 

201506250126 

 Symptom: HP 525-R first release. 

 Condition: None. 

201506120096 

 Symptom: Update the HP 525/527 power table as per regulatory requirement. 

 Condition: None. 

201506050332 

 Symptom: AP fails to authenticate to Microsoft 2008R2 server when it works as a dot1x 

supplicant. 

 Condition: None. 

Resolved problems in 

HP52X-CMW520-R1507P03 

201505180052 

 Symptom: Data interruption lasts for about one minute when some network cards such as 

Intel 7260 roam among APs. 

 Condition: This symptom might occur when some network cards such as Intel 7260 roam 

among APs. 

201505180042 

 Symptom: PDs receiving power from the PoE Out port on an HP 527 reboot repeatedly. 

 Condition:None. 

Resolved problems in 

HP52X-CMW520-R1507P02 

201504100181 

 Symptom: Memory leak occurs when the AP operates for a period of time. 

 Condition: This symptom occurs when local authentication is enabled on the AP. 

201504010050 

 Symptom: A MacBook Air might be unable to get an IP address after it is connected to the AP. 

 Condition: None. 
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Resolved problems in 

HP52X-CMW520-R1507P01 

201503100053 

 Symptom: The power table for the AP has the following changes: 

 HP525: Added 5 GHz band 3 for Turkey. 

 HP527: 

 Added 5 GHz band 3 for Turkey. 

 Corrected Qatar. 

 Modified the power for JP. 

 Added 5 GHz band 1 for TW. 

 Condition: None. 

201503170094 

 Symptom: The algorithm for finding clients is changed to optimize packet forwarding process. 

 Condition: None. 

201502090411 

 Symptom: Serious packet loss occurs on the 5 GHz radio and applications used by clients 

might fail to connect to the Internet. 

 Condition: This symptom might occur when spectrum analysis is enabled on the AP. 

201502060510 

 Symptom: In a WLAN mesh network, a frame received by an Ethernet interface from a mesh 

link carries a wrong VLAN tag. The interface cannot forward the packet. 

 Condition: This symptom might occur in WLAN mesh networks. 

201503280106 

 Symptom: The rate of transmitting frame from AP to a client of iPad or iPhone 6 would never 

greater than MCS 3. 

 Condition: This symptom might occur when using iPad or iPhone 6. 

Resolved problems in 

HP52X-CMW520-R1505P06 

201501210357 

 Symptom: After associating with an AC, the AP displays "Error: Power-up self-test for 

AES-CCMP failed. FIPS140-2 power-up self-test failed.", and then restarts. 

 Condition: This symptom occurs when you bind two WEP services to the 5 GHz radio. 
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201501280208 (HP527) 

 Symptom: The actual power of the AP is different from the power in the power table when the 

country code is RU. 

 Condition: This symptom occurs when the country code is RU. 

201411250337 

 Symptom: The CPU utilization ratio of the AP reaches 90% when wireless locating is enabled. 

 Condition: This symptom occurs when you enable wireless locating. 

201411030410 

 Symptom: In backup authentication mode, when the AP is disconnected from the AC, online 

clients connected to the AP go offline and come online again. Then, some clients fail to receive 

frames. 

 Condition: This symptom occurs when backup authentication is enabled and there is more 

than one online client. 

Resolved problems in 

HP52X-CMW520-R1505P05 

201409190288 (HP525-WW/HP527-WW) 

 Symptom: The AC displays "Error: Radio type is illegal in this regulatory domain" when you 

enter radio view of radio 1 from AP template view. 

 Condition: This symptom occurs when the country code of the AP template represents Russia, 

Ukraine, Egypt, Belarus, Indonesia, or Kazakhstan. 

 Workaround: Execute the radio 1 type dot11an command in AP template view to specify the 

radio type of radio 1 as 802.11n. 

201404180389 

 Symptom: When backup authentication is used, new clients cannot come online after the 

LWAPP tunnel is terminated. 

 Condition: This symptom might occur when backup authentication is used. 

201501080054 

 Symptom: DFS is unavailable on the 5 GHz radio. 

 Condition: This symptom occurs when AP is running R1505P04 version and the 5 GHz radio 

operates in a radar channel. 

Resolved problems in 

HP52X-CMW520-R1505P04 

201411180146 (HP527) 

 Symptom: The power table for the AP is changed according to the HP527 regulatory report. 
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 Condition: None. 

201411040438 (HP527) 

 Symptom: The AP port numbering rule is changed. The uplink port number is changed to 

GE1/0/4, and LAN ports are changed to GE1/0/1 through GE1/0/3. 

 Condition: None. 

201409020027 

 Symptom: The LWAPP link test fails when the ap-link-test command is executed on the AC. 

 Condition: This symptom occurs when the ap-link-test command is executed on the AC to test 

LWAPP links. 

201409150328 

 Symptom: AeroScout location features are supported. 

 Condition: None. 

201412030112 

 Symptom: Serious packet loss occurs and AP performance degrades seriously when an iPhone 

5c/5s is associated with the AP. 

 Condition: This symptom occurs when the R1505P03 version is used. 

201412080046 

 Symptom: The performance test by Iperf or FTP shows that the AP performance is very 

unstable. 

 Condition: This symptom occurs when a Microsoft surface pro 3 is associated with the AP. 

201412090154 

 Symptom: The WIPS countermeasure feature is not available on the AP. 

 Condition: This symptom occurs when WIPS countermeasures is configured on the AC. 

Resolved problems in 

HP52X-CMW520-R1505P03 

201411120232 

 Symptom: TID in QoS Control Field of ARP response frame sent from AP is different from TID 

of ARP request frame sent by Client, and client may not be able to receive the ARP response 

frame. 

 Condition: This symptom may occur when a client connects to radio 1 of an AP. 
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Resolved problems in 

HP52X-CMW520-R1505P02 

201411060561 

 Symptom: A client using PSK/802.1X encryption mode can’t reconnect to an AP after the client 

disconnected from the AP abnormally. 

 Condition: This symptom occurs after a client using PSK/802.1X encryption mode 

disconnected from radio 1 of an AP abnormally. 

Resolved problems in 

HP52X-CMW520-R1505P01 

201409260467 

 Symptom: An AP does not support local forwarding when portal authentication is used. 

 Condition: This symptom occurs when an AP uses portal authentication. 

201406140010 

 Symptom: When AC backup is configured, an AP might stay in auto channel selection status 

and cannot provide access services. 

 Condition: This symptom might occur when AC backup is configured. 

201409230357 

 Symptom: When an AP performs wireless locating, the locating packets reported to the AC 

might carry incorrect client IP addresses.  

 Condition: This symptom occurs when an AP performs wireless locating. 

201409240154 

 Symptom: When an AP performs wireless locating, it takes packets from other APs as packets 

from clients, resulting in locating errors. 

 Condition: This symptom occurs when an AP performs wireless locating. 

201410090101 

 Symptom: When spectrum analysis is enabled, the channel utilization ratio increases, and the 

AC often displays high channel-utilization ratio alarms. 

 Condition: This symptom occurs when spectrum analysis is enabled. 

201410090080 

 Symptom: When an AP operates in monitor mode, or is enabled with auto-DFS or auto-TPC, 

AP performance decreases, and ping packet delay increases between the AP and clients. 

 Condition: This symptom occurs when an AP operates in monitor mode, or is enabled with 

auto-DFS or auto-TPC. 
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201410140470(HP525) 

 Symptom: After you configure an AP to use external antennas and restart the AP, the AP still 

uses built-in antennas. 

 Condition: This symptom can be seen after you configure an AP to use external antennas and 

restart the AP. 

201407060011 

 Symptom: The LLDP packets sent by an AP use the default MAC address as the source MAC 

address. 

 Condition: This symptom can be seen when an AP uses LLDP. 

201410190029 

 Symptom: The POST does not check the AES-CCMP algorithm. 

 Condition: This symptom can be seen when an AP performs the POST. 

201410140079(HP525-WW/HP525-AM/HP525-IL) 

 Symptom: Channel 120 can be used for wireless services for all AP models, but it should be 

only available for JP model. 

 Condition: None. 

Resolved problems in HP52X-CMW520-R1505 

First release. 

Related documentation 

Obtaining documentation 

To find related documents, browse to the Manuals page of the HP Support Center website: 

http://www.hp.com/support/manuals  

Contacting HP 

For worldwide technical support information, see the HP support website: 

http://www.hp.com/support 

Before contacting HP, collect the following information: 

 Product model names and numbers 

 Technical support registration number (if applicable) 

 Product serial numbers 

 Error messages 

 Operating system type and revision level 

http://www.hp.com/support/manuals
http://www.hp.com/support
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 Detailed questions 

Subscription service 

HP recommends that you register your product at the HP website: 

http://www.hp.com/go/wwalerts 

After registering, you will receive email notifications of product enhancements, new driver versions, 

firmware updates, and other product resources. 

 

http://www.hp.com/go/wwalerts
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Appendix A Feature list  

Hardware features 

Table 3 HP_52X series hardware features 

Item HP_525 HP_527 HP_525R 

Dimensions 

(H x W x D) 

60 x 220 x 220 mm (2.36 x 

8.66 x 8.66 in) 

35 x 86 x 150 mm(1.38 x 3.39 

x 5.91 in) 

86.5 x 245 x 245 mm(3.41 x 

9.65 x 9.65 in) 

Weight 1500 g (52.91 oz) < 350g (12.35 oz) < 2.5kg(88.18oz) 

Port 

2 x RJ-45 10/100/1000 Mbps 

Ethernet port 

1 x RJ-45 serial port 

1 x RJ-45 10/100/1000 Uplink 

Ethernet port 

3 x RJ-45 10/100/1000 LAN 

Ethernet ports 

1 x RJ-45 10/100/1000 

Ethernet port 

1 x 100/1000M optical port 

AC-input 

voltage 
POE: IEEE802.3af/IEEE802.3at POE: IEEE802.3af/IEEE802.3at POE: IEEE802.3at 

Max. power 

consumptio

n 

12.95W 12.95W <25W 

Operating 

temperatur

e 

0°C to 45°C (32°F to 113°F) 0°C to 45°C (32°F to 113°F) 
-40°C to 60°C (-40°F to 

140°F) 

Operating 

humidity  
5% to 95%, noncondensing 5% to 95%, noncondensing 0% to 100%, noncondensing 

Radio 

power 

See the data sheet for the 

product 

See the data sheet for the 

product 

See the data sheet for the 

product 

 

Software features 

Table 4 HP_52X series software features 

Category Description 

Port Negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 
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Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11n, 802.11ac, 802.11i, 802.11h 

Virtual AP (Muti-SSID) A maximum of 16 SSIDs for either radio of an AP 

AP-AC Tunnel protocol CAPWAP draft 

Management and 

maintenance 
Central management by an AC 
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Appendix B Upgrading software  

This chapter describes how to upgrade the HP_52X fit AP software automatically. 

To upgrade the software, associate the AP with a Unified wired-WLAN Products. The AP 

automatically downloads software from the unified wired-WLAN products when the association is 

established. Unified wired-WLAN Products including the following: 

 HP 830 series PoE+ unified wired-WLAN switches. 

 HP 870/850 unified wired-WLAN appliance. 

 HP 11900/10500/7500 20G unified wired-WLAN module. 

 WX5000 series access controllers.  

These unified wired-WLAN products are referred to as "the AC" in this document. 

You do not need to use this guide if your HP_52X fit AP has already been associated with one of the 

ACs mentioned above. The AC automatically upgrades software for its associated APs each time 

you upgrade AC software. For information about upgrading AC software, see AC release notes. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Associating the fit AP with the AC 

You can associate a fit AP with an AC by using one of the following methods:  

 Use the auto AP function. 

The auto AP feature enables an AC to automatically associate with APs. 

 Manually associate the AP with the AC. 

Using the auto AP function 

1. Enable the auto AP function on the AC. 

<Sysname> system-view 

[Sysname] wlan auto-ap enable 

2. Create an AP template, specify the AP model, and set auto-AP serial ID. This example uses 

template name 525 and AP model HP525-WW. 

[Sysname] wlan ap 525 model HP525-ww 

[Sysname-wlan-ap-525] serial-id auto 
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Manually associating the serial ID of the AP with the AC 

1. Identify the serial ID of the AP on the rear panel of the AP. The serial ID is the unique identity 

of the AP. 

2. Create an AP template, and specify the AP model and serial ID. This example uses template 

name 525 and AP model HP525-WW.  

<Sysname> system-view 

[Sysname] wlan ap 525 model HP525-WW 

[Sysname-wlan-ap-525] serial-id CN47GTH00D 

Upgrading the software of the AC 
 

 CAUTION: 

Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 
 

# Upgrade the software of the AC. (Details not shown.) 

# Reboot the AC. 

<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

 Now rebooting, please wait...   

After the AC is rebooted, the AP associated with the AC automatically upgrades its software and 

reboots itself. 
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This document describes the features, restrictions and guidelines, open problems, and workarounds 

for version Release 1508P08. Before you use this version in a live network, back up the 

configuration and test the version to avoid software upgrade issues affecting your live network.  

Use this document in conjunction with the software feature changes for the AC series and the 

documents listed in "Related documentation." 

Version information 

Version number 

Comware Software, Version 5.20, Release 1508P08 

Note: You can see the version number with the command display version in any view. Please see 

Note ①.  

Version history 

Table 1 Version history 

Version number Last version Release date Release type 

HP560-CMW520-R1508P08 
HP560-CMW520-R15

08P06 
2016-12-30 Release version 

HP560-CMW520-R1508P06 
HP560-CMW520-R15

08P03 
2016-08-24 Release version 

HP560-CMW520-R1508P03 
HP560-CMW520-R15

08P02 
2016-05-28 Release version 

HP560-CMW520-R1508P02 
HP560-CMW520-R15

08 
2016-04-01 Release version 

HP560-CMW520-R1508 
HP560-CMW520-R15

07P09 
2015-12-21 Release version 

HP560-CMW520-R1507P09 
HP560-CMW520-R15

07P07 
2015-10-21 Release version 

HP560-CMW520-R1507P07 
HP560-CMW520-R15

07P04 
2015-08-21 Release version 

HP560-CMW520-R1507P04 
HP560-CMW520-R15

07P03 
2015-06-26 Release version 

HP560-CMW520-R1507P03 
HP560-CMW520-R15

07P02 
2015-05-21 Release version 

HP560-CMW520-R1507P02 
HP560-CMW520-R15

07P01 
2015-05-12 Release version 

HP560-CMW520-R1507P01 
HP560-CMW520-R15

05P06 
2015-03-31 Release version 
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Version number Last version Release date Release type 

HP560-CMW520-R1505P06 
HP560-CMW520-R15

05P05 
2015-02-09 Release version 

HP560-CMW520-R1505P05 
HP560-CMW520-R15

05P04 
2015-01-14 Release version 

HP560-CMW520-R1505P04 
HP560-CMW520-R15

05P03 
2014-12-16 Release version 

HP560-CMW520-R1505P03 
HP560-CMW520-R15

05P02 
2014-11-14 Release version 

HP560-CMW520-R1505P02 
HP560-CMW520-R15

05P01 
2014-11-07 Release version 

HP560-CMW520-R1505P01 
HP560-CMW520-R15

05 
2014-10-29 Release version 

HP560-CMW520-R1505 
HP560-CMW520-R11

03P05 
2014-09-25 Release version 

HP560-CMW520-R1103P05 
HP560-CMW520-R11

03P03 
2014-07-14 Release version 

HP560-CMW520-R1103P03 
HP560-CMW520-R11

03P01 
2014-04-15 Release version 

HP560-CMW520-R1103P01 First release 2014-03-27 First release version 

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid upgrade failure, use Table 2 to verify the hardware and software compatibility before 
performing an upgrade. 
 

Table 2 HP_560 hardware and software compatibility matrix 

Item Specifications 

Product family HP_560 fit AP series 

Hardware platform HP_560 

Memory 256 MB 

Flash 128 MB 

Boot ROM version 

Basic 3.01 

Extend 3.01 

(Note: Perform the command display version command in any view to 

view the version information. Please see Note ②) 

Host software HP560-CMW520-R1508P08-FIT.bin 

IMC version None 
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Item Specifications 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 

version 
CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 

Module SW version 
CMW520-R2507P58 

 

# Display the host software and Boot ROM version of the HP_560:  

<Sysname> display version 

HP Comware Platform Software 

Comware Software, Version 5.20, Release 1508P08                          ------- Note ① 

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 

HP 560-AM uptime is 0 week, 0 day, 14 hours, 23 minutes 

 

 CPU type: PPC P1020 

 256M bytes DDR3 SDRAM Memory 

 128M bytes Flash Memory 

 Pcb             Version:  Ver.A 

 Basic  BootROM  Version:  3.01                                         ------- Note ② 

 Extend BootROM  Version:  3.01                                         ------- Note ② 

 [SLOT  1]CON           (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]GE1/0/1       (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]RADIO1/0/2    (Hardware)Ver.A,        (Driver)1.0 

Upgrading restrictions and guidelines 

For restrictions and guidelines about upgrading HP_560 software, see "Appendix B Upgrading 

software." 

Hardware feature updates 

None. 

Software feature and command updates 

See the software feature changes for the AC series. 
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MIB updates 

None. 

Operation changes 

None. 

Restrictions and cautions 

None 

Open problems and workarounds 

None. 

List of resolved problems 

Resolved problems in HP560-CMW520-R1508P08 

201609090409 

 Symptom: Dropouts are likely to occur for iPhone 6s when they are used to watch videos. 

 Condition: This symptom occurs when the clients associate with the 5 GHz radio. 

201603280071 

 Symptom: The transmission rate for 5 GHz radios is fixed at the lowest rate. 

 Condition: This symptom occurs when a large number of clients come online and go offline for 

a long time. 

201511040231 

 Symptom: The AP reboots abnormally. 

 Condition: This symptom might occur when a large amount of traffic is transmitted. 

Resolved problems in HP560-CMW520-R1508P06 

201511160425 

 Symptom: The value for the Echo Response Loss Count field in the command output is an 

anomaly. 

 Condition: This symptom might occur when the display wlan ap verbose command is 

executed. 

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/d74a403d-5fca-4c55-ae0d-bfdef09a6a03$tabTitle=201511040231
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201605300261 

 Symptom: The mimo 1x1 command configured for 5 GHz radios does not take effect. 

 Condition: None. 

201605130362 

 Symptom: Some clients cannot operate correctly because of the incorrect setting for the 

Timestamp field in the beacon messages sent by 5 GHz radios. 

 Condition: This symptom might occur when the AP operates correctly. 

Resolved problems in HP560-CMW520-R1508P03 

201506170424 

 Symptom: 5GHz mesh links might  be unavailable and the shutdown command does not take 

effect. 

 Condition: None. 

201605130362 

 Symptom: The AP fails link negotiation with a switch and cannot communicate with the switch. 

 Condition: This symptom occurs when the switch uses a 100 Mbps Ethernet port. 

201604190024 

 Symptom: Decrease the buffer size of multicast and broadcast frames. 

 Condition: None. 

201604060464 

 Symptom: The maximum number of supported MAC entries is increased to 2000. 

 Condition: None. 

20160328007 

 Symptom: After a long time of operation, the AP cannot select a higher transmission rate for 

the 5 GHz radio. 

 Condition: None. 

201604010290 

 Symptom: The AP mistakes unicasts sent by other APs for clients' unicasts and reports the 

unicasts to the location server, resulting in inaccurate location. 

 Condition: This symptom might occur when Location-Aware service is enabled. 

201604070519 

 Symptom: The AP fails to establish an IPSec tunnel with the AC. 

 Condition: None. 

201604270339 

 Symptom: New clients cannot come online when there are a large number of online clients. 

 Condition: This symptom occurs when Location-Aware service is enabled. 
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201605230031 

 Symptom: Support for using the Location-Aware service  packet encapsulation format in 

fingerprint location. 

 Condition: None. 

201605160057 

 Symptom: The delay of ping packets from the AP to voice clients increases after remote AP is 

enabled. 

 Condition: This symptom occurs when local authentication is enabled. 

Resolved problems in HP560-CMW520-R1508P02 

201603280071 

 Symptom: The rate of the 5G radio is fixed at the lowest rate. 

 Condition: This symptom might occur when a large number of clients come online and go 

offline for a long time. 

201603070323 

 Symptom: After the qos trust dscp command is executed on a wired interface of the AP, 

MacBooks associated with the AP cannot provide services for viewing webpages. 

 Condition: None. 

201601250119 

 Symptom: An 802.11ac radio of the AP fails to set the buffer field to 1 and cannot buffer 

packets for clients in sleep state. 

 Condition: This symptom might occur when a client associated with the 802.11ac radio is in 

sleep state and the radio has buffered broadcasts. 

201512230537 

 Symptom: The AC and clients cannot ping each other when the cipher suite is changed. 

 Condition: This symptom occurs when the cipher suite is changed from CCMP to TKIP. 

Resolved problems in HP560-CMW520-R1508 

201512020539 

 Symptom: WLAN roaming performance enhancements. 

 Condition: None. 

201510140054 

 Symptom: Serious packet loss occurs on a MacBook Pro. Network applications fail to operate 

correctly. 

 Condition: This symptom occurs when a MacBook Pro is updated to version 10.10.5 and the 

connected AP uses a low-frequency channel such as channel 36. 



7 

Resolved problems in HP560-CMW520-R1507P09 

201510200058 

 Symptom: UAPSD enabled voice endpoints might fail to place calls. 

 Condition: None. 

201508270095 

 Symptom: PDA terminals cannot obtain an IP address if PSK authentication uses the CCMP 

cipher suite and RSN mode. 

 Condition: None. 

201507210030 

 Symptom: The CPU usage of the AP rises to 100% a period of time after the AP starts up. As a 

result, the AP repeatedly associates and disassociates with the AC. 

 Condition: This symptom might occur if Location-Aware service is enabled, and a large 

number of users are coming online. 

Resolved problems in HP560-CMW520-R1507P07 

201508100072 

 Symptom: An AP reboots unexpectedly because of target CPU errors. 

 Condition: None. 

201507300085 

 Symptom: Some clients do not respond to the Location-Aware service request sent by the 

server. 

 Condition: This symptom might occur if the network contains multiple clients to be located. 

Resolved problems in HP560-CMW520-R1507P04 

201506050332 

 Symptom: AP fails to authenticate to Microsoft 2008R2 server when it works as a dot1x 

supplicant. 

 Condition: None. 

Resolved problems in HP560-CMW520-R1507P03 

201505180052 

 Symptom: Data interruption lasts for about one minute when some network cards such as 

Intel 7260 roam among APs. 

 Condition: This symptom might occur when some network cards such as Intel 7260 roam 

among APs. 
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Resolved problems in HP560-CMW520-R1507P02 

201504100181 

 Symptom: Memory leak occurs when the AP operates for a period of time. 

 Condition: This symptom occurs when local authentication is enabled on the AP. 

201504010050 

 Symptom: A MacBook Air might be unable to get an IP address after it is connected to the AP. 

 Condition: None. 

Resolved problems in HP560-CMW520-R1507P01 

201503100053 

 Symptom: The power table for the AP has the following changes: 

 Enabled channels 36 through 64 for 802.11a and 802.11n radios for Russia. 

 Enabled channels 36 through 142 for 802.11a, 802.11n, and 802.11ac radios for Turkey. 

 Condition: None. 

201503170094 

 Symptom: The algorithm for finding clients is changed to optimize packet forwarding process. 

 Condition: None. 

201502090411 

 Symptom: Serious packet loss occurs on the 5 GHz radio and applications used by clients 

might fail to connect to the Internet. 

 Condition: This symptom might occur when spectrum analysis is enabled on the AP. 

201502060510 

 Symptom: In a WLAN mesh network, a frame received by an Ethernet interface from a mesh 

link carries a wrong VLAN tag. The interface cannot forward the packet. 

 Condition: This symptom might occur in WLAN mesh networks. 

201503280106 

 Symptom: The rate of transmitting frame from AP to a client of iPad or iPhone 6 would never 

greater than MCS 3. 

 Condition: This symptom might occur when using iPad or iPhone 6. 

Resolved problems in HP560-CMW520-R1505P06 

201501210357 

 Symptom: After associating with an AC, the AP displays "Error: Power-up self-test for 

AES-CCMP failed. FIPS140-2 power-up self-test failed.", and then restarts. 

 Condition: This symptom occurs when you bind two WEP services to the 5 GHz radio. 



9 

201411250337 

 Symptom: The CPU utilization ratio of the AP reaches 90% when wireless locating is enabled. 

 Condition: This symptom occurs when you enable wireless locating. 

201411030410 

 Symptom: In backup authentication mode, when the AP is disconnected from the AC, online 

clients connected to the AP go offline and come online again. Then, some clients fail to receive 

frames. 

 Condition: This symptom occurs when backup authentication is enabled and there is more 

than one online client. 

Resolved problems in HP560-CMW520-R1505P05 

201409190288 (HP560-WW) 

 Symptom: The AC displays "Error: Radio type is illegal in this regulatory domain" when you 

enter radio view of radio 1 from AP template view. 

 Condition: This symptom occurs when the country code of the AP template represents Russia, 

Ukraine, Egypt, Belarus, Indonesia, or Kazakhstan. 

 Workaround: Execute the radio 1 type dot11an command in AP template view to specify the 

radio type of radio 1 as 802.11n. 

201404180389 

 Symptom: When backup authentication is used, new clients cannot come online after the 

LWAPP tunnel is terminated. 

 Condition: This symptom might occur when backup authentication is used. 

201501080054 

 Symptom: DFS is unavailable on the 5 GHz radio. 

 Condition: This symptom occurs when AP is running R1505P04 version and the 5 GHz radio 

operates in a radar channel. 

Resolved problems in HP560-CMW520-R1505P04 

201409150328 

 Symptom: AeroScout location features are supported. 

 Condition: None. 

201412030112 

 Symptom: Serious packet loss occurs and AP performance degrades seriously when an iPhone 

5c/5s is associated with the AP. 

 Condition: This symptom occurs when the R1505P03 version is used. 

201412080046 

 Symptom: The performance test by Iperf or FTP shows that the AP performance is very 

unstable. 
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 Condition: This symptom occurs when a Microsoft surface pro 3 is associated with the AP. 

201412090154 

 Symptom: The WIPS countermeasure feature is not available on the AP. 

 Condition: This symptom occurs when WIPS countermeasures is configured on the AC. 

Resolved problems in HP560-CMW520-R1505P03 

201411120232 

 Symptom: TID in QoS Control Field of ARP response frame sent from AP is different from TID 

of ARP request frame sent by Client, and client may not be able to receive the ARP response 

frame. 

 Condition: This symptom may occur when a client connects to radio 1 of an AP. 

Resolved problems in HP560-CMW520-R1505P02 

201411060561 

 Symptom: A client using PSK/802.1X encryption mode can’t reconnect to an AP after the client 

disconnected from the AP abnormally. 

 Condition: This symptom occurs after a client using PSK/802.1X encryption mode 

disconnected from radio 1 of an AP abnormally. 

Resolved problems in HP560-CMW520-R1505P01 

201409260467 

 Symptom: An AP does not support local forwarding when portal authentication is used. 

 Condition: This symptom occurs when an AP uses portal authentication. 

201406140010 

 Symptom: When AC backup is configured, an AP might stay in auto channel selection status 

and cannot provide access services. 

 Condition: This symptom might occur when AC backup is configured. 

201409230357 

 Symptom: When an AP performs wireless locating, the locating packets reported to the AC 

might carry incorrect client IP addresses.  

 Condition: This symptom occurs when an AP performs wireless locating. 

201409240154 

 Symptom: When an AP performs wireless locating, it takes packets from other APs as packets 

from clients, resulting in locating errors. 

 Condition: This symptom occurs when an AP performs wireless locating. 
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201410090101 

 Symptom: When spectrum analysis is enabled, the channel utilization ratio increases, and the 

AC often displays high channel-utilization ratio alarms. 

 Condition: This symptom occurs when spectrum analysis is enabled. 

201410090080 

 Symptom: When an AP operates in monitor mode, or is enabled with auto-DFS or auto-TPC, 

AP performance decreases, and ping packet delay increases between the AP and clients. 

 Condition: This symptom occurs when an AP operates in monitor mode, or is enabled with 

auto-DFS or auto-TPC. 

201410270383(HP560-AM) 

 Symptom: The channel exclusion list does not support channel 144. When an AP uses channel 

144, some clients cannot discover the WLAN because most NICs do not support channel 144. 

 Condition: This symptom can be seen when you configure an AP to work on channel 144 or 

when an AP automatically selects channel 144. 

201407060011 

 Symptom: The LLDP packets sent by an AP use the default MAC address as the source MAC 

address. 

 Condition: This symptom can be seen when an AP uses LLDP. 

201410190029 

 Symptom: The POST does not check the AES-CCMP algorithm. 

 Condition: This symptom can be seen when an AP performs the POST. 

Resolved problems in HP560-CMW520-R1505 

201407240472 

 Symptom: The AP often displays decryption failure info. 

 Condition: This symptom occurs when a service template with CCMP encryption is bound to 

radio 1 of the AP and a client comes online. 

201408080119 

 Symptom: The location accuracy is low when radio 1 of the AP performs wireless locating. 

 Condition: This symptom occurs when you use radio 1 of the AP to perform wireless locating. 

201408270100 

 Symptom: The locating packet aggregation function defined by AeroScout does not take 

effect when the AP works with AeroScout to locate clients. 

 Condition: The symptom occurs when the AP works with AeroScout. 

201409120283 

 Symptom: When 10 online clients are making calls with Lync at the same time, other clients 

that do not use Lync voice services cannot communicate with each other correctly. 
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 Condition: This symptom occurs when there are 10 or more clients making calls with Lync at 

the same time. 

Resolved problems in HP560-CMW520-R1103P05 

201401060379 

 Symptom: After specific operations, an AP sends multicast and broadcast at the lowest rate. 

 Condition: This symptom occurs when you perform the following tasks: 

a. Change the radio mode from 802.11ac to 802.11n. 

b. Configure the maximum MCS rate index as 0. 

c. Change the radio mode back to 802.11ac. 

201404180027 

 Symptom: Performance of throughput of APs does not satisfy the requirement. 

 Condition: None. 

201404080423 

 Symptom: A Spectralink wireless client cannot be automatically connected to a wireless 

network when is powered off and then powered on. 

 Condition: This symptom occurs when a Spectralink wireless client that has been connected to 

a wireless network is powered off and then powered on. 

201405130602 

 Symptom: Some clients might be unable to receive frames correctly when the rate-limit 

function for wireless location is enabled. 

 Condition: This symptom might occur when the rate-limit function for wireless location is 

enabled. 

201406090275 

 Symptom: A client that uses iOS cannot be associated with an AP. 

 Condition: This symptom occurs when the following conditions are met: 

 The wireless service that the AP is using uses the WEP 104 encryption mode. 

 The encrypted key contains 0. 

 A client that uses iOS is trying to associate with the AP. 

201406200097 

 Symptom: A client cannot transmit data with an AP after it associates with the AP and obtains 

the same IP address as a client that has disassociated with the AP. 

 Condition: This symptom occurs when a client logs off abnormally and a new client uses the 

same IP address as the old client. 

201406190094 

 Symptom: A wireless IP phone cannot perform ring operations when it is associated with an 

AP. 
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 Condition: This symptom might occur when a client whose sleep mode is set to U-APSD is 

associated with an AP. 

201405040168 

 Symptom: The maximum number of clients supported by 5 GHz radios becomes 124. 

 Condition: None. 

201405290064 

 Symptom: Frame transmission performance between an AP and a client is low when the 

Intel2230 wireless NIC is operating in dynamic power save mode. 

 Condition: This symptom occurs when an Intel2230 wireless NIC is used and the sleep mode is 

set to dynamic power save. 

201406050960 

 Symptom: When you disable one SSID, clients that go online through the other SSIDs go 

offline. 

 Condition: This symptom can be seen when you configure multiple SSIDs for one radio and 

disable one of the SSIDs. 

Resolved problems in HP560-CMW520-R1103P03 

201403270471 

 Symptom: After the connection between an AP and an AC is disconnected, the AP reboots 

unexpectedly when a client reconnects to the AP.  

 Condition: This symptom occurs when you perform the following tasks: 

a. Configure local authentication and enable sFlow on the AC.  

b. Disconnect the AP from the AC by blocking data.  

c. Log out the client, and connect the client to the AP again. 

201404010515 

 Symptom: An AP that uses BootWare earlier than version 2.0 might fail to download software 

images from an AC. 

 Condition: This symptom occurs when the AP uses BootWare earlier than version 2.0 and the 

size of software images saved on the AC exceeds 8 MB. 

TB201403210327 

 Symptom: APs do not support the Bonjour gateway feature. 

 Condition: None. 

Resolved problems in HP560-CMW520-R1103P01 

First release. 
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Related documentation 

Obtaining documentation 

To find related documents, browse to the Manuals page of the HP Support Center website: 

http://www.hp.com/support/manuals  

Contacting HP 

For worldwide technical support information, see the HP support website: 

http://www.hp.com/support 

Before contacting HP, collect the following information: 

 Product model names and numbers 

 Technical support registration number (if applicable) 

 Product serial numbers 

 Error messages 

 Operating system type and revision level 

 Detailed questions 

Subscription service 

HP recommends that you register your product at the HP website: 

http://www.hp.com/go/wwalerts 

After registering, you will receive email notifications of product enhancements, new driver versions, 

firmware updates, and other product resources. 

 

http://www.hp.com/support/manuals
http://www.hp.com/support
http://www.hp.com/go/wwalerts
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Appendix A Feature list  

Hardware features 

Table 3 HP_560 series hardware features 

Item Description 

Dimensions (H x W x D) 66.5 x 171.5 x 203.2 mm (2.62 x 6.75 x 8 in) 

Weight 1.02 kg (2.25 lb) 

Port 
1 x RJ-45 10/100/1000 Ethernet port 

1 x RJ-45 serial port 

AC-input voltage PoE: IEEE802.3af/IEEE802.3at 

Max. power consumption 

12.90 W with 2.4GHz radio operating in 2x2:2 MIMO mode and 5GHz 11ac 

radio in 3x3:3 MIMO mode 

14W with both radios in 3x3:3 MIMO mode 

Operating temperature 0°C to 50°C (32°F to 122°F) 

Operating humidity  5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 4 HP_560 series software features 

Category Description 

Port Negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11n, 802.11ac, 802.11i, 802.11h 

Virtual AP (Muti-SSID) A maximum of 16 SSIDs for either radio of an AP 

AP-AC Tunnel protocol CAPWAP draft 

Management and 

maintenance 
Central management by an AC 
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Appendix B Upgrading software  

This chapter describes how to upgrade the HP_560 fit AP software automatically. 

To upgrade the software, associate the AP with a Unified wired-WLAN Products. The AP 

automatically downloads software from the unified wired-WLAN products when the association is 

established. Unified wired-WLAN Products including the following: 

 HP 830 series PoE+ unified wired-WLAN switches. 

 HP 870/850 unified wired-WLAN appliance. 

 HP 11900/10500/7500 20G unified wired-WLAN module. 

 WX5000 series access controllers.  

These unified wired-WLAN products are referred to as "the AC" in this document. 

You do not need to use this guide if your HP_560 fit AP has already been associated with one of the 

ACs mentioned above. The AC automatically upgrades software for its associated APs each time 

you upgrade AC software. For information about upgrading AC software, see AC release notes. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Associating the fit AP with the AC 

You can associate a fit AP with an AC by using one of the following methods:  

 Use the auto AP function. 

The auto AP feature enables an AC to automatically associate with APs. 

 Manually associate the AP with the AC. 

Using the auto AP function 

1. Enable the auto AP function on the AC. 

<Sysname> system-view 

[Sysname] wlan auto-ap enable 

2. Create an AP template, specify the AP model, and set auto-AP serial ID. This example uses 

template name 560 and AP model HP560-WW. 

[Sysname] wlan ap 560 model HP560-ww 

[Sysname-wlan-ap-560] serial-id auto 
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Manually associating the serial ID of the AP with the AC 

1. Identify the serial ID of the AP on the rear panel of the AP. The serial ID is the unique identity 

of the AP. 

2. Create an AP template, and specify the AP model and serial ID. This example uses template 

name 560 and AP model HP560-WW.  

<Sysname> system-view 

[Sysname] wlan ap 560 model HP560-WW 

[Sysname-wlan-ap-560] serial-id CN2AD330S8 

Upgrading the software of the AC 
 

 CAUTION: 

Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 
 

# Upgrade the software of the AC. (Details not shown.) 

# Reboot the AC. 

<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 

........DONE!                                                                    

 This command will reboot the device. Continue? [Y/N]:y                          

 Now rebooting, please wait...   

After the AC is rebooted, the AP associated with the AC automatically upgrades its software and 

reboots itself. 
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This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version Release 1508P08. Before you use this version in a live network, back up the configuration 
and test the version to avoid software upgrade affecting your live network.  

Use this document in conjunction with the software feature changes for the AC series and the 
documents listed in "Related documentation." 

Version information 

Version number 

Comware Software, Version 5.20, Release 1508P08 

Note: You can see the version number by using the command display version in any view. Please 

see Note ①.  

Version history 

Table 1 Version history 

Version number Last version Release date Release type 

MSM46X-CMW520-R1508P08 
MSM46X-CMW520-
R1508P06 

2016-12-30 Release version 

MSM46X-CMW520-R1508P06 
MSM46X-CMW520-
R1508P03 

2016-08-24 Release version 

MSM46X-CMW520-R1508P03 
MSM46X-CMW520-
R1508P2 

2016-05-28 Release version 

MSM46X-CMW520-R1508P02 
MSM46X-CMW520-
R1508 

2016-04-01 Release version 

MSM46X-CMW520-R1508 
MSM46X-CMW520-
R1507P09 

2015-12-21 Release version 

MSM46X-CMW520-R1507P09 
MSM46X-CMW520-
R1507P07 

2015-10-21 Release version 

MSM46X-CMW520-R1507P07 
MSM46X-CMW520-
R1507P04 

2015-08-21 Release version 

MSM46X-CMW520-R1507P04 
MSM46X-CMW520-
R1507P03 

2015-06-26 Release version 

MSM46X-CMW520-R1507P03 
MSM46X-CMW520-
R1507P02 

2015-05-21 Release version 

MSM46X-CMW520-R1507P02 
MSM46X-CMW520-
R1507P01 

2015-05-12 Release version 

MSM46X-CMW520-R1507P01 
MSM46X-CMW520-
R1505P06 

2015-03-26 Release version 

MSM46X-CMW520-R1505P06 
MSM46X-CMW520-
R1505P05 

2015-02-09 Release version 
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Version number Last version Release date Release type 

MSM46X-CMW520-R1505P05 
MSM46X-CMW520-
R1505P04 

2015-01-14 Release version 

MSM46X-CMW520-R1505P04 
MSM46X-CMW520-
R1505P01 

2014-12-16 Release version 

MSM46X-CMW520-R1505P01 
MSM46X-CMW520-
R1505 

2014-10-29 Release version 

MSM46X-CMW520-R1505 
MSM46X-CMW520-
R1114P09 

2014-09-25 Release version 

MSM46X-CMW520-R1114P09 
MSM46X-CMW520-
R1114P07 

2014-07-14 Release version 

MSM46X-CMW520-R1114P07 
MSM46X-CMW520-
R1114P05 

2014-04-15 Release version 

MSM46X-CMW520-R1114P05 
MSM46X-CMW520-
R1114P03 

2014-03-22 Release version 

MSM46X-CMW520-R1114P03 
MSM46X-CMW520-
R1114P01 

2014-02-19 Release version 

MSM46X-CMW520-R1114P01 
MSM46X-CMW520-
E1113 

2013-12-13 Release version 

MSM46X-CMW520-E1113 
MSM46X-CMW520-
R1107P05 

2013-10-28 ESS version 

MSM46X-CMW520-R1107P05 
MSM46X-CMW520-
R1107P03 

2013-08-08 Release version 

MSM46X-CMW520-R1107P03 
MSM46X-CMW520-
R1107 

2013-06-09 Release version 

MSM46X-CMW520-R1107 First release 2013-03-13 Release version 

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid upgrade failure, use Table 2 to verify the hardware and software compatibility before 
performing an upgrade. 
 

Table 2 MSM430/46X Hardware and software compatibility matrix 

Item Specifications 

Product family MSM430/46X series 

Hardware platform MSM430/MSM460/MSM466/MSM466-R 

Memory 256 MB 

Flash 128 MB 
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Item Specifications 

Boot ROM version 

Basic 3.01 

Extend 3.01 

(Note: Use the display version command in any view to view the version 

information. Please see Note ②) 

Host software MSM46X-CMW520-R1508P08-FIT.bin 

IMC version None 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 
version 

CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 
Module SW version 

CMW520-R2507P58 

 

# Display the host software and Boot ROM version of the MSM430/46X:  

<Sysname> display version 

HP Comware Platform Software 

Comware Software, Version 5.20, Release 1508P08                        ------- Note ① 

Copyright (c) 2010-2016 Hewlett-Packard Development Company, L.P. 

HP MSM466-R-IL uptime is 0 week, 0 day, 14 hours, 23 minutes 

 

 CPU type: PPC P1020 

 256M bytes DDR3 SDRAM Memory 

 128M bytes Flash Memory 

 Pcb             Version:  Ver.A 

 Basic  BootROM  Version:  3.01                                         ------- Note ② 

 Extend BootROM  Version:  3.01                                         ------- Note ② 

 [SLOT  1]CON           (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]GE1/0/1       (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.A,        (Driver)1.0 

 [SLOT  1]RADIO1/0/2    (Hardware)Ver.A,        (Driver)1.0 

Upgrading restrictions and guidelines 

For restrictions and guidelines about upgrading the software of HP MSM430/46X AP series, see 
"Appendix B Upgrading software." 

Hardware feature updates 
None. 

Software feature and command updates 
For more information, see the software version changes for the AC series. 
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MIB updates 
None. 

Operation changes 
None. 

Restrictions and cautions 
For a MSM fit AP manufactured after September 2014 to work with a Unified AC, software of version 
R1505P05 or later is required. 

Open problems and workarounds 
None. 

List of resolved problems 

Resolved problems in 
MSM46X-CMW520-R1508P08 

None 

Resolved problems in 
MSM46X-CMW520-R1508P06 

201511160425 

 Symptom: The value for the Echo Response Loss Count field in the command output is an 
anomaly. 

 Condition: This symptom might occur when the display wlan ap verbose command is executed. 

Resolved problems in 
MSM46X-CMW520-R1508P03 

201604190024 

 Symptom: Decrease the buffer size of multicast and broadcast frames. 

 Condition: None. 

201604060464 

 Symptom: The maximum number of supported MAC entries is increased to 2000. 
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 Condition: None. 

201604010290 

 Symptom: The AP mistakes unicasts sent by other APs for clients' unicasts and reports the 
unicasts to the location server, resulting in inaccurate location. 

 Condition: This symptom might occur when Location-Aware is enabled. 

201604070519 

 Symptom: The AP fails to establish an IPSec tunnel with the AC. 

 Condition: None. 

201604270339 

 Symptom: New clients cannot come online when there are a large number of online clients. 

 Condition: This symptom occurs when Location-Aware is enabled. 

201605230031 

 Symptom: Support for using the Location-Aware service packet encapsulation format in 
fingerprint location. 

 Condition: None. 

201605160057 

 Symptom: The delay of ping packets from the AP to voice clients increases after remote AP is 
enabled. 

 Condition: This symptom occurs when local authentication is enabled. 

Resolved problems in 
MSM46X-CMW520-R1508P02 

201603170099  

 Symptom: Antenna type J9720A is missing on radio 2 of the AP. 

 Condition: None. 

Resolved problems in MSM46X-CMW520-R1508 

201512020539 

 Symptom: WLAN roaming performance enhancements. 

 Condition: None. 

201511090422 

 Symptom: Location service incorrectly identifies the random generated MAC address sent by 
Iphone. 

 Condition: None. 

201510140054 

 Symptom: Serious packet loss occurs on a MacBook Pro. Network applications fail to operate 
correctly. 

 Condition: This symptom occurs when a MacBook Pro is updated to version 10.10.5 and the 
connected AP uses a low-frequency channel such as channel 36. 
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Resolved problems in 
MSM46X-CMW520-R1507P09 

201510200058 

 Symptom: UAPSD enabled voice endpoints might fail to place calls. 

 Condition: None. 

201508270095 

 Symptom: PDA terminals cannot obtain an IP address if PSK authentication uses the CCMP 
cipher suite and RSN mode. 

 Condition: None. 

201507210030 

 Symptom: The CPU usage of the AP rises to 100% a period of time after the AP starts up. As a 
result, the AP repeatedly associates and disassociates with the AC. 

 Condition: This symptom might occur if Location-Aware service is enabled, and a large number 
of users are coming online. 

Resolved problems in 
MSM46X-CMW520-R1507P07 

201507300085 

 Symptom: Some clients do not respond to the Location-Aware service request sent by the 
server. 

 Condition: This symptom might occur if the network contains multiple clients to be located. 

Resolved problems in 
MSM46X-CMW520-R1507P04 

201506050332 

 Symptom: AP fails to authenticate to Microsoft 2008R2 server when it works as a dot1x 
supplicant. 

 Condition: None. 

201505190403 

 Symptom: The configurable maximum power for an MSM466-R operating in 802.11b/g mode is 
smaller than the configurable maximum power when the MSM466-R operates in 802.11n mode. 

 Condition: None. 
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Resolved problems in 
MSM46X-CMW520-R1507P03 

201505180052 

 Symptom: Data interruption lasts for about one minute when some network cards such as Intel 
7260 roam among APs. 

 Condition: This symptom might occur when some network cards such as Intel 7260 roam 
among APs. 

Resolved problems in 
MSM46X-CMW520-R1507P02 

201505110316 

 Symptom: MSM466/466R will reboot repeatedly when configured with a certain set of external 
antennas. 

 Condition: Configure one of  J9169A/J9170A/J9720A on MSM466/466R. 

201504160369 

 Symptom: Mobile phones that use the MTK chip cannot come online. 

 Condition: This symptom occurs when Location-Aware service is enabled. 

201504100181 

 Symptom: Memory leak occurs when the AP operates for a period of time. 

 Condition: This symptom occurs when local authentication is enabled on the AP. 

201504030089 

 Symptom: The power table for the AP has been updated for India, Australia, and New Zealand 
for the MSM466 and MSM466-R. 

 Condition: None. 

Resolved problems in 
MSM46X-CMW520-R1507P01 

201503100053 

 Symptom: The power table for the AP has the following changes: 

 Modify 5GHz band 1(Indoor/Outdoor), band 2 (Indoor) for Turkey;  

 Add 5GHz band 3 for Turkey. 

 Condition: None. 

201502060510 

 Symptom: In a WLAN mesh network, a frame received by an Ethernet interface from a mesh 
link carries a wrong VLAN tag. The interface cannot forward the packet. 

 Condition: This symptom might occur in WLAN mesh networks. 

http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/1b7e141c-58bc-47b2-a986-2d8f084a1f30$tabTitle=201505110316
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Resolved problems in 
MSM46X-CMW520-R1505P06 

201411250337 

 Symptom: The CPU utilization ratio of the AP reaches 90% when wireless locating is enabled. 

 Condition: This symptom occurs when you enable wireless locating. 

201411030410 

 Symptom: In backup authentication mode, when the AP is disconnected from the AC, online 
clients connected to the AP go offline and come online again. Then, some clients fail to receive 
frames. 

 Condition: This symptom occurs when backup authentication is enabled and there is more than 
one online client. 

Resolved problems in 
MSM46X-CMW520-R1505P05 

201404180389 

 Symptom: When backup authentication is used, new clients cannot come online after the 
LWAPP tunnel is terminated. 

 Condition: This symptom might occur when backup authentication is used. 

201412170061 

 Symptom: NAND Flash chip is changed from Micron 4-bit part to Spansion 1-bit part. 

 Condition: None. 

Resolved problems in 
MSM46X-CMW520-R1505P04 

201411100469 

 Symptom: Location-Aware service is supported. 

 Condition: None. 

201412080046 

 Symptom: The performance test by Iperf or FTP shows that the AP performance is very 
unstable. 

 Condition: This symptom occurs when a Microsoft surface pro 3 is associated with the AP. 

Resolved problems in 
MSM46X-CMW520-R1505P01 

201409260467 

 Symptom: An AP does not support local forwarding when portal authentication is used. 
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 Condition: This symptom occurs when an AP uses portal authentication. 

201406140010 

 Symptom: When AC backup is configured, an AP might stay in auto channel selection status 
and cannot provide access services. 

 Condition: This symptom might occur when AC backup is configured. 

201409230357 

 Symptom: When an AP performs wireless locating, the locating packets reported to the AC 
might carry incorrect client IP addresses.  

 Condition: This symptom occurs when an AP performs wireless locating. 

201409240154 

 Symptom: When an AP performs wireless locating, it takes packets from other APs as packets 
from clients, resulting in locating errors. 

 Condition: This symptom occurs when an AP performs wireless locating. 

201410090101 

 Symptom: When spectrum analysis is enabled, the channel utilization ratio increases, and the 
AC often displays high channel-utilization ratio alarms. 

 Condition: This symptom occurs when spectrum analysis is enabled. 

201407060011 

 Symptom: The LLDP packets sent by an AP use the default MAC address as the source MAC 
address. 

 Condition: This symptom can be seen when an AP uses LLDP. 

201410190029 

 Symptom: The POST does not check the AES-CCMP algorithm. 

 Condition: This symptom can be seen when an AP performs the POST. 

Resolved problems in MSM46X-CMW520-R1505 

201408270100 

 Symptom: The locating packet aggregation function defined by AeroScout does not take effect 
when the AP works with AeroScout to locate clients. 

 Condition: The symptom occurs when the AP works with AeroScout. 

Resolved problems in 
MSM46X-CMW520-R1114P09 

201404080423 

 Symptom: A Spectralink wireless client cannot be automatically connected to a wireless 
network when is powered off and then powered on. 

 Condition: This symptom occurs when a Spectralink wireless client that has been connected to 
a wireless network is powered off and then powered on. 
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201405130602 

 Symptom: Some clients might be unable to receive frames correctly when the rate-limit function 
for wireless location is enabled. 

 Condition: This symptom might occur when the rate-limit function for wireless location is 
enabled. 

201406090275 

 Symptom: A client that uses iOS cannot be associated with an AP. 

 Condition: This symptom occurs when the following conditions are met: 

 The wireless service that the AP is using uses the WEP 104 encryption mode. 

 The encrypted key contains 0. 

 A client that uses iOS is trying to associate with the AP. 

201406200097 

 Symptom: A client cannot transmit data with an AP after it associates with the AP and obtains 
the same IP address as a client that has disassociated with the AP. 

 Condition: This symptom occurs when a client logs off abnormally and a new client uses the 
same IP address as the old client. 

201406190094 

 Symptom: A wireless IP phone cannot perform ring operations when it is associated with an AP. 

 Condition: This symptom might occur when a client whose sleep mode is set to U-APSD is 
associated with an AP. 

201405290064 

 Symptom: Frame transmission performance between an AP and a client is low when the 
Intel2230 wireless NIC is operating in dynamic power save mode. 

 Condition: This symptom occurs when an Intel2230 wireless NIC is used and the sleep mode is 
set to dynamic power save. 

201406050960 

 Symptom: When you disable one SSID, clients that go online through the other SSIDs go 
offline. 

 Condition: This symptom can be seen when you configure multiple SSIDs for one radio and 
disable one of the SSIDs. 

Resolved problems in 
MSM46X-CMW520-R1114P07 

201403270471 

 Symptom: After the connection between an AP and an AC is disconnected, the AP reboots 
unexpectedly when a client reconnects to the AP.  

 Condition: This symptom occurs when you perform the following tasks: 

a. Configure local authentication and enable sFlow on the AC.  

b. Disconnect the AP from the AC by blocking data.  

c. Log out the client, and connect the client to the AP again. 

TB201403210327 

 Symptom: APs do not support the Bonjour gateway feature. 
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 Condition: None 

Resolved problems in 
MSM46X-CMW520-R1114P05 

201402180380 

 Symptom: The AC does not support authentication for APs that use 802.1X client.  

 Condition: This symptom can be seen when APs use 802.1X client. 

201305180046 

 Symptom: After the factory defaults are restored on an AP, the user-saved configuration file is 
not deleted.  

 Condition: This symptom can be seen after the factory defaults are restored on an AP. 

Resolved problems in 
MSM46X-CMW520-R1114P03 

201310230553 

 Symptom: The log file does not record type information for POST failures.  

 Condition: This symptom can be seen in the log file after POST failures occur.  

201312230442 

 Symptom: The following WIPS features were added: 

a. AP impersonation attack detection 

b. BA flood detection 

c. Power saving attack detection 

d. Hotspot attack detection 

e. Windows bridging detection 

f. Mesh link detection 

g. Soft AP detection 

h. Unencrypted-AP detection 

i. Unassociated client detection 

 Condition:  

Resolved problems in 
MSM46X-CMW520-R1114P01 

201309040197 

 Symptom: The default domain name for the AP is H3C.domainname.com, which should be 
HPN.domainname.com. 

 Condition: This symptom can be seen in the default domain name.  
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201311250283 

 Symptom: Information about WPA2 encryption/decryption failures was added in system logs, 
including the encryption type, packet type, and client IP address.  

 Condition:  

201310240113 

 Symptom: A function for using the MAP file to enable FIPS mode for the AP was added. You can 
use CLI to view FIPS state.  

 Condition:  

201310220119 

 Symptom: A function that enables a MAP file-configured AP to obtain a certificate from an 
external certificate server was added. The AC and AP can use certificates to establish an IPsec 
tunnel.  

 Condition:  

Resolved problems in MSM46X-CMW520-E1113 

First version in new branch. 

Resolved problems in 
MSM46X-CMW520-R1107P05 

201308050026 

 Symptom: The connection from a client that uses an Atheros 6002 radio chip to the AP is 
unstable.  

 Condition: This symptom occurs to the connection from a client that uses an Atheros 6002 NIC 
to the AP. 

WLD39890 

 Symptom: The LEDs of the AP operate differently from the description in the AP manual.  

 Condition: This symptom exists on the LEDs of the AP.  

Resolved problems in 
MSM46X-CMW520-R1107P03 

WLD038877(MSM466-R) 

 Symptom: The wlan option heatfilm enable command gets lost after the AP is rebooted.  

 Condition: This symptom occurs after the AP is rebooted. 

WLD36157 

 Symptom: Local authentication was added.  

 Condition:  

WLD038114 

 Symptom: The frequency spectrum analysis function was added.  
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 Condition:  

WLD038511 

 Symptom: AP blinking and green energy management support were added: 

 Condition:  

WLD039219 

 Symptom: A function that enables frequency spectrum analysis to detect 5GHz cordless 
phones was added.  

 Condition:  

Related documentation 

Obtaining documentation 

To find related documents, browse to the Manuals page of the HP Support Center website: 

http://www.hp.com/support/manuals  

Contacting HP 
For worldwide technical support information, see the HP support website: 

http://www.hp.com/support 

Before contacting HP, collect the following information: 

 Product model names and numbers 

 Technical support registration number (if applicable) 

 Product serial numbers 

 Error messages 

 Operating system type and revision level 

 Detailed questions 

Subscription service 

HP recommends that you register your product at the HP website: 

http://www.hp.com/go/wwalerts 

After registering, you will receive email notifications of product enhancements, new driver versions, 
firmware updates, and other product resources. 

 

http://www.hp.com/support/manuals
http://www.hp.com/support
http://www.hp.com/go/wwalerts
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Appendix A Feature list  

Hardware features 

Table 3 MSM430/46X series hardware features 

Item MSM430/MSM460/MSM466 MSM466-R 

Dimensions (H x 
W x D) 

66.5 x 171.5 x 203.2 mm (2.62 x 6.75 x 8 
in) 

250.0 x 210.1 x 125.0 mm (9.84 x 8.27 x 
4.92 in) 

Weight 1.02 kg (2.25 lb) 2.75 kg (6.06 lb) 

Port 
1 x RJ-45 10/100/1000 Mbps Ethernet port 

1 x RJ-45 serial port 

AC-input voltage PoE: IEEE 802.3af-compilant 

 With heater on: 
802.3at PoE power 

 With heater off: 
PoE: IEEE 802.3af-compilant 

Max. power 
consumption 

12.9 W 

 With heater on: 
25 W 

 With heater off: 
12.9 W 

Operating 
temperature 

0°C to 55°C (32°F to 131°F) –40°C to +55°C (–40°F to +131°F) 

Operating 
humidity 

5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 4 MSM430/46X series software features 

Category Description 

Port negotiation Autonegotiation of rate and duplex mode  

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11n, 802.11i, 802.11h 

Virtual AP (Multi-SSID) A maximum of 16 SSIDs for either radio of an AP 

AP-AC tunnel protocol CAPWAP draft 

Management and 
maintenance 

Central management by an AC 
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Appendix B Upgrading software  
This guide describes how to upgrade the software of MSM fit APs from MSM to Unified. The 
upgrading function enables MSM fit APs to work with an unified wired-WLAN product that runs 
Unified software. Unified wired-WLAN Products including the following: 

 HP 830 series PoE+ unified wired-WLAN switches. 

 HP 870/850 unified wired-WLAN appliance. 

 HP 11900/10500/7500 20G unified wired-WLAN module. 

 WX5000 series access controllers.  

These unified wired-WLAN products are referred to as "AC" or "Unified AC" in this document. 

You do not need to use this guide if your MSM fit AP has already been associated with one of the 
ACs mentioned above. The AC automatically upgrades software for its associated APs each time 
you upgrade AC software. For information about upgrading AC software, see release notes for the 
AC. 

To reassociate an MSM fit AP with an MSM AC after you upgrade the AP software to a Unified 
version, see "Restoring the converted AP to factory defaults." 

Upgrade procedure summary 

1. Convert MSM software to Unified software. 

2. Associate the AP with the Unified AC.  

The AP automatically downloads software from the AC when the association is established. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Prerequisites 

 Make sure the AP and the AC can ping each other.  

 Configure AC discovery correctly. For more information about AC discovery, see "Appendix C 
AC discovery methods." 

Converting MSM to Unified 

1. Connect the MSM AP to a Unified AC. 

2. Power on the MSM AP. 

The AP communicates with the AC automatically to convert MSM software to Unified software. 

3. Wait for the conversion to finish, and change the baud rate of the console terminal to 9600 bps. 

4. Reconnect to the console of the AP to verify that the AP software has been converted.  
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 NOTE: 

 In the HP lab, it takes about 2 minutes for the AC to complete software conversion for one AP. 
The amount of time varies with network performance and increases as the number of APs 
increases. 

 The default console port rate is 115200 bps with MSM software, but it is 9600 bps with Unified 
software. You must change the baud rate setting on the console terminal so you can establish a 
console session to the AP after a software conversion. 

 

Figure 1 Console output 

 
 

Associating an AP with an AC 

You can associate an AP with an AC by using one of the following methods:  

 Use the auto AP function. 

The auto AP feature enables APs to automatically associate with an AC. 

 Manually associate the AP with the AC. 

Using the auto AP function 

1. Enable the auto AP function on the AC. 

<Sysname> system-view 

[Sysname] wlan auto-ap enable 

2. Create an AP template, specify the AP model, and set auto-AP serial ID. This example uses 
template name 460 and AP model MSM460-WW.  

[Sysname] wlan ap 460 model MSM460-WW 

[Sysname-wlan-ap-460] serial-id auto 

Manually associating the serial ID of the AP with the AC 

1. Identify the serial ID of the AP on the rear panel of the AP. 
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2. Create an AP template, and specify the AP model and serial ID. This example uses template 
name 460 and AP model MSM460-WW. 

<Sysname> system-view 

[Sysname] wlan ap 460 model MSM460-WW 

[Sysname-wlan-ap-460] serial-id CN2AD330S8 

Restoring the converted AP to factory defaults 

To reassociate an AP with an MSM AC, you must first use CLI on the AC or the Reset button on the 
AP to restore the factory defaults of the AP. The CLI method enables you to manage APs remotely. 
To use the Reset button, you must have physical access to the AP. 

Restoring the AP to factory defaults from CLI 

You may choose to restore the factory defaults of one AP or all APs. 

Restoring the factory defaults of one AP 

1. Identify the AP name. 

<Sysname> display wlan ap all 

Total Number of APs configured            : 1 

 Total Number of configured APs connected : 0 

 Total Number of auto APs connected       : 1 

                                  AP Profiles 

 State : I = Idle,   J = Join, JA = JoinAck,   IL = ImageLoad 

         C = Config, R = Run,  KU = KeyUpdate, KC = KeyCfm 

-------------------------------------------------------------------------------- 

 AP Name                          State Model              Serial-ID 

-------------------------------------------------------------------------------- 

 460_003                          R/M   MSM460-WW          CN2AD330S8 

------------------------------------------------------------------------------- 

2. Restore the factory defaults of AP 460_003. 

<sysname> system-view 

[sysname] wlan ap-execute name 460_003 conversion-to-factory 

3. Wait a short time, and then verify that the AP configuration has been restored to factory 
defaults. 

<sysname> system-view 

[sysname] display wlan ap-execute conversion-to-factory 

Ap-name           Status 

460_003             ok 

4. Power off the AP and connect it to an MSM AC. 

Restoring the factory defaults of all APs 

1. Restore the configuration of all APs to factory defaults. The restoration command takes effect 
on all APs connected to the AC before the AC reboots, even after the command is executed.  

<sysname> system-view 

[sysname] wlan ap-execute all conversion-to-factory 

2. Wait a short time, and then verify that the AP configuration has been restored to factory 
defaults. 

<sysname> system-view 

[sysname] display wlan ap-execute conversion-to-factory 
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Ap-name           Status 

460_003             ok 

3. Power off the APs and connect them to an MSM AC. 

Restoring the AP to factory defaults by using the Reset 
button 

1. Insert a paper clip into the Reset button hole.  

2. Press the button until the status lights flash three times, and then release. 
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Appendix C AC discovery methods 

An AP can discover an AC by using one of the following methods: 

 L2 discovery—Enables the APs to discover an AC in the same subnet. 

 DHCP Option 43-based L3 discovery—Enables the APs to discover an AC in a different subnet. 

 DNS-based discovery—Enables the APs to discover an AC by using the AC's domain name. 

This appendix describes the compatibility of these methods with APs and ACs. 

L2 AC discovery compatibility 
 

Model Software version 
H3C L2 discovery 

protocol 

MSM L2 

discovery 

protocol 

WX5002/WX5004 
Version earlier than 
R2308P18-EI 

Yes No 

WX5002/WX5004 R2308P18-EI or later Yes Yes 

HP 11900/10500/7500 20G unified 
wired-WLAN module 

R2308P18 or later Yes Yes 

HP 830 series PoE+ unified 
wired-WLAN switches 

R3308P18 or later Yes Yes 

HP 870/850 unified wired-WLAN 
appliance 

R2607P14 or later Yes Yes 

 

DHCP Option 43-based L3 discovery compatibility 
All APs running Unified software support both the H3C and MSM formats of DHCP Option 43, 

regardless of whether they are H3C hardware or MSM hardware. 

Compatibility with APs that run Unified software 
 

APs with Unified software 
AC model and software 

release 
H3C format 

MSM 

format 

WA2110/WA2220 
WX5002/WX5004 (R2308P18-EI 
or later) 

Yes Yes 
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APs with Unified software 
AC model and software 

release 
H3C format 

MSM 

format 

WA2620/WA2620E/ 

WA2612/WA2610E 

 WX5002/WX5004 
(R2308P18-EI or later) 

 HP 11900/10500/7500 20G 
unified wired-WLAN module 
(R2308P18 or later) 

 HP 830 series PoE+ unified 
wired-WLAN switches 
(R3308P18 or later) 

 HP 870/850 unified 
wired-WLAN appliance 
(R2607P14 or later) 

Yes Yes 

MSM430/MSM460/ 

MSM466/MSM466-R 

 WX5002/WX5004 
(R2308P18-EI or later) 

 HP 11900/10500/7500 20G 
unified wired-WLAN module 
(R2308P18 or later) 

 HP 830 series PoE+ unified 
wired-WLAN switches 
(R3308P18 or later) 

 HP 870/850 unified 
wired-WLAN appliance 
(R2607P14 or later) 

Yes Yes 

HP425 

 WX5002/WX5004 
(R2507P14-EI or later) 

 HP 11900/10500/7500 20G 
unified wired-WLAN module 
(R2507P14 or later) 

 HP 830 series PoE+ unified 
wired-WLAN switches 
(R3507P14 or later) 

 HP 870/850 unified 
wired-WLAN appliance 
(R2607P14 or later) 

Yes Yes 

HP560 

 WX5002/WX5004 
(R2507P14-EI or later) 

 HP 11900/10500/7500 20G 
unified wired-WLAN module 
(R2507P14 or later) 

 HP 830 series PoE+ unified 
wired-WLAN switches 
(R3507P14 or later) 

 HP 870/850 unified 
wired-WLAN appliance 
(R2607P14 or later) 

Yes Yes 

 

Compatibility with APs that run MSM software  
 

AP with MSM software H3C format MSM format 

MSM430 No Yes 
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AP with MSM software H3C format MSM format 

MSM460 No Yes 

MSM466 No Yes 

MSM466-R No Yes 

 

DNS-based AC discovery compatibility 
 

Domain name AC and software 
WA2110/W

A2220 

WA2620/W

A2620E/W

A2612/WA

2610E 

MSM430/

MSM460/

MSM466/

MSM466-R 

H3C default domain 
name: h3c.h3c.com 

WX5002/WX5004 (software 
version earlier than 
R2308P18-EI) 

Yes Yes No 

MSM host polling 
name: 

 cnsrv1 

 cnsrv2 

 cnsrv3 

 cnsrv4 

 cnsrv5 

MSM AP (MSM software) No No Yes 

Unified default domain 
name: hp.hp.com 

 WX5002/WX5004 
(R2308P18-EI until 
R2507P14-EI) 

 HP 11900/10500/7500 20G 
unified wired-WLAN module 
(R2308P18 until R2507P14) 

 HP 830 series PoE+ unified 
wired-WLAN switches 
(R3308P18 until R3507P14) 

Yes Yes Yes 
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Domain name AC and software 
WA2110/W

A2220 

WA2620/W

A2620E/W

A2612/WA

2610E 

MSM430/

MSM460/

MSM466/

MSM466-R 

Unified default domain 
name: hpn.hp.com 

 WX5002/WX5004 
(R2507P14-EI or later) 

 HP 11900/10500/7500 20G 
unified wired-WLAN module 
(R2507P14 or later) 

 HP 830 series PoE+ unified 
wired-WLAN switches 
(R3507P14 or later) 

 HP 870/850 unified 
wired-WLAN appliance 
(R2607P14 or later) 

N/A Yes Yes 

 

Adding an MSM AP to a WLAN that uses an 

Unified AC 

Adding an MSM AP to a WLAN that uses H3C-format DHCP 

Option 43 for AC discovery 

To add an MSM AP to a WLAN using the H3C-format DHCP Option 43 for AC discovery: 

1. Configure the DHCP server to send Option 43 in MSM format. 

2. Add the MSM AP to the WLAN. 

The MSM AP uses information in DHCP Option 43 to discover the AC, and then they automatically 

convert the software from MSM to Unified. 

To add H3C APs to the WLAN after adding MSM APs, convert the software of H3C APs to Unified so 

they can obtain AC information through the MSM-format DHCP Option 43. 
 

 NOTE: 

H3C APs support the MSM-format DHCP Option 43 only when they are running Unified software. 
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Adding an MSM AP to a WLAN that uses DNS-based AC 

discovery 

To add an MSM AP to a WLAN that uses DNS-based AC discovery: 

1. Add DNS entries on the DNS server to associate the Unified AC with hpn.hp.com and cnsrv1. 

You can replace cnsrv1 with cnsrvn, where n represents an integer in the range of 2 to 5. 

2. Add the MSM APs to the WLAN. 

The MSM AP discovers the AC through DNS, and then it automatically converts the software from 

MSM to Unified.  
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This document describes the features, restrictions and guidelines, open problems, and workarounds 

for WA fit AP series. Before you use this version in a live network, back up the configuration and test 

the version to avoid software upgrade affecting your live network.  

Use this document in conjunction with the software feature changes for the AC series and the 

documents listed in "Related documentation." 

Version information 

Version number 

WA2100 version number 

Comware Software, Version 5.20, Release 1122P32 

Note: You can see the version number by using the display version command in any view. See Note 

1. 

WA2200 version number 

Comware Software, Version 5.20, Release 1122P32 

Note: You can see the version number by using the display version command in any view. See Note 

3. 

WA2600 version number 

Comware Software, Version 5.20, Release 1508P08 

Note: You can see the version number by using the display version command in any view. See Note 

5. 

WA2600A version number 

Comware Software, Version 5.20, Release 1508P08 

Note: You can see the version number by using the display version command in any view. See Note 

7. 
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Version history 

WA2100 version history 

Table 1 WA2100 version history 

Version number Last version Release date Release type Remarks 

WA2100-CMW520-R1122P32 
WA2100-CMW52
0-R1122P31 

2015-02-03 Release version Fixed bugs 

WA2100-CMW520-R1122P31 
WA2100-CMW52
0-R1122P29 

2014-01-24 Release version Fixed bugs 

WA2100-CMW520-R1122P29 
WA2100-CMW52
0-R1122P28 

2013-11-27 Release version Fixed bugs 

WA2100-CMW520-R1122P28 
WA2100-CMW52
0-R1122P26 

2013-10-21 Release version Fixed bugs 

WA2100-CMW520-R1122P26 
WA2100-CMW52
0-R1122P24 

2013-08-08 Release version Fixed bugs 

WA2100-CMW520-R1122P24 
WA2100-CMW52
0-R1122P21 

2013-06-09 Release version Fixed bugs 

WA2100-CMW520-R1122P21 
WA2100-CMW52
0-R1122P19 

2013-03-08 Release version Fixed bugs 

WA2100-CMW520-R1122P19 
WA2100-CMW52
0-R1122P14 

2013-01-28 Release version Fixed bugs 

WA2100-CMW520-R1122P14 
WA2100-CMW52
0-R1122P13 

2012-09-24 Release version Fixed bugs 

WA2100-CMW520-R1122P13 
WA2100-CMW52
0-R1122P09 

2012-08-17 Release version Fixed bugs 

WA2100-CMW520-R1122P09 
WA2100-CMW52
0-R1122P05 

2012-05-18 Release version Fixed bugs 

WA2100-CMW520-R1122P05 
WA2100-CMW52
0-R1122P02 

2012-03-09 Release version Fixed bugs  

WA2100-CMW520-R1122P02 
WA2100-CMW52
0-R1122P01 

2012-01-20 Release version Fixed bugs 

WA2100-CMW520-R1122P01 
WA2100-CMW52
0-R1122 

2011-12-16 Release version Fixed bugs 

WA2100-CMW520-R1122 
WA2100-CMW52
0-R1121P04 

2011-11-28 Release version Fixed bugs  

WA2100-CMW520-R1121P04 
WA2100-CMW52
0-R1121P02 

2011-11-09 Release version Fixed bugs 

WA2100-CMW520-R1121P02 
WA2100-CMW52
0-R1121P01 

2011-09-20 Release version Fixed bugs 

WA2100-CMW520-R1121P01 
WA2100-CMW52
0-R1121 

2011-08-25 Release version Fixed bugs  

WA2100-CMW520-R1121 
WA2100-CMW52
0-R1118 

2011-07-19 Release version Fixed bugs 

WA2100-CMW520-R1118 
WA2100-CMW52
0-F1115P09 

2011-06-27 Release version Fixed bugs 

WA2100-CMW520-F1115P09 WA2100-CMW52 2011-06-23 Feature version Fixed bugs  
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Version number Last version Release date Release type Remarks 

0-F1115P04 

WA2100-CMW520-F1115P04 
First version in 
new branch 

2011-03-25 Feature version Fixed bugs 

WA2100-CMW520-R1112P08 
WA2100-CMW52
0- R1112P07 

2011-03-15 Release version Fixed bugs 

WA2100-CMW520-R1112P07 
WA2100-CMW52
0- R1112P06 

2011-01-19 Release version Fixed bugs  

WA2100-CMW520-R1112P06 
WA2100-CMW52
0- R1112P05 

2010-11-29 Release version Fixed bugs 

WA2100-CMW520-R1112P05 
WA2100-CMW52
0- R1112 

2010-10-27 Release version Fixed bugs 

WA2100-CMW520-R1112 
WA2100-CMW52
0- R1111 

2010-08-30 Release version Fixed bugs  

WA2100-CMW520-R1111 
WA2100-CMW52
0- R1110P03 

2010-08-04 Release version Fixed bugs 

WA2100-CMW520-R1110P03 
WA2100-CMW52
0-R1110P01 

2010-06-03 Release version Fixed bugs 

WA2100-CMW520-R1110P01 
WA2100-CMW52
0-R1110 

2010-04-28 Release version Fixed bugs  

WA2100-CMW520-R1110 
WA2100-CMW52
0-F1109P03 

2010-04-19 Release version Fixed bugs 

WA2100-CMW520-F1109P03 
WA2100-CMW52
0-F1109P02 

2010-02-06 Feature version Fixed bugs 

WA2100-CMW520-F1109P02 
WA2100-CMW52
0-F1109P01 

2010-01-07 Feature version Fixed bugs  

WA2100-CMW520-F1109P01 
WA2100-CMW52
0-F1109 

2009-12-08 Feature version Fixed bugs 

WA2100-CMW520-F1109 
First version in 
new branch 

2009-10-29 Feature version Fixed bugs 

WA2100-CMW520-R1108P12 
WA2100-CMW52
0-R1108P11 

2009-9-26 Release version Fixed bugs  

WA2100-CMW520-R1108P10 
WA2100-CMW52
0-R1108P09 

2009-9-10 Release version Fixed bugs 

WA2100-CMW520-R1108P09 
WA2100-CMW52
0-R1108P08 

2009-8-25 Release version Fixed bugs 

WA2100-CMW520-R1108P08 
WA2100-CMW52
0-R1108P07 

2009-7-16 Release version Fixed bugs  

WA2100-CMW520-R1108P07 
WA2100-CMW52
0-R1108P06 

2009-6-16 Release version Fixed bugs 

WA2100-CMW520-R1108P06 
WA2100-CMW52
0-R1108P05 

2009-5-11 Release version Fixed bugs 

WA2100-CMW520-R1108P05 
WA2100-CMW52
0-R1108P04 

2009-4-13 Release version Fixed bugs  

WA2100-CMW520-R1108P04 
WA2100-CMW52
0-R1108P03 

2009-3-19 Release version Fixed bugs 

WA2100-CMW520-R1108P03 
WA2100-CMW52
0-R1108P02 

2009-3-16 Release version Fixed bugs 
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Version number Last version Release date Release type Remarks 

WA2100-CMW520-R1108P02 
WA2100-CMW52
0-R1108P01 

2009-2-21 Release version Fixed bugs  

WA2100-CMW520-R1108P01 
WA2100-CMW52
0-R1108 

2008-12-12 Release version Fixed bugs 

WA2100-CMW520-R1108 
WA2100-CMW52
0-B1107P01 

2008-11-7 Release version Fixed bugs 

 

WA2200 version history 

Table 2 WA2200 version history 

Version number Last version Release date Release type Remarks 

WA2200-CMW520-R1122P32 
WA2200-CMW5
20-R1122P31 

2015-02-03 Release version Fixed bugs   

WA2200-CMW520-R1122P31 
WA2200-CMW5
20-R1122P29 

2014-01-24 Release version Fixed bugs   

WA2200-CMW520-R1122P29 
WA2200-CMW5
20-R1122P28 

2013-11-27 Release version Fixed bugs   

WA2200-CMW520-R1122P28 
WA2200-CMW5
20-R1122P26 

2013-10-21 Release version Fixed bugs   

WA2200-CMW520-R1122P26 
WA2200-CMW5
20-R1122P24 

2013-08-08 Release version Fixed bugs   

WA2200-CMW520-R1122P24 
WA2200-CMW5
20-R1122P21 

2013-06-09 Release version Fixed bugs   

WA2200-CMW520-R1122P21 
WA2200-CMW5
20-R1122P19 

2013-03-08 Release version Fixed bugs   

WA2200-CMW520-R1122P19 
WA2200-CMW5
20-R1122P14 

2013-01-28 Release version Fixed bugs   

WA2200-CMW520-R1122P14 
WA2200-CMW5
20-R1122P13 

2012-09-24 Release version Fixed bugs   

WA2200-CMW520-R1122P13 
WA2200-CMW5
20-R1122P09 

2012-08-17 Release version Fixed bugs   

WA2200-CMW520-R1122P09 
WA2200-CMW5
20-R1122P05 

2012-05-18 Release version Fixed bugs   

WA2200-CMW520-R1122P05 
WA2200-CMW5
20-R1122P02 

2012-03-09 Release version Fixed bugs  

WA2200-CMW520-R1122P02 
WA2200-CMW5
20-R1122P01 

2012-01-20 Release version Fixed bugs 

WA2200-CMW520-R1122P01 
WA2200-CMW5
20-R1122 

2011-12-16 Release version Fixed bugs   

WA2200-CMW520-R1122 
WA2200-CMW5
20-R1121P04 

2011-11-28 Release version Fixed bugs  

WA2200-CMW520-R1121P04 
WA2200-CMW5
20-R1121P02 

2011-11-09 Release version Fixed bugs 

WA2200-CMW520-R1121P02 
WA2200-CMW5
20-R1121P01 

2011-09-20 Release version Fixed bugs   
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Version number Last version Release date Release type Remarks 

WA2200-CMW520-R1121P01 
WA2200-CMW5
20-R1121 

2011-08-25 Release version Fixed bugs  

WA2200-CMW520-R1121 
WA2200-CMW5
20-R1120 

2011-07-19 Release version Fixed bugs 

WA2200-CMW520-R1120 
WA2200-CMW5
20-F1117P09 

2011-06-27 Release version Fixed bugs   

WA2200-CMW520-F1117P09 
WA2200-CMW5
20-F1117P04 

2011-06-23 Feature version Fixed bugs  

WA2200-CMW520-F1117P04 
First version in 
new branch 

2011-03-25 Feature version Fixed bugs 

WA2200-CMW520-R1115P10 
WA2200-CMW5
20-R1115P09 

2011-03-15 Release version Fixed bugs   

WA2200-CMW520-R1115P09 
WA2200-CMW5
20-R1115P07 

2011-01-19 Release version Fixed bugs  

WA2200-CMW520-R1115P07 
WA2200-CMW5
20-R1115P06 

2010-11-29 Release version Fixed bugs 

WA2200-CMW520-R1115P06 
WA2200-CMW5
20-R1115 

2010-10-27 Release version Fixed bugs   

WA2200-CMW520-R1115 
WA2200-CMW5
20-R1114 

2010-08-30 Release version Fixed bugs  

WA2200-CMW520-R1114 
WA2200-CMW5
20-R1113P03 

2010-08-04 Release version Fixed bugs 

WA2200-CMW520-R1113P03 
WA2200-CMW5
20-R1113P01 

2010-06-03 Release version Fixed bugs   

WA2200-CMW520-R1113P01 
WA2200-CMW5
20-R1113 

2010-04-28 Release version Fixed bugs  

WA2200-CMW520-R1113 
WA2200-CMW5
20-F1111P07 

2010-04-19 Release version Fixed bugs 

WA2200-CMW520-F1111P07 
WA2200-CMW5
20-F1111P06 

2010-02-06 Feature version Fixed bugs   

WA2200-CMW520-F1111P06 
WA2200-CMW5
20-F1111P05 

2010-01-07 Feature version Fixed bugs  

WA2200-CMW520-F1111P05 
WA2200-CMW5
20-F1111P04 

2009-12-08 Feature version Fixed bugs 

WA2200-CMW520-F1111P04 
First version in 
new branch 

2009-10-29 Feature version Fixed bugs   

WA2200-CMW520-R1109P11 
WA2200-CMW5
20-R1109P10 

2009-10-20 Release version Fixed bugs  

WA2200-CMW520-R1109P10 
WA2200-CMW5
20-R1109P09 

2009-9-10 Release version Fixed bugs 

WA2200-CMW520-R1109P09 
WA2200-CMW5
20-R1109P08 

2009-8-25 Release version Fixed bugs   

WA2200-CMW520-R1109P08 
WA2200-CMW5
20-R1109P07 

2009-7-16 Release version Fixed bugs  

WA2200-CMW520-R1109P07 
WA2200-CMW5
20-R1109P06 

2009-6-16 Release version Fixed bugs 
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Version number Last version Release date Release type Remarks 

WA2200-CMW520-R1109P06 
WA2200-CMW5
20-R1109P05 

2009-5-11 Release version Fixed bugs   

WA2200-CMW520-R1109P05 
WA2200-CMW5
20-R1109P04 

2009-4-13 Release version Fixed bugs  

WA2200-CMW520-R1109P04 
WA2200-CMW5
20-R1109P03 

2009-3-19 Release version Fixed bugs 

WA2200-CMW520-R1109P03 
WA2200-CMW5
20-R1109P02 

2009-3-16 Release version Fixed bugs   

WA2200-CMW520-R1109P02 
WA2200-CMW5
20-R1109P01 

2009-2-21 Release version Fixed bugs  

WA2200-CMW520-R1109P01 
WA2200-CMW5
20-R1109 

2008-12-12 Release version Fixed bugs 

WA2200-CMW520-R1109 
WA2200-CMW5
20-B1108P02 

2008-11-7 Release version Fixed bugs   

 

WA2600 version history 

Table 3 WA2600 version history 

Version number Last version 
Release 

date 
Release type Remarks 

WA2600-CMW520-R1508P08 
WA2600-CMW5
20-R1508P06 

2016-12-30 Release version Fixed bugs 

WA2600-CMW520-R1508P06 
WA2600-CMW5
20-R1508P03 

2016-08-24 Release version Fixed bugs 

WA2600-CMW520-R1508P03 
WA2600-CMW5
20-R1508P02 

2016-05-28 Release version Fixed bugs 

WA2600-CMW520-R1508P02 
WA2600-CMW5
20-R1508 

2016-04-01 Release version Fixed bugs 

WA2600-CMW520-R1508 
WA2600-CMW5
20-R1507P09 

2015-12-21 Release version Fixed bugs 

WA2600-CMW520-R1507P09 
WA2600-CMW5
20-R1507P07 

2015-10-21 Release version Fixed bugs 

WA2600-CMW520-R1507P07 
WA2600-CMW5
20-R1507P04 

2015-08-21 Release version Fixed bugs 

WA2600-CMW520-R1507P04 
WA2600-CMW5
20-R1507P03 

2015-06-26 Release version Fixed bugs 

WA2600-CMW520-R1507P03 
WA2600-CMW5
20-R1507P02 

2015-05-21 Release version Fixed bugs 

WA2600-CMW520-R1507P02 
WA2600-CMW5
20-R1507P01 

2015-04-28 Release version Fixed bugs 

WA2600-CMW520-R1507P01 
WA2600-CMW5
20-R1505P06 

2015-03-26 Release version Fixed bugs 

WA2600-CMW520-R1505P06 
WA2600-CMW5
20-R1505P05 

2015-02-09 Release version Fixed bugs 
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Version number Last version 
Release 

date 
Release type Remarks 

WA2600-CMW520-R1505P05 
WA2600-CMW5
20-R1505P04 

2015-01-14 Release version Fixed bugs 

WA2600-CMW520-R1505P04 
WA2600-CMW5
20-R1505P01 

2014-12-16 Release version Fixed bugs 

WA2600-CMW520-R1505P01 
WA2600-CMW5
20-R1505 

2014-10-29 Release version Fixed bugs 

WA2600-CMW520-R1505 
WA2600-CMW5
20-R1504P09 

2014-09-25 Release version Fixed bugs 

WA2600-CMW520-R1504P09 
WA2600-CMW5
20-R1504P07 

2014-07-14 Release version Fixed bugs 

WA2600-CMW520-R1504P07 
WA2600-CMW5
20-R1504P05 

2014-04-15 Release version Fixed bugs 

WA2600-CMW520-R1504P05 
WA2600-CMW5
20-R1504P03 

2014-03-22 Release version Fixed bugs 

WA2600-CMW520-R1504P03 
WA2600-CMW5
20-R1504P01 

2014-02-19 Release version Fixed bugs 

WA2600-CMW520-R1504P01 
WA2600-CMW5
20-E1503 

2013-12-13 Release version Fixed bugs 

WA2600-CMW520-E1503 
WA2600-CMW5
20-R1122P26 

2013-10-28 ESS version New branch 

WA2600-CMW520-R1122P26 
WA2600-CMW5
20-R1122P24 

2013-08-08 Release version Fixed bugs 

WA2600-CMW520-R1122P24 
WA2600-CMW5
20-R1122P21 

2013-06-26 Release version Fixed bugs 

WA2600-CMW520-R1122P21 
WA2600-CMW5
20-R1122P19 

2013-03-08 Release version Fixed bugs 

WA2600-CMW520-R1122P19 
WA2600-CMW5
20-R1122P14 

2013-01-28 Release version Fixed bugs 

WA2600-CMW520-R1122P14 
WA2600-CMW5
20-R1122P13 

2012-09-24 Release version Fixed bugs 

WA2600-CMW520-R1122P13 
WA2600-CMW5
20-R1122P09 

2012-08-17 Release version Fixed bugs 

WA2600-CMW520-R1122P09 
WA2600-CMW5
20-R1122P05 

2012-05-18 Release version Fixed bugs 

WA2600-CMW520-R1122P05 
WA2600-CMW5
20-R1122P02 

2012-03-09 Release version Fixed bugs 

WA2600-CMW520-R1122P02 
WA2600-CMW5
20-R1122P01 

2012-01-20 Release version Fixed bugs 

WA2600-CMW520-R1122P01 
WA2600-CMW5
20-R1122 

2011-12-16 Release version Fixed bugs 

WA2600-CMW520-R1122 
WA2600-CMW5
20-R1121P04 

2011-11-28 Release version Fixed bugs 

WA2600-CMW520-R1121P04 
WA2600-CMW5
20-R1121P02 

2011-11-09 Release version Fixed bugs 

WA2600-CMW520-R1121P02 
WA2600-CMW5
20-R1121P01 

2011-09-20 Release version Fixed bugs 

WA2600-CMW520-R1121P01 
WA2600-CMW5
20-R1121 

2011-08-25 Release version Fixed bugs 
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Version number Last version 
Release 

date 
Release type Remarks 

WA2600-CMW520-R1121 
WA2600-CMW5
20-R1115 

2011-07-19 Release version Fixed bugs 

WA2600-CMW520-R1115 
WA2600-CMW5
20-F1111P09 

2011-06-27 Release version Fixed bugs 

WA2600-CMW520-F1111P09 
WA2600-CMW5
20-F1111P04 

2011-06-23 Feature version Fixed bugs 

WA2600-CMW520-F1111P04 
First version in 
new branch 

2011-03-25 Feature version Fixed bugs 

WA2600-CMW520-R1109P05 
WA2600-CMW5
20-R1109P04 

2011-03-15 Release version Fixed bugs 

WA2600-CMW520-R1109P04 
WA2600-CMW5
20-R1109P03 

2011-01-19 Release version Fixed bugs 

WA2600-CMW520-R1109P03 
WA2600-CMW5
20-R1109P02 

2010-11-29 Release version Fixed bugs 

WA2600-CMW520-R1109P02 
WA2600-CMW5
20-R1109 

2010-10-27 Release version Fixed bugs 

WA2600-CMW520-R1109 
WA2600-CMW5
20-R1108 

2010-08-30 Release version Fixed bugs 

WA2600-CMW520-R1108 
WA2600-CMW5
20-R1107P03 

2010-08-04 Release version Fixed bugs 

WA2600-CMW520-R1107P03 
WA2600-CMW5
20-R1107P01 

2010-06-03 Release version Fixed bugs 

WA2600-CMW520-R1107P01 
WA2600-CMW5
20-R1107 

2010-04-28 Release version Fixed bugs 

WA2600-CMW520-R1107 
First version in 
new branch 

2010-04-19 Release version Fixed bugs 

WA2600-CMW520-R1105P12 
WA2600-CMW5
20-R1105P11 

2009-12-16 Release version Fixed bugs 

WA2600-CMW520-R1105P11 
WA2600-CMW5
20-R1105P10 

2009-10-20 Release version Fixed bugs 

WA2600-CMW520-R1105P10 
WA2600-CMW5
20-R1105P09 

2009-9-10 Release version Fixed bugs 

WA2600-CMW520-R1105P09 
WA2600-CMW5
20-R1105P08 

2009-8-25 Release version Fixed bugs 

WA2600-CMW520-R1105P08 
WA2600-CMW5
20-R1105P07 

2009-7-16 Release version Fixed bugs 

WA2600-CMW520-R1105P07 
WA2600-CMW5
20-R1105P06 

2009-6-16 Release version Fixed bugs 

WA2600-CMW520-R1105P06 
WA2600-CMW5
20-R1105P05 

2009-5-11 Release version Fixed bugs 

WA2600-CMW520-R1105P05 
WA2600-CMW5
20-R1105P04 

2009-4-13 Release version Fixed bugs 

WA2600-CMW520-R1105P04 
WA2600-CMW5
20-R1105P03 

2009-3-19 Release version Fixed bugs 
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Version number Last version 
Release 

date 
Release type Remarks 

WA2600-CMW520-R1105P03 
WA2600-CMW5
20-R1105P02 

2009-3-16 Release version Fixed bugs 

WA2600-CMW520-R1105P02 
WA2600-CMW5
20-R1105P01 

2009-2-21 Release version Fixed bugs 

WA2600-CMW520-R1105P01 
WA2600-CMW5
20-R1105 

2008-12-30 Release version Fixed bugs 

WA2600-CMW520-R1105 
WA2600-CMW5
20-B1104P01 

2008-11-7 Release version Fixed bugs 

 

WA2600A version history 

Table 4 WA2600A version history 

Version number Last version 
Release 

date 
Release type Remarks 

WA2600A-CMW520-R1508P08 
WA2600A-CMW
520-R1508P06 

2016-12-30 Release version Fixed bugs 

WA2600A-CMW520-R1508P06 
WA2600A-CMW
520-R1508P03 

2016-08-24 Release version Fixed bugs 

WA2600A-CMW520-R1508P03 
WA2600A-CMW
520-R1508P02 

2016-05-28 Release version Fixed bugs 

WA2600A-CMW520-R1508P02 
WA2600A-CMW
520-R1508 

2016-04-01 Release version Fixed bugs 

WA2600A-CMW520-R1508 
WA2600A-CMW
520-R1507P09 

2015-12-21 Release version Fixed bugs 

WA2600A-CMW520-R1507P09 
WA2600A-CMW
520-R1507P07 

2015-10-21 Release version Fixed bugs 

WA2600A-CMW520-R1507P07 
WA2600A-CMW
520-R1507P04 

2015-08-21 Release version Fixed bugs 

WA2600A-CMW520-R1507P04 
WA2600A-CMW
520-R1507P03 

2015-06-26 Release version Fixed bugs 

WA2600A-CMW520-R1507P03 
WA2600A-CMW
520-R1507P02 

2015-05-21 Release version Fixed bugs  

WA2600A-CMW520-R1507P02 
WA2600A-CMW
520-R1507P01 

2015-04-28 Release version Fixed bugs  

WA2600A-CMW520-R1507P01 
WA2600A-CMW
520-R1505P06 

2015-03-26 Release version Fixed bugs  

WA2600A-CMW520-R1505P06 
WA2600A-CMW
520-R1505P05 

2015-02-09 Release version Fixed bugs  

WA2600A-CMW520-R1505P05 
WA2600A-CMW
520-R1505P04 

2015-01-14 Release version Fixed bugs  

WA2600A-CMW520-R1505P04 
WA2600A-CMW
520-R1505P01 

2014-12-16 Release version Fixed bugs  

WA2600A-CMW520-R1505P01 
WA2600A-CMW
520-R1505 

2014-10-29 Release version Fixed bugs  
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Version number Last version 
Release 

date 
Release type Remarks 

WA2600A-CMW520-R1505 
WA2600A-CMW
520-R1504P09 

2014-09-25 Release version Fixed bugs  

WA2600A-CMW520-R1504P09 
WA2600A-CMW
520-R1504P07 

2014-07-14 Release version Fixed bugs  

WA2600A-CMW520-R1504P07 
WA2600A-CMW
520-R1504P05 

2014-04-15 Release version Fixed bugs  

WA2600A-CMW520-R1504P05 
WA2600A-CMW
520-R1504P03 

2014-03-22 Release version Fixed bugs  

WA2600A-CMW520-R1504P03 
WA2600A-CMW
520-R1504P01 

2014-02-19 Release version Fixed bugs  

WA2600A-CMW520-R1504P01 
WA2600A-CMW
520-E1503 

2013-12-13 Release version Fixed bugs  

WA2600A-CMW520-E1503 
WA2600A-CMW
520-R1122P26 

2013-10-28 ESS version New branch. 

WA2600A-CMW520-R1122P26 
WA2600A-CMW
520-R1122P24 

2013-08-08 Release version Fixed bugs  

WA2600A-CMW520-R1122P24 
WA2600A-CMW
520-R1122P21 

2013-06-26 Release version Fixed bugs  

WA2600A-CMW520-R1122P21 
WA2600A-CMW
520-R1122P19 

2013-03-08 Release version Fixed bugs  

WA2600A-CMW520-R1122P19 
WA2600A-CMW
520-R1122P14 

2013-01-28 Release version Fixed bugs  

WA2600A-CMW520-R1122P14 
WA2600A-CMW
520-R1122P13 

2012-09-24 Release version Fixed bugs  

WA2600A-CMW520-R1122P13 
WA2600A-CMW
520-R1122P09 

2012-08-17 Release version Fixed bugs  

WA2600A-CMW520-R1122P09 
WA2600A-CMW
520-R1122P05 

2012-05-18 Release version Fixed bugs  

WA2600A-CMW520-R1122P05 
WA2600A-CMW
520-R1122P02 

2012-03-09 Release version Fixed bugs 

WA2600A-CMW520-R1122P02 
WA2600A-CMW
520-R1122P01 

2012-01-20 Release version Fixed bugs   

WA2600A-CMW520-R1122P01 
WA2600A-CMW
520-R1122 

2011-12-16 Release version Fixed bugs  

WA2600A-CMW520-R1122 
WA2600A-CMW
520-R1121P04 

2011-11-28 Release version Fixed bugs 

WA2600A-CMW520-R1121P04 
WA2600A-CMW
520-R1121P03 

2011-11-09 Release version Fixed bugs   

WA2600A-CMW520-R1121P03 
WA2600A-CMW
520-R1121P02 

2011-10-25 Release version Fixed bugs  

WA2600A-CMW520-R1121P02 
WA2600A-CMW
520-R1121P01 

2011-09-20 Release version Fixed bugs 

WA2600A-CMW520-R1121P01 
WA2600A-CMW
520-R1121 

2011-08-25 Release version Fixed bugs   

WA2600A-CMW520-R1121 
WA2600A-CMW
520-R1111 

2011-07-19 Release version Fixed bugs  

WA2600A-CMW520-R1111 
WA2600A-CMW
520-F1108P10 

2011-06-27 Release version Fixed bugs 
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Version number Last version 
Release 

date 
Release type Remarks 

WA2600A-CMW520-F1108P10 
WA2600A-CMW
520-F1108P04 

2011-06-23 Feature version Fixed bugs  

WA2600A-CMW520-F1108P04 
First version in 
new branch 

2011-03-25 Feature version Fixed bugs 

WA2600A-CMW520-R1106P05 
WA2600A-CMW
520-R1106P04 

2011-03-15 Release version Fixed bugs   

WA2600A-CMW520-R1106P04 
WA2600A-CMW
520-R1106P03 

2011-01-19 Release version Fixed bugs  

WA2600A-CMW520-R1106P03 
WA2600A-CMW
520-R1106P02 

2010-11-29 Release version Fixed bugs 

WA2600A-CMW520-R1106P02 
WA2600A-CMW
520-R1106 

2010-10-27 Release version Fixed bugs   

WA2600A-CMW520-R1106 
WA2600A-CMW
520-R1105 

2010-08-30 Release version Fixed bugs  

WA2600A-CMW520-R1105 
WA2600A-CMW
520-R1104P03 

2010-08-04 Release version Fixed bugs 

WA2600A-CMW520-R1104P03 
WA2600A-CMW
520-R1104P01 

2010-06-03 Release version Fixed bugs   

WA2600A-CMW520-R1104P01 
WA2600A-CMW
520-R1104 

2010-04-28 Release version Fixed bugs  

WA2600A-CMW520-R1104 
WA2600A-CMW
520-R1103P06 

2010-02-06 Release version Fixed bugs 

WA2600A-CMW520-R1103P06 
WA2600A-CMW
520-R1103P03 

2010-01-11 Release version Fixed bugs  

WA2600A-CMW520-R1103P03 
WA2600A-CMW
520-R1103P02 

2009-12-08 Release version Fixed bugs 

WA2600A-CMW520-R1103P02 
WA2600A-CMW
520-R1103P01 

2009-10-29 Release version Fixed bugs   

WA2600A-CMW520-R1103P01 
WA2600A-CMW
520-R1103 

2009-10-20 Release version Fixed bugs  

WA2600A-CMW520-R1103 
WA2600A-CMW
520-B1102P01 

2009-9-10 Release version Fixed bugs 

 

Hardware and software compatibility matrix 
 

 CAUTION:  

To avoid upgrade failure, verify the hardware and software compatibility before performing an 
upgrade. 
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WA2100 version compatibility table 

Table 5 WA2100 hardware and software compatibility matrix 

Item Specifications 

Product family WA2100 fit AP series 

Hardware platform WA2110-AG/3150/7760/8760 

Memory 32 MB 

Flash 4 MB 

Boot ROM version 

Basic NA  

Extend 2.18 

(Note: Use the display version command in any view to view the version 
information. See Note 2. For R1122P14 or later versions, the basic Boot 
ROM is not packed into the APP file) 

Host software WA2100-CMW520-R1122P32.bin 

IMC version None 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 
version 

CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 
Module SW version 

CMW520-R2507P58 

 

# Display the system software and Boot ROM version of the WA2100:  

<Sysname> display version 

H3C Comware Platform Software 

Comware Software, Version 5.20, Release 1122P32                        ------- Note 1 

Copyright (c) 2004-2015 Hangzhou H3C Tech. Co., Ltd. All rights reserved. 

H3C WA2100 uptime is 0 week, 0 day, 0 hour, 5 minute 

 

 CPU type: ATHEROS MIPS 2313 180MHz 

 32M bytes SDRAM Memory 

 4M bytes Flash Memory 

 Pcb             Version:  Ver.C 

 Basic  BootROM  Version: 2.13                                         ------- Note 2 

 Extend BootROM  Version: 2.18                                         ------- Note 2 

 [SLOT  1]CON           (Hardware)Ver.C,        (Driver)1.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.C,        (Driver)1.0 

 [SLOT  1]ETH1/0/1      (Hardware)Ver.C,        (Driver)1.0 
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WA2200 version compatibility table 

Table 6 WA2200 hardware and software compatibility matrix 

Item Specifications 

Product family WA2200 fit AP series 

Hardware platform WA2220-AG 

Memory 64 MB 

Flash 8 MB 

Boot ROM version 

Basic 3.01  

Extend 3.01 

(Note: Use the display version command in any view to view the version 
information. See Note 4) 

System software WA2200-CMW520-R1122P32-FIT.bin 

IMC version None 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 
version 

CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 
Module SW version 

CMW520-R2507P58 

 

# Display the system software and Boot ROM version of the WA2200:  

<Sysname> display version 

H3C Comware Platform Software 

Comware Software, Version 5.20, Release 1122P32                        ------- Note 3 

Copyright (c) 2004-2015 Hangzhou H3C Tech. Co., Ltd. All rights reserved. 

H3C WA2220X-AG uptime is 0 week, 0 day, 0 hour, 3 minute 

 

 CPU type: AMCC PowerPC 266MHz 

 64M bytes SDRAM Memory 

 8M bytes Flash Memory 

 Pcb             Version:  Ver.B 

 Basic  BootROM  Version:  3.01                                        ------- Note 4 

 Extend BootROM  Version:  3.01                                        ------- Note 4 

 [SLOT  1]CON           (Hardware)Ver.B,        (Driver)1.0 

 [SLOT  1]ETH1/0/1      (Hardware)Ver.B,        (Driver)1.0 

 [SLOT  1]ETH1/0/2      (Hardware)Ver.B,        (Driver)1.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.B,        (Driver)1.0 

 [SLOT  1]RADIO1/0/2    (Hardware)Ver.A,        (Driver)1.0 
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WA2600 version compatibility table 

Table 7 WA2600 hardware and software compatibility matrix 

Item Specifications 

Product family WA2600 fit AP series 

Hardware platform WA2620E-AGN/WA2610E-AGN 

Memory 128 MB 

Flash 16 MB 

Boot ROM version 

Basic 3.01 

Extend 3.01 

(Note: Use the display version command in any view to view the version 
information. See Note 6) 

Host software WA2600-CMW520-R1508P08-FIT.bin 

IMC version None 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 
version 

CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 
Module SW version 

CMW520-R2507P58 

 

# Display the system software and Boot ROM version of the WA2600:  

<Sysname> display version 

H3C Comware Platform Software 

Comware Software, Version 5.20, Release 1508P08                        ------- Note 5 

Copyright (c) 2004-2016 Hangzhou H3C Tech. Co., Ltd. All rights reserved. 

H3C WA2610E-AGN uptime is 0 week, 0 day, 0 hour, 4 minutes 

 

 CPU type: OCTEON CN5010 

 128M bytes DDR2 SDRAM Memory 

 16M bytes Flash Memory 

 Pcb             Version:  Ver.A 

 Basic  BootROM  Version:  3.01                                        ------- Note 6 

 Extend BootROM  Version:  3.01                                        ------- Note 6 

 [SLOT  1]CON           (Hardware)Ver.A, (Driver)1.0 

 [SLOT  1]GE1/0/1       (Hardware)Ver.A, (Driver)1.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.A, (Driver)1.0   
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WA2600A version compatibility table 

Table 8 WA2600A hardware and software compatibility matrix 

Item Specifications 

Product family WA2600A fit AP series 

Hardware platform WA2612-AGN/WA2620-AGN 

Memory 128 MB 

Flash 16 MB 

Boot ROM version 

Basic 3.01 

Extend 3.01 

(Note: Use the display version command in any view to view the version 
information. See Note 8) 

Host software WA2600A-CMW520-R1508P08-FIT.bin 

IMC version None 

Web version None 

OAA version None 

HP 830 controller SW version CMW520-R3507P58 

HP 850/870 controller SW 
version 

CMW520-R2607P58 

HP WX5002/5004 SW version CMW520-R2509P58 

HP 11900/10500/7500 UWW 
Module SW version 

CMW520-R2507P58 

 

# Display the system software and Boot ROM version of the WA2600A:  

<Sysname> display version 

H3C Comware Platform Software 

Comware Software, Version 5.20, Release 1508P08                        ------- Note 7 

Copyright (c) 2004-2016 Hangzhou H3C Tech. Co., Ltd. All rights reserved. 

H3C WA2620-AGN uptime is 0 week, 0 day, 0 hour, 10 minute 

 

 CPU type: ATHEROS AR7161 

 128M bytes DDR SDRAM Memory 

 16M bytes Flash Memory 

 Pcb             Version:  Ver.B 

 Basic  BootROM  Version:  3.01                                        ------- Note 8 

 Extend BootROM  Version:  3.01                                        ------- Note 8 

 [SLOT  1]CON           (Hardware)Ver.B, (Driver)1.0 

 [SLOT  1]GE1/0/1       (Hardware)Ver.B, (Driver)1.0 

 [SLOT  1]RADIO1/0/1    (Hardware)Ver.B, (Driver)1.0 

Upgrading restrictions and guidelines 

For restrictions and guidelines about upgrading software of WA fit AP series, see "Appendix B 

Upgrading software ." 



20 

Hardware feature updates 

None. 

Software feature and command updates 

For more information, see the software feature changes for the AC series. 

MIB updates 

None. 

Operation changes 

None. 

Restrictions and cautions 

 AP version upgrade might occasionally fail for a WA2600/WA2600A AP after the AP works for a 

long time. When this symptom occurs, perform the following tasks to resolve the problem: 

1. Execute the firmware-update disable  command on the AC to disable the AP version upgrade 

function. 

2. Associate the AP with the AC. 

3. Reset the AP from the CLI on the AC. 

4. Enable the AP version upgrade function. 

5. AP automatically upgrades the software. 

Open problems and workarounds 

None. 

List of resolved problems 

 NOTE:  

 Unless otherwise noted, all resolved problems apply to WA2100/WA2200/WA2600/WA2600A. 
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Resolved problems in 

WA2600-CMW520-R1508P08 

None 

Resolved problems in 

WA2600-CMW520-R1508P06 

201511160425 (WA2600/WA2600A) 

 Symptom: The value for the Echo Response Loss Count field in the command output is an 

anomaly. 

 Condition: This symptom might occur when the display wlan ap verbose command is executed. 

Resolved problems in 

WA2600-CMW520-R1508P03 

201604190024 (WA2600/WA2600A) 

 Symptom: Decrease the buffer size of multicast and broadcast frames. 

 Condition: None. 

201604060464 (WA2600/WA2600A) 

 Symptom: The maximum number of supported MAC entries is increased to 2000. 

 Condition: None. 

201604010290 (WA2600/WA2600A) 

 Symptom: The AP mistakes unicasts sent by other APs for clients' unicasts and reports the 

unicasts to the location server, resulting in inaccurate location. 

 Condition: This symptom might occur when Location-Aware is enabled. 

201604070519 (WA2600/WA2600A) 

 Symptom: The AP fails to establish an IPSec tunnel with the AC. 

 Condition: None. 

201604270339 (WA2600/WA2600A) 

 Symptom: New clients cannot come online when there are a large number of online clients. 

 Condition: This symptom occurs when Location-Aware is enabled. 
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201605230031 (WA2600/WA2600A) 

 Symptom: Support for using the Location-Aware service packet encapsulation format in 

fingerprint location. 

 Condition: None. 

201605160057 (WA2600/WA2600A) 

 Symptom: The delay of ping packets from the AP to voice clients increases after remote AP is 

enabled. 

 Condition: This symptom occurs when local authentication is enabled. 

Resolved problems in 

WA2600-CMW520-R1508P02 

None 

Resolved problems in WA2600-CMW520-R1508 

201510140054 

 Symptom: Serious packet loss occurs on a MacBook Pro. Network applications fail to operate 

correctly. 

 Condition: This symptom occurs when a MacBook Pro is updated to version 10.10.5 and the 

connected AP uses a low-frequency channel such as channel 36. 

Resolved problems in 

WA2600-CMW520-R1507P09 

201508270095 

 Symptom: PDA terminals cannot obtain an IP address if PSK authentication uses the CCMP 

cipher suite and RSN mode. 

 Condition: None. 
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Resolved problems in 

WA2600-CMW520-R1507P07 

None 

Resolved problems in 

WA2600-CMW520-R1507P04 

201506050332 

 Symptom: AP fails to authenticate to Microsoft 2008R2 server when it works as a dot1x 

supplicant. 

 Condition: None. 

Resolved problems in 

WA2600-CMW520-R1507P03 

201505180052 

 Symptom: Data interruption lasts for about one minute when some network cards such as Intel 

7260 roam among APs. 

 Condition: This symptom might occur when some network cards such as Intel 7260 roam 

among APs. 

Resolved problems in 

WA2600-CMW520-R1507P02 

201504100181 

 Symptom: Memory leak occurs when the AP operates for a period of time. 

 Condition: This symptom occurs when local authentication is enabled on the AP. 
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Resolved problems in 

WA2600-CMW520-R1507P01 

201502060510(WA2600/WA2600A) 

 Symptom: In a WLAN mesh network, a frame received by an Ethernet interface from a mesh 

link carries a wrong VLAN tag. The interface cannot forward the packet. 

 Condition: This symptom might occur in WLAN mesh networks. 

Resolved problems in 

WA2600-CMW520-R1505P06 

201411250337 

 Symptom: The CPU utilization ratio of the AP reaches 90% when wireless locating is enabled. 

 Condition: This symptom occurs when you enable wireless locating. 

201411030410 

 Symptom: In backup authentication mode, when the AP is disconnected from the AC, online 

clients connected to the AP go offline and come online again. Then, some clients fail to receive 

frames. 

 Condition: This symptom occurs when backup authentication is enabled and there is more than 

one online client. 

Resolved problems in 

WA2600-CMW520-R1505P05 

201404180389 

 Symptom: When backup authentication is used, new clients cannot come online after the 

LWAPP tunnel is terminated. 

 Condition: This symptom might occur when backup authentication is used. 

201412290119(WA2600/WA2600A) 

 Symptom: An AP fails to upgrade its software after working for a long time. 

 Condition: This symptom might occur when an AP works for a long time. 
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Resolved problems in 

WA2600-CMW520-R1505P04 

201412080046 (WA2600/WA2600A) 

 Symptom: The performance test by Iperf or FTP shows that the AP performance is very 

unstable. 

 Condition: This symptom occurs when a Microsoft surface pro 3 is associated with the AP. 

Resolved problems in 

WA2600-CMW520-R1505P01 

201409260467 

 Symptom: An AP does not support local forwarding when portal authentication is used. 

 Condition: This symptom occurs when an AP uses portal authentication. 

201406140010 

 Symptom: When AC backup is configured, an AP might stay in auto channel selection status 

and cannot provide access services. 

 Condition: This symptom might occur when AC backup is configured. 

201409230357 

 Symptom: When an AP performs wireless locating, the locating packets reported to the AC 

might carry incorrect client IP addresses.  

 Condition: This symptom occurs when an AP performs wireless locating. 

201409240154 

 Symptom: When an AP performs wireless locating, it takes packets from other APs as packets 

from clients, resulting in locating errors. 

 Condition: This symptom occurs when an AP performs wireless locating. 

201410160179(WA2600/WA2600A) 

 Symptom: The channel utilization rate of a channel might be too high for APs on the channel to 

associate with clients or transmit traffic. 

 Condition: This symptom might be seen when an AP is operating correctly. 

201407060011 

 Symptom: The LLDP packets sent by an AP use the default MAC address as the source MAC 

address. 

 Condition: This symptom can be seen when an AP uses LLDP. 
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Resolved problems in WA2600-CMW520-R1505 

201408270100 

 Symptom: The locating packet aggregation function defined by AeroScout does not take effect 

when the AP works with AeroScout to locate clients. 

 Condition: The symptom occurs when the AP works with AeroScout. 

Resolved problems in 

WA2600-CMW520-R1504P09 

201404080423 

 Symptom: A Spectralink wireless client cannot be automatically connected to a wireless 

network when is powered off and then powered on. 

 Condition: This symptom occurs when a Spectralink wireless client that has been connected to 

a wireless network is powered off and then powered on. 

201405130602 

 Symptom: Some clients might be unable to receive frames correctly when the rate-limit function 

for wireless location is enabled. 

 Condition: This symptom might occur when the rate-limit function for wireless location is 

enabled. 

201406090275 

 Symptom: A client that uses iOS cannot be associated with an AP. 

 Condition: This symptom occurs when the following conditions are met: 

 The wireless service that the AP is using uses the WEP 104 encryption mode. 

 The encrypted key contains 0. 

 A client that uses iOS is trying to associate with the AP. 

201406200097 

 Symptom: A client cannot transmit data with an AP after it associates with the AP and obtains 

the same IP address as a client that has disassociated with the AP. 

 Condition: This symptom occurs when a client logs off abnormally and a new client uses the 

same IP address as the old client. 

201406190094 

 Symptom: A wireless IP phone cannot perform ring operations when it is associated with an AP. 

 Condition: This symptom might occur when a client whose sleep mode is set to U-APSD is 

associated with an AP. 
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201405290064 

 Symptom: Frame transmission performance between an AP and a client is low when the 

Intel2230 wireless NIC is operating in dynamic power save mode. 

 Condition: This symptom occurs when an Intel2230 wireless NIC is used and the sleep mode is 

set to dynamic power save. 

Resolved problems in 

WA2600-CMW520-R1504P07 

201401230145(WA2600/WA2600A) 

 Symptom: The default status of LLDP is incorrect on APs. 

 Condition: This problem occurs when the AP use the default configuration file. 

201403270471 

 Symptom: After the connection between an AP and an AC is disconnected, the AP reboots 

unexpectedly when a client reconnects to the AP. 

 Condition: This symptom occurs when you perform the following tasks: 

a. Configure local authentication and enable sFlow on the AC.  

b. Disconnect the AP from the AC by blocking data.  

c. Log out the client, and connect the client to the AP again. 

TB201403210327 

 Symptom: APs do not support the Bonjour Gateway feature. 

 Condition: None. 

Resolved problems in 

WA2600-CMW520-R1504P05 

201402180380(WA2600/WA2600A) 

 Symptom: The AC does not support authentication for APs that use 802.1X client.  

 Condition: This symptom can be seen when APs use 802.1X client. 



28 

Resolved problems in 

WA2100-CMW520-R1122P31 

201310230553 

 Symptom: The log file does not record type information for POST failures.  

 Condition: This symptom can be seen in the log file after POST failures occur.  

201312230442 

 Symptom: The following WIPS features were added: 

a. AP impersonation attack detection 

b. BA flood detection 

c. Power saving attack detection 

d. Hotspot attack detection 

e. Windows bridging detection 

f. Mesh link detection 

g. Soft AP detection 

h. Unencrypted-AP detection 

i. Unassociated client detection 

 Condition:  

201401240037(WA2100/WA2200) 

 Symptom: In a MAC-BAC network, a non-802.11n AP fails to associate with the BAC.   

 Condition: This symptom can be seen when a non-802.11n AP tries to associate with the BAC 

in a MAC-BAC network. 

Resolved problems in 

WA2100-CMW520-R1122P29 

201309040197 

 Symptom: The default domain name for the AP is H3C.domainname.com, which should be 

HPN.domainname.com. 

 Condition: This symptom can be seen in the default domain name.  

201312090293 

 Symptom: The Custom Antenna type was added. The antennal gain and power settings were 

optimized and enhanced.  
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 Condition:  

201311250283 

 Symptom: Information about WPA2 encryption/decryption failures was added in system logs, 

including the encryption type, packet type, and client IP address.  

 Condition:  

201310140169(WA2100) 

 Symptom: A WA2100 AP fails to be upgraded to R1122P14 or later.  

 Condition: This symptom can be seen if the AP runs BootWare1.19. 

201310240113 

 Symptom: A function for using the MAP file to enable FIPS mode for the AP was added. You can 

use CLI to view FIPS state.  

 Condition:  

201310220119 

 Symptom: A function that enables a MAP file-configured AP to obtain a certificate from an 

external certificate server was added. The AC and AP can use certificates to establish an IPsec 

tunnel.  

 Condition:  

Resolved problems in 

WA2100-CMW520-R1122P28 

First version in new branch. 

Resolved problems in 

WA2100-CMW520-R1122P26 

201308050061 

 Symptom: The igmp-snooping command was added.  

 Condition:  

201305100360 

 Symptom: The AP does not respond with a probe response after a client sends a request.   

 Condition: This symptom occurs if a client in sleep state unexpectedly goes down and then tries 

to re-associate with the AP.   



30 

WLD039900 

 Symptom: A client that associates with an encrypted service fails to obtain an IP address from 

the DHCP server.  

 Condition: This symptom occurs if the BSS of the client is not added to the user VLAN.  

Resolved problems in 

WA2100-CMW520-R1122P24 

WLD036157 

 Symptom: Local authentication was added.  

 Condition:  

WLD038511 

 Symptom: Green energy management support were added: 

 Condition:  

WLD038269 

 Symptom: The AP fails to discover the AC.  

 Condition: This symptom occurs because the BootWare of the AP does not support HP Option 

43 format.  

Resolved problems in 

WA2100-CMW520-R1122P14 

WLD035445(WA2100) 

 Symptom: Information about a WA2100 AP shows that the AP has two radios, although the AP 

has only one radio.  

 Condition: This symptom can be seen when you view information about a WA2100 AP. 

Resolved problems in 

WA2600A-CMW520-R1122P09 

WLD034284(WA2620-AGN) 

 Symptom: An AP might stop working.  

 Condition: This symptom might occur after an AP has run for a long time.  
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WLD034469 

 Symptom: An AP might unexpectedly reboot.  

 Condition: This symptom might occur if the AP has been associated with lots of clients.  

Resolved problems in 

WA2600A-CMW520-R1122P05 

WLD33176 

 Symptom: IPsec is not supported for CAPWAP/LWAPP tunnels.  

 Condition: This symptom can be seen when you configure IPsec for  CAPWAP/LWAPP tunnels. 

WLD33429(WA2620-AGN) 

 Symptom: The radar detection function reports incorrect information.  

 Condition: This symptom can be seen when the AP is working in a radar channel.  

WLD33157 

 Symptom: The AP sends only one ADDBA request to determine a failure of BA link negotiation. 

The request should be sent 10 times.  

 Condition: This symptom can be seen during BA link negotiation. 

Resolved problems in 

WA2600A-CMW520-R1122P02 

WLD33020(WA2620-AGN) 

 Symptom: The radar detection function reports incorrect information.  

 Condition: This symptom can be seen when the AP is working in a radar channel.  

Resolved problems in 

WA2100-CMW520-R1122P01 

WLD32624 

 Symptom: When TKIP encryption is used, the maximum number of TKIP users per radio cannot 

reach 59. 

 Condition: This symptom can be seen when TKIP encryption is used.  
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Resolved problems in WA2100-CMW520-R1122 

WLD32349 

 Symptom: SSID hiding was added.   

 Condition:  

WLD32152 

 Symptom: Spectrum navigation was added.   

 Condition:  

Resolved problems in 

WA2100-CMW520-R1121P04 

WLD31930 

 Symptom: The radio statistics show a large number of retransmissions for downstream traffic 

exist when the actual downstream traffic is zero.  

 Condition: This symptom can be seen in the radio statistics. 

WLD31994 

 Symptom: The wlan option client-reconnect-trigger function was added.  

 Condition:  

Resolved problems in 

WA2600A-CMW520-R1121P03 

WLD32055(WA2620-AGN) 

 Symptom: The AP cannot automatically reboot when an exception occurs. It can only be 

manually rebooted.  

 Condition: This symptom might be seen when an exception occurs.  

Resolved problems in 

WA2100-CMW520-R1121P02 

WLD31510(WA2620-AGN) 

 Symptom: When the county code is set to US and a 3CWE590 antenna is used, the transmit 

power values of some channels are 2dB lower than the expected values.  
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 Condition: This symptom occurs when the county code is set to US and a 3CWE590 antenna is 

used. 

Resolved problems in 

WA2100-CMW520-R1121P01 

WLD30578 

 Symptom: After remote AP is enabled, the interface type, PVID, and VLAN of the BSS on the 

AP all become incorrect.  

 Condition: This symptom occurs if the following procedure is performed: 

a. Configure the AP and its BSS information on the AC.   

b. Reboot the AP and the AP associates with the AC.  

c. Clients connect to the BSS of the AP. 

d. Enable remote AP. 

Resolved problems in WA2100-CMW520-R1121 

WLD30738 

 Symptom: The Russian Federation power table was modified according to the compliance 

requirements of Russia.  

 Condition:  

WLD30655 

 Symptom: The AP takes more than 30 minutes to reassociate with the AC after the topology 

changes.  

 Condition: This symptom can be seen after the topology changes.  

Resolved problems in WA2100-CMW520-R1118 

None. 

Resolved problems in 

WA2100-CMW520-F1115P09 

WLD30449 

 Symptom: FIPS AES self-test was added.  
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 Condition:  

WLD30313 

 Symptom: The channels 120, 124, and 128 are available when the country code is Australia. 

Those channels are not opened in Australia.  

 Condition: This symptom can be seen when the country code is Australia. 

Resolved problems in 

WA2100-CMW520-F1115P04 

First version in new branch. 

Resolved problems in 

WA2100-CMW520-R1112P08 

WLD28550 

 Symptom: After a primary/backup AC switchover, clients in sleep state fail to complete the 

switchover.  

 Condition: This symptom occurs after a primary/backup AC switchover. 

WLD28873 

 Symptom: The Duration field in the RTS, CTS, or CTS-to-self packets sent by the AP is 

incorrect.  

 Condition: This symptom can be seen in the RTS, CTS, or CTS-to-self packets sent by the AP. 

Resolved problems in 

WA2100-CMW520-R1112P07 

WLD27957 

 Symptom: When the AP communicates with a TR069 NMS, the OUI field of packets sent by the 

AP is inconsistent. As a result, the NMS fails to obtain relevant information. 

 Condition: This symptom can be seen when the AP communicates with a TR069 NMS. 

WLD27945 

 Symptom: The function for rejecting clients with weak RSSI was added.  

 Condition:  
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Resolved problems in 

WA2100-CMW520-R1112P06 

WLD27698 

 Symptom: The CPU usage is high and the system responds slowly after the AP has run for 

more than 50 days.  

 Condition: This symptom occurs after the AP has run for more than 50 days. 

WLD27358 

 Symptom: The AP disconnects from the AC after it has run for 10 minutes.  

 Condition: This symptom occurs after the AP has run for 10 minutes.  

WLD27134 

 Symptom: The packet bytes counted on the AP ports are much more than the actual packet 

bytes.   

 Condition: This symptom can be seen in AP port statistics.  

WLD27247 

 Symptom: An Motorola PDA MC50 fails to associate with the AP.  

 Condition: This symptom occurs when the AP uses TKIP encryption.  

Resolved problems in 

WA2100-CMW520-R1112P05 

WLD27070(WA2100) 

 Symptom: Clients associated with an AP fail to communicate with each other.  

 Condition: This symptom occurs because the client isolation function is enabled by default.  

Resolved problems in WA2600-CMW520-R1109 

WLD26286 

 Symptom: The Web interface might stop responding after the AP's radio is disabled from the 

Web interface.  

 Condition: This symptom might occur after the AP's radio is disabled from the Web interface. 

WLD26317 

 Symptom: The maximum number of clients per radio was increased to 128. 

 Condition:  
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Resolved problems in WA2600-CMW520-R1108 

WLD24810 

 Symptom: WMM priority settings are not supported when local forwarding is enabled.   

 Condition: This symptom can be seen when local forwarding is enabled. 

WLD25589 

 Symptom: The maximum number of retransmissions is not consistent with the configured value.  

 Condition: This symptom can be seen when the maximum number of retransmissions is set to 5 

or 8. 

WLD26136 

 Symptom: A U-APSD client in sleep state fails to communicate the AC through the AP.  

 Condition: This symptom can be seen when a U-APSD client associated with the AP is in sleep 

state. 

Resolved problems in 

WA2600-CMW520-R1107P03 

WLD25208 

 Symptom: The rate at which the AP sends packets to a client in PS mode is slow, and the state 

of the client on the AP is never changed.  

 Condition: This symptom can be seen when a client in PS mode is connected to the AP.  

Resolved problems in 

WA2600-CMW520-R1107P01 

None. 

Resolved problems in 

WA2600A-CMW520-R1104P01 

WLTB01470 

 Symptom: An AP in Client AP mode might fail to decrypt unicast packets, resulting in 

communication failures with another AP.  

 Condition: This symptom might occur if the following conditions exist: 
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 An AP in Client AP mode connects to another AP, and connects to a client.  

 The Client AP and the client process large ammounts of traffic with different priorities for a 

long time. 

Resolved problems in 

WA2200-CMW520-R1113P01 

WLD24371 

 Symptom: Disabled rates can still be used by the AP for packet retransmission.  

 Condition: This symptom can be seen when some rates are disabled.  

Resolved problems in 

WA2100-CMW520-R1110P01 

WLD23217 

 Symptom: After an AP associates with an AC, an exception occurs and the AP reboots.  

 Condition: This symptom can be seen when the following conditions exist: 

 The AP obtains an IP address through DHCP.  

 The information about the AP shows that its IP address was not obtained from the DHCP 

server on the AC.  

Resolved problems in WA2200-CMW520-R1113 

WLD23659 

 Symptom: The AP transmit distance configured in the Web interface does not take effect.  

 Condition: This symptom can be seen after the AP transmit distance is configured in the Web 

interface. 

Resolved problems in WA2100-CMW520-R1110 

WLD23560(WA2100) 

 Symptom: The LED state on an AP is different from the description in the AP manual.  

 Condition: This symptom can be seen when the following conditions exist: 

 The AP is associated with an AC.  

 The AP operates in monitor mode.  
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 The AP has found other wireless devices.  

Resolved problems in 

WA2600A-CMW520-R1104 

W LD22510 

 Symptom: After an AP is reset by using Short Reset, the default settings are not restored, and 

no configurations exist.   

 Condition: This symptom can be seen after an AP is reset by using Short Reset. 

Resolved problems in 

WA2600A-CMW520-R1103P06 

WLD22599 

 Symptom: The Ethernet interfaces of the AP might fail to send packets.  

 Condition: This symptom might occur when the following conditions exist: 

 The AP is connected to an AC through a switch. The AC connects to multiple APs.  

 The AP obtains its IP address from the DHCP server on the AC.  

Resolved problems in 

WA2600-CMW520-R1105P12 

WLD21803 

 Symptom: When two or more APs are working on the same channel, their performance is 

degraded.   

 Condition: This symptom can be seen when two or more APs are working on the same channel. 

Resolved problems in 

WA2600A-CMW520-R1103P02 

WLD20663 

 Symptom: A client fails to communicate with the AC through an AP in hybrid mode.  

 Condition: This symptom occurs when the following conditions exist: 

 The client uses the CCMP encryption service on the AP.   
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 The AP operates in hybrid mode (set with the device-detection command) 

 The client receives unicast and broadcast traffic.  

Resolved problems in 

WA2600-CMW520-R1105P11 

WLTB01333 

 Symptom: The channels 52 through 64, and 149 through 165 are not available when the 

country code is set to HongKong or US.  

 Condition: This symptom occurs when the country code is set to HongKong or US. 

Resolved problems in 

WA2600-CMW520-R1105P09 

WLD20526 

 Symptom: Memory leaks occur after the AP has forwarded data to clients for a long time.  

 Condition: This symptom might occur when the following conditions exist: 

 The AP associates with an AC.  

 One 11b client, one 11g client, and one 11n client connect to the AP and the encryption 

method is CCMP.  

 The AP forwards unicast and multicast traffic to the three clients for a long time.  

Resolved problems in 

WA2600-CMW520-R1105P08 

WLD19449 

 Symptom: A walk on client isolation MIB on the AP returns a null value.   

 Condition: This symptom can be seen during a walk on client isolation MIB on the AP. 
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Resolved problems in 

WA2200-CMW520-R1109P07 

WLD19506 

 Symptom: An AP in 11g or 11n mode always uses a default channel of 1 (which should be auto) 

when default settings are used.  

 Condition: This symptom can be seen when default settings are used. 

Resolved problems in 

WA2200-CMW520-R1109P06 

WLD18604 

 Symptom: Rate negotiation results are incorrect when the AP's Ethernet port and the peer port 

use different rates.  

 Condition: This symptom occurs when the AP's Ethernet port uses 10M half-duplex mode and 

the peer port uses 100M full-duplex mode.  

Resolved problems in 

WA2200-CMW520-R1109P05 

WLD17362 

 Symptom: A function for selecting an antenna was added. The selected antenna automatically 

adjusts the maximum power.  

 Condition:  

Resolved problems in 

WA2200-CMW520-R1109P04 

WLD17837 

 Symptom: A function for adjusting the maximum power according to the configured channel 

was added.  

 Condition:  

WLD17606(WA2200) 

 Symptom: Support for 16M flash chips was added.  
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 Condition:  

WLD17752 

 Symptom: In AP Ethernet port statistics, the total number of input-error packets is different the 

sum of different types of input-error packets.   

 Condition: This symptom can be seen in AP Ethernet port statistics.  

Resolved problems in 

WA2200-CMW520-R1109P03 

WLD17557 

 Symptom: A function that enables the AP to upgrade its software from the AC but disables it 

from downgrading its software was added. The following lists the earliest versions for AP 

models since which the software can be upgraded to this version.    

a. WA2100 : R1108P02 

b. WA2200 : R1109P02 

c. WA2600 : R1105P02 

 Condition:  

Resolved problems in 

WA2200-CMW520-R1109P02 

WLD17281 

 Symptom: A MIB for setting portal service for local users was added.  

 Condition:  

WLD17408 

 Symptom: A function for recording LWAPP log information was added to AP default settings.  

 Condition:  

Resolved problems in 

WA2100-CMW520-R1108P01 

WLD16195 

 Symptom: When the AP communicates with an Intel 4965 NIC, the AP does not create a link 

after the NIC actively deletes the Block Ack link, decreasing client throughput.  
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 Condition: This symptom occurs when the AP communicates with an Intel 4965 NIC. 

Resolved problems in 

WA2100-CMW520-R1108P01 

WLD16189 

 Symptom: The AP does not uses Option 43 after it fails to obtain the AC address through DNS.  

 Condition: This symptom occurs when the following conditions exist: 

a. The DHCP server on the AC provides DNS and Option 43 services for the AP.  

b. The AP communicates with the DHCP server during BootWare startup.  

c. The AP fails to obtain the AC address through DNS. 

Resolved problems in WA2100-CMW520-R1108 

None. 

Resolved problems in 

WA2100-CMW520-B1107P01 

WLD15217 

 Symptom: If you select to not upgrade BootWare during software upgrade, the image is 

corrupted, and the AP prints anomalies.  

 Condition: This symptom occurs if you select to not upgrade BootWare during software 

upgrade. 

WLD15112 

 Symptom: A walk on hh3cDot11TxDataFrameCnt or hh3cDot11Tx DataFrameBytes MIB fails to 

return a value.  

 Condition: This symptom can be seen during a walk on hh3cDot11TxDataFrameCnt or 

hh3cDot11Tx DataFrameBytes MIB. 

Related documentation 

Obtaining documentation 

To find related documents, browse to the Manuals page of the HP Support Center website: 
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http://www.hp.com/support/manuals  

Contacting HP 

For worldwide technical support information, see the HP support website: 

http://www.hp.com/support 

Before contacting HP, collect the following information: 

 Product model names and numbers 

 Technical support registration number (if applicable) 

 Product serial numbers 

 Error messages 

 Operating system type and revision level 

 Detailed questions 

Subscription service 

HP recommends that you register your product at the HP website: 

http://www.hp.com/go/wwalerts 

After registering, you will receive email notifications of product enhancements, new driver versions, 

firmware updates, and other product resources. 

http://www.hp.com/support/manuals
http://www.hp.com/support
http://www.hp.com/go/wwalerts
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Appendix A Feature list 

WA2100 feature list 

Hardware features 

Table 9 WA2100 hardware features 

Item Description 

Dimensions (H x W 
x D) 

33 × 90 × 135 mm (1.30 x 3.54 x 5.31 in) 

Weight 0.3 kg (0.66 lb) 

Port 
1 x RJ-45 10/100 Mbps Ethernet port 

1 x RJ-45 serial port 

AC-input voltage 
Adapter: 100 VAC to 240 VAC @, 50Hz to 60Hz 

PoE: IEEE802.3af/IEEE802.3at 

Max. power 
consumption 

6 W 

Operating 
temperature 

–10°C to +55°C (14°F to 131°F) 

Operating humidity 5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 10 WA2100 software features 

Category Description 

Port negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11i, 802.11h, 802.11e 

Virtual AP (Muti-SSID) A maximum of 16 SSIDs for either radio of an AP 

AP-AC tunnel protocol CAPWAP draft 

Management and maintenance Central management by an AC 
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WA2200 feature list 

Hardware features 

Table 11 WA2200 hardware features 

Item Description 

Dimensions (H x W 
x D) 

40 ×118 × 166 mm (1.57 x 4.65 x 6.54 in) 

Weight 0.5 kg (1.10 lb) 

Port 
1 x RJ-45 10/100 Mbps Ethernet port 

1 x RJ-45 serial port 

AC-input voltage PoE: IEEE802.3af/IEEE802.3at 

Max. power 
consumption 

10 W 

Operating 
temperature 

–10°C to +55°C (14°F to 131°F) 

Operating humidity 5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 12 WA2200 software features 

Category Description 

Port negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11i, 802.11h, 802.11e 

Virtual AP (Muti-SSID) A maximum of 16 SSIDs for either radio of an AP 

AP-AC tunnel protocol CAPWAP draft 

Management and maintenance Central management by an AC 
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WA2600 feature list 

Hardware features 

Table 13 WA2600 hardware features 

Item WA2610E-AGN WA2620E-AGN 

Dimensions (H x 
W x D) 

150 × 35 × 210 mm (5.91 x 1.38 x 8.27 in) 

Weight 1.2 kg (2.65 lb) 1.3 kg (2.87 lb) 

Port 
1 x RJ-45 10/100/1000 Mbps Ethernet port 

1 x RJ-45 serial port 

AC-input voltage 
Adapter: 100 VAC to 240 VAC @ 50Hz to 60Hz 

PoE: IEEE802.3af/IEEE802.3at 

Max. power 
consumption 

12.95 W 16 W 

Operating 
temperature 

–10°C to +65°C (14°F to 149°F) 

Operating 
humidity 

5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 14 WA2600 software features 

Category Description 

Port negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11n, 802.11i, 802.11h 

Virtual AP (Multi-SSID) A maximum of 16 SSIDs for either radio of an AP 

AP-AC tunnel protocol CAPWAP draft 

Management and maintenance Central management by an AC 
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WA2600A feature list 

Hardware features 

Table 15 WA2600A hardware features 

Item WA2612-AGN WA2620-AGN 

Dimensions (H x W 
x D) 

Φ190 x 60 mm (7.48 x 2.36 in) 
50 x 200 x 200 mm (1.97 x 7.87 x 7.87 
in) 

Weight 0.5 kg (1.10 lb) 1 kg (2.20 lb) 

Port 
1 x RJ-45 10/100/1000 Mbps Ethernet port 

1 x RJ-45 serial port 

AC-input voltage 
Adapter: 100 VAC to 240 VAC @ 50Hz to 60Hz 

PoE: IEEE802.3af/IEEE802.3at 

Max. power 
consumption 

6.5 W 12.95 W 

Operating 
temperature 

–10°C to +55°C (14°F to 131°F) 

Operating humidity 5% to 95%, noncondensing 

Radio power See the data sheet for the product 

 

Software features 

Table 16 WA2600A software features 

Category Description 

Port negotiation Autonegotiation of rate and duplex mode 

Networks 

Ethernet II 

IPv4 

TCP, UDP 

ARP 

DHCP client 

IPv6 

IPv6 DHCP client 

Wireless 802.11, 802.11a, 802.11b, 802.11g, 802.11n, 802.11i, 802.11h 

Virtual AP (Multi-SSID) A maximum of 16 SSIDs for either radio of an AP 

AP-AC tunnel protocol CAPWAP draft 

Management and maintenance Central management by an AC 
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Appendix B Upgrading software  

WA2100 software upgrading 

You can associate a WA2100 fit AP with an AC to enable the fit AP to upgrade its software 

automatically. If you upgrade the software of the AC, the AP automatically upgrades its software after 

the AC reboots. 

Automatic software upgrade is triggered only when the software versions of the AP and the AC do 

not match. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Downloading AP software to the AC 

As shown in Figure 1, configure the AC as a TFTP client and PC as the TFTP server to transfer files 

between the AC and PC, and then download the AP software to the AC. 

Figure 1 Network diagram 

 

 

Prerequisites 

Make sure the IP address of the AC and TFTP server are at the same subnet. For example, the 

TFTP server's IP address is 192.168.3.3, and the IP address of the AC's Ethernet port connected to 

the server is 192.168.3.1. Verify that they can ping each other. 

Configuration procedures 

# Execute the dir command to verify that the software version file is at the VFS.  

<sysname> dir 

Directory of flash:/ 

PC

Console 

cable

DHCP server

PoE

AC

Auto update server

TFTP server

AP
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   0     -rw-   6862352  May 22 2007 09:57:17   wx5004.bin 

   1     -rw-       659  May 22 2007 09:59:58   startup.cfg 

 

31750 KB total (25040 KB free) 

 

<sysname> 

# Execute the tftp command to download the AP software to the AC. 

<sysname>tftp 192.168.3.3 get WA2100.bin 

  ... 

  File will be transferred in binary mode 

  Downloading file from remote tftp server, please wait............................... 

  TFTP:  2198168 bytes received in 25 second(s) 

  File downloaded successfully. 

 

<sysname> 

If the same name file exists on the AC, follow the prompt and overlay the old one. 
 

 NOTE: 

When you download and save the AP software, the file path must be flash:/, and the file name must 
be wa2100.bin. 
 

Upgrading the AC software 

 

 CAUTION:  

To avoid upgrade failure, verify the hardware and software compatibility before performing an 
upgrade. 

 

For more information, see the release notes for the AC. 

Rebooting the AC 

# Reboot the AC after the AP software is downloaded and saved. 

<sysname> 

<sysname>reboot 

  Start to check configuration with next startup configuration file, please wait 

...... 

  This command will reboot the device. Current configuration will be lost in next startup 

if you continue. Continue? [Y/N]:y 

  This will reboot device. Continue? [Y/N]:y 

#May 22 10:18:06:594 2007 3Com DEV/1/REBOOT: 

 Reboot device by command. 

 

%May 22 10:18:06:601 2007 3Com DEV/4/SYSTEM REBOOT: 

 System is rebooting now. 
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  Now rebooting, please wait... 

<sysname> 

After the reboot, the AP automatically upgrades its software and reboots. The AP reboots in about 0 

to 10 minutes. 
 

 CAUTION:  

 Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 

 There will be no information for auto upgrading on the AC at default settings. 

 If the device is operating incorrectly after auto upgrading, verify the software version of the AC 
and AP. If the software versions are not compatible, see WA2100 software upgrading to 
download a compatible AP software version. 

 

WA2200 software upgrading 

You can associate a WA2200 fit AP with an AC to enable the fit AP to upgrade its software 

automatically. If you upgrade the software of the AC, the AP automatically upgrades its software after 

the AC reboots. 

Automatic software upgrade is triggered only when the software versions of the AP and the AC do 

not match. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Downloading the AP software to the AC 

Configure the AC as a TFTP client and PC as the TFTP server to transfer files between the AC and 

PC, and then download the AP software to the AC. 

Prerequisites 

Make sure the IP address of the AC and TFTP server are at the same subnet. For example, the 

TFTP server's IP address is 192.168.1.10, and the IP address of the AC's Ethernet port connected to 

the server is 192.168.1.100. Verify that they can ping each other. 

Configuration procedures 

#  Execute the dir command to verify that the software version file is at the VFS.  

<sysname> dir 

Directory of flash:/ 

 

   0     -rw-   6862352  May 22 2007 09:57:17   wx6103.bin 

   1     -rw-       659  May 22 2007 09:59:58   startup.cfg 

 

31750 KB total (25040 KB free) 
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<sysname> 

 

# Execute the tftp command to download the AP software to the AC. 

<sysname>tftp 192.168.1.10 get wa2200_fit.bin 

  ... 

  File will be transferred in binary mode 

  Downloading file from remote tftp server, please wait............................... 

  TFTP:  2198168 bytes received in 25 second(s) 

  File downloaded successfully. 

 

<sysname> 

If the same name file exists on the AC, follow the prompt and overlay the old one. 
 

 NOTE: 

When you download and save the AP software, the file path must be flash:/, and the file name must 
be wa2200_fit.bin. 
 

Upgrading the AC software 

 

 CAUTION:  

To avoid upgrade failure, verify the hardware and software compatibility before performing an 
upgrade. 

 

For more information, see the release notes for the AC. 

Reboot the AC 

# Reboot the AC after the AP software is downloaded and saved. 

<sysname>reboot 

  Start to check configuration with next startup configuration file, please wait 

...... 

  This command will reboot the device. Current configuration will be lost in next startup 

if you continue. Continue? [Y/N]:y 

  This will reboot device. Continue? [Y/N]:y 

#May 22 10:18:06:594 2007 3COM DEV/1/REBOOT: 

 Reboot device by command. 

 

%May 22 10:18:06:601 2007 3COM DEV/4/SYSTEM REBOOT: 

 System is rebooting now. 

 

  Now rebooting, please wait... 

<sysname> 
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After the reboot, the AP automatically upgrades its software and reboots. The AP reboots in about 0 

to 10 minutes. 
 

 CAUTION:  

 Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 

 There will be no information for auto upgrading on the AC at default settings. 

 If the device is operating incorrectly after auto upgrading, verify the software version of the AC 
and AP. If the software versions are not compatible, see WA2200 software upgrading to 
download a compatible AP software version. 

 

WA2600 software upgrading 

You can associate a WA2600 fit AP with an AC to enable the fit AP to upgrade its software 

automatically. If you upgrade the software of the AC, the AP automatically upgrades its software after 

the AC reboots. 

Automatic software upgrade is triggered only when the software versions of the AP and the AC do 

not match. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Downloading the AP software to the AC 

As shown in Figure 2, configure the AC as a TFTP client and PC as the TFTP server to transfer files 

between the AC and PC, and then download the AP software to the AC. 

Figure 2 Network diagram 
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Prerequisites 

Make sure the IP address of the AC and TFTP server are at the same subnet. For example, the 

TFTP server's IP address is 192.168.3.3, and the IP address of the AC's Ethernet port connected to 

the server is 192.168.3.1. Verify that they can ping each other. 

Configuration procedures 

# Execute the dir command to verify that the software version file is at the VFS.  

<sysname>dir 

Directory of flash:/ 

 

   0     -rw-   6862352  May 22 2007 09:57:17   wx6103.bin 

   1     -rw-       659  May 22 2007 09:59:58   startup.cfg 

 

31750 KB total (25040 KB free) 

 

<sysname> 

 

# Execute the tftp command to download the AP software to the AC. 

<sysname>tftp 192.168.3.3 get WA2600_fit.bin 

  ... 

  File will be transferred in binary mode 

  Downloading file from remote tftp server, please wait......................... 

...... 

  TFTP:  2198168 bytes received in 25 second(s) 

  File downloaded successfully. 

 

<sysname> 

If the same name file exists on the AC, follow the prompt and overlay the old one 
 

 NOTE: 

When you download and save the AP software, the file path must be flash:/, and the file name must 
be wa2600_fit.bin. 
 

Upgrading the AC software 

 

 CAUTION:  

To avoid upgrade failure, verify the hardware and software compatibility before performing an 
upgrade. 

 

For more information, see the release notes for the AC. 
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Rebooting the AC 

# Reboot the AC after the AP software is downloaded and saved. 

<sysname>reboot 

  Start to check configuration with next startup configuration file, please wait 

...... 

  This command will reboot the device. Current configuration will be lost in nex 

t startup if you continue. Continue? [Y/N]:y 

  This will reboot device. Continue? [Y/N]:y 

#May 22 10:18:06:594 2007 3COM DEV/1/REBOOT: 

 Reboot device by command. 

 

%May 22 10:18:06:601 2007 3COM DEV/4/SYSTEM REBOOT: 

 System is rebooting now. 

 

  Now rebooting, please wait... 

<sysname> 

After the reboot, the AP automatically upgrades its software and reboots. The AP reboots in about 0 

to 10 minutes. 
 

 CAUTION:  

 Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 

 There will be no information for auto upgrading on the AC at default settings. 

 If the device is operating incorrectly after auto upgrading, verify the software version of the AC 
and AP. If the software versions are not compatible, see WA2600 software upgrading to 
download a compatible AP software version. 

 

WA2600A software upgrading 

You can associate a WA2600A fit AP with an AC to enable the fit AP to upgrade its software 

automatically. If you upgrade the software of the AC, the AP automatically upgrades its software after 

the AC reboots. 

Automatic software upgrade is triggered only when the software versions of the AP and the AC do 

not match. 
 

 NOTE: 

The upgrade does not require any configuration on the AP. 
 

Downloading AP software to the AC 

Configure the AC as a TFTP client and PC as the TFTP server to transfer files between the AC and 

PC, and then download the AP software to the AC. 
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Prerequisites 

Make sure the IP address of the AC and TFTP server are at the same subnet. For example, the 

TFTP server's IP address is 192.168.3.3, and the IP address of the AC's Ethernet port connected to 

the server is 192.168.3.1. Verify that they can ping each other. 

Configuration procedures 

# Execute the dir command to verify that the software version file is at the VFS.  

<sysname> dir 

Directory of flash:/ 

 

   0     -rw-   6862352  May 22 2007 09:57:17   wx5004.bin 

   1     -rw-       659  May 22 2007 09:59:58   startup.cfg 

 

31750 KB total (25040 KB free) 

 

<sysname> 

 

# Execute the tftp command to download the AP software to the AC. 

<sysname> tftp 192.168.3.3 get wa2600a_fit.bin 

  ... 

  File will be transferred in binary mode 

  Downloading file from remote tftp server, please wait............................... 

  TFTP:  2198168 bytes received in 25 second(s) 

  File downloaded successfully. 

 

<sysname> 

If the same name file exists on the AC, follow the prompt and overlay the old one. 
 

 NOTE: 

When you download and save the AP software, the file path must be flash:/, and the file name must 
be wa2600a_fit.bin. 
 

Upgrading the AC software 

 

 CAUTION:  

To avoid upgrade failure, verify the hardware and software compatibility before performing an 
upgrade. 

 

For more information, see the release notes for the AC. 

Rebooting the AC 

# Reboot the AC after the AP software is downloaded and saved. 
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<sysname> reboot 

  Start to check configuration with next startup configuration file, please wait 

...... 

  This command will reboot the device. Current configuration will be lost in next startup 

if you continue. Continue? [Y/N]:y 

  This will reboot device. Continue? [Y/N]:y 

#May 22 10:18:06:594 2007 3COM DEV/1/REBOOT: 

 Reboot device by command. 

 

%May 22 10:18:06:601 2007 3COM DEV/4/SYSTEM REBOOT: 

 System is rebooting now. 

 

  Now rebooting, please wait... 

<sysname> 

After the reboot, the AP automatically upgrades its software and reboots. The AP reboots in about 0 

to 10 minutes. 
 

 CAUTION:  

 Automatic AP upgrade causes service interruption. Select an appropriate time to upgrade the 
software. 

 There will be no information for auto upgrading on the AC at default settings. 

 If the device is operating incorrectly after auto upgrading, verify the software version of the AC 
and AP. If the software versions are not compatible, see WA2600A software upgrading to 
download a compatible AP software version. 
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	Subscription service

	Appendix A Feature list
	Hardware features
	Software features

	Appendix B Software upgrade guide
	System software images
	Upgrade methods
	Upgrade prerequisites
	Setting up a configuration environment
	Setting terminal parameters
	1. Select Start > All Programs > Accessories > Communications > HyperTerminal.
	2. Enter the name of the new connection in the Name field and click OK.
	3. Select the serial port to be used from the Connect using list, and click OK.
	4. Set Bits per second to 9600, Data bits to 8, Parity to None, Stop bits to 1, and Flow control to None, and click OK.
	5. Select File > Properties in the HyperTerminal window.
	6. On the Settings tab, set the emulation to VT100 or Auto detect and click OK.


	Upgrading software from the CLI
	Upgrading software through TFTP
	Backing up the system software image, configuration file, and Web configuration file
	Upgrading system software
	Restoring the system software image, configuration file, and Web configuration file
	Displaying all files
	Deleting files

	Upgrading software through FTP
	Backing up the system software image, configuration file, and Web configuration file
	Upgrading system software
	Restoring the system software image, configuration file, and Web configuration file
	Displaying all files
	Deleting files


	Upgrading software in the Web interface
	1. Configure an IP address, such as 192.168.0.1/24, for the PC so that the PC can communicate with the device.
	2. Open the browser and input the login information:
	a. Type the IP address http://192.168.0.100 in the address bar and press Enter.
	b. Enter the username and password admin, and click Login.
	3. Select Device > File Management from the navigation tree to view the free space of the disk. If the free space is not big enough, remove useless files.
	4. Select Device > Device Maintenance from the navigation tree to enter the software upgrade configuration page.
	5. Click Browse to locate the local upgrade files. After specifying the file type, you can select the options If a file with the same name already exists, overwrite it without any prompts and Reboot after the upgrade is finished. Click Apply.
	6. Complete the configuration as described in Table 8 .

	Upgrading software from the BootWare menu
	Accessing the BootWare menu
	Using TFTP/FTP to upgrade software through an Ethernet port
	1. Enter 3 in the BootWare menu to access the Ethernet submenu.
	2. Enter 5 to configure the network settings.
	3. Select an option in the Ethernet submenu to update a system software image. In this example, enter 2 to update the main system software image.
	4. Enter 0 to return to the BootWare menu and press 1 to boot the system with the new image.

	Using XMODEM to upgrade software through the console port
	1. Connect the console port of the device to the PC that stores the new system software image.
	2. Enter 2 in the BootWare menu to access the Serial submenu.
	3. Select an appropriate baud rate for the console port. For example, enter 5 to select 115200 bps.
	4. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the device.
	5. Select File > Properties, and click Configure… to change the bits per second to 115200.
	6. Select Call > Call to reestablish the connection.
	7. Press Enter.
	8. Enter 0 to return to the Serial submenu.
	9. Enter 2 to update the main system software image.
	10. Select Transfer > Send File in the HyperTerminal window.
	11. In the dialog box that appears, click Browse to select the new image main.bin, and select Xmodem from the Protocol list.
	12. Click Send. The following dialog box appears:
	13. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to return to the BootWare menu.
	14. Change the baud rate of the terminal to 9600 bps and reboot the device.


	Managing files
	Displaying files
	Setting system software image type
	1. Enter 2 in the file control menu. The following information appears.
	2. Enter the number of the target image. The following information appears.
	3. Enter a number from 1 to 4 to set a type for the image. The following information appears. ("-Main" or "-Backup" means to remove the main or backup attribute of the file. "+Main" or "+Backup" means to set the image as the main or backup system soft...

	Deleting files
	1. Enter 3 in the file control menu. The following information appears.
	2. Enter the number of the target file. The following information appears. Type Y to delete it.


	Dealing with password loss
	Login password loss
	1. Start the system.
	2. When the BootWare menu appears again, select 0 to restart the system.
	3. Copy the configuration file to a PC through TFTP or FTP, and use a text editor to delete the login password setting in the configuration file.
	4. Copy the modified configuration file to the device.
	5. Set the configuration file to be used at the next startup.
	6. Restart the device and set a new password.
	7. Save the new configuration.

	Super password loss

	Handling upgrade failures
	1. Verify that the physical connections are correct.
	2. If you are using the console port for file transfer, verify that the HyperTerminal settings (including the baud rate and data bits) are correct.
	3. Examine the file transfer settings:
	4. Verify that the FTP or TFTP server configuration is correct.
	5. Verify that the storage device has sufficient space to store the new image.
	6. If the message "Something is wrong with the file" appears, check the file to remove the problem.


	Appendix C MSM AP software upgrade

	HP850_870-CMW520-R2607P58 Software Feature Changes
	Release 2607P58
	Release2607P55
	New feature: Configuring the format of the MAC address carried in the redirection URL
	Configuring the format of the MAC address carried in the redirection URL
	Command reference
	New command: portal url-param format


	New feature: Excluding attributes from portal protocol packets
	Excluding attributes from portal protocol packets
	Command reference
	New command: portal mac-trigger exclude-attribute


	Modified feature: NTP authentication
	Feature change description
	Command changes
	Modified command: ntp-service authentication-keyid


	Release2607P50
	New feature: AP-AC binding
	Binding an AP to an AC
	Command reference
	wlan ap-mac-address


	New feature: Decreasing the sleep interval of wireless clients
	Decreasing the sleep interval of wireless clients
	Command reference
	wlan option sleep-short enable


	New feature: Disabling RTS/CTS frame sending
	Command reference
	wlan option send-rts-cts disable


	Modified feature: Configuring the operating mode of a sensor
	Feature change description
	Command changes
	Modified command: wips detect mode


	Modified feature: Ignoring weak-signal devices
	Feature change description
	Command changes
	Modified command: wireless-probe ignore


	Release 2607P49
	Release 2607P48
	Release 2607P46
	New feature: Filtering MAC addresses randomly generated by Apple terminals
	Filtering MAC addresses randomly generated by Apple terminals
	Command reference
	detect admin-mac-scan


	Release 2607P44
	New feature: Static VLAN ID assignment
	Configuring static VLAN ID assignment
	Command reference
	work-mode static


	New feature: Configuring CUPID locating to locate unassociated clients
	Configuring CUPID locating to locate unassociated clients
	Command reference
	wlan rfid-tracking cupid unassociated-measurement enable
	wlan rfid-tracking cupid unassociated-measurement rssi-threshold


	New feature: Channel scanning list
	Configuring the channel scanning list
	Command reference
	detect scan-channel


	New feature: Wireless client probing
	Configuring wireless client probing
	Command reference
	wireless-probe enable
	wireless-probe ignore ap
	wireless-probe server (AP template view)
	wireless-probe server (WIPS view)


	New feature: Configuring the TCP MSS
	Configuring the TCP MSS
	Command reference
	mac-forwarding tcp mss


	New feature: Portal safe redirect
	Configuring portal safe redirect
	Command reference
	portal safe-redirect enable
	portal safe-redirect method
	portal safe-redirect user-agent
	portal safe-redirect forbidden-url


	Modified feature: Rejecting clients with low RSSI
	Feature change description
	Command changes
	Modified command: wlan option client-reject


	Modified feature: Triggering client reconnection
	Feature change description
	Command changes
	Modified command: wlan option client-reconnect-trigger


	Release 2607P41
	Modified feature: Specifying the parameters to be carried in the redirection URL
	Feature change description
	Command changes
	Modified command: portal url-param include


	Modified feature: Number of supported sensors
	Feature change description

	Modified feature: SSID-to-authentication page bindings
	Feature change description

	New feature: Support of Tag messages for static locating
	Enabling support of Tag messages for static locating
	Command reference
	New command: wlan rfid-tracking ignore radio-mode
	New command: wlan rfid-tracking tag-multicast-address


	Release 2607P39
	New feature: Tunnel management configuration
	Configuring tunnel management
	Command reference
	New command: tunnel key-update disable
	New command: tunnel uplink-retransmit-insensitive enable


	New feature: Configuring NOC authentication
	Command reference
	New command: portal noc ssl-server-policy
	New command: portal noc login-url
	New command: portal noc login-err-url
	New command: portal noc welcome-url
	New command: portal noc goodbye-url
	Modified command: portal server


	Release 2607P37
	Modified feature: Setting the power adjustment threshold
	Feature change description
	Command changes
	Modified command: dot11a calibrate-power threshold
	Modified command: dot11bg calibrate-power threshold


	Modified feature: Specifying the device ID
	Feature change description
	Command changes
	Modified command: portal device-id


	Modified feature: Specifying the NAS ID value carried in outgoing RADIUS packets
	Feature change description
	Command changes
	Modified command: portal nas-id
	Modified command:service-template
	Modified command:nas-id


	New feature: Automatic recovery for AP provision
	Enabling automatic recovery for AP provision
	Command reference
	New command: provision auto-recovery enable


	New feature: Mesh signal transmission medium configuration
	Configuring the medium for transmitting mesh signals
	Command reference
	New command: signal
	New command: air-to-waveguide


	Modified feature: NAT
	Configuring NAT aging time
	Configuring NAT ALG
	Configuring NAT logging
	Enabling NAT logging
	Exporting NAT logs
	Exporting NAT logs to the information center
	Exporting NAT logs to the log server


	Enabling aging out NAT entries upon master link failure
	Command changes for configuring NAT aging time
	New command: nat aging-time
	New command: display nat aging-time

	Command changes for configuring NAT logging
	New command: nat log enable
	New command: nat log flow-active
	New command: nat log flow-begin
	New command: userlog nat export host
	New command: userlog nat export source-ip
	New command: userlog nat export version
	New command: userlog nat syslog
	New command: display nat log
	New command: display userlog export
	New command: reset userlog nat export
	New command: reset userlog nat logbuffer

	Command changes for enabling aging out NAT entries upon master link failure
	New command: nat link-down reset-session enable


	Release 3507P35
	New feature: Unicast packet forwarding between isolated users
	Permitting unicast packet forwarding between isolated users
	Command reference
	New command: user-isolation permit unicast


	New feature: Acct-Delay-Time attribute value setting in RADIUS start- and stop-accounting requests
	Setting a value for the Acct-Delay-Time attribute in RADIUS start- and stop-accounting requests
	Command reference
	New command: attribute 41


	Modified feature: Specify a parameter carried in the redirection URL
	Feature change description
	Command changes
	Modified command: portal url-param include


	Modified feature: Specifying a MAC binding server
	Feature change description
	Command changes
	Modified command: portal mac-trigger server


	Modified feature: Specifying a DES key for parameters carried in the redirection URL
	Feature change description
	Command changes
	Modified command: portal url-param des-key


	New feature: AP scanning report suppression
	Enabling scanning report suppression for an AP
	Command reference
	New command: rrm-report send-inhibitory enable


	New feature: Wireless location
	Configuring wireless location
	Command reference
	Modified command: wlan rfid-tracking ignore
	New command: wlan rfid-tracking raw-frame-report enable


	Modified feature: Setting the maximum number of service templates
	Release 3507P34
	New feature: A-MPDU configuration
	Configuring A-MPDUs
	Command reference
	a-mpdu { 11ac | 11n | all } { rx | tx } packet-number
	a-mpdu { 11ac | 11n } packet-length-exponent

	New feature: Disabling SSL 3.0
	Disabling SSL 3.0
	Command reference
	ssl version ssl3.0 disable


	New feature: Hotspot 2.0 configuration
	Overview
	Configuring a Hotspot 2.0 policy
	Configuring automatic network discovery
	Enabling the DGAF function
	Configuring network management parameters
	Applying a Hotspot 2.0 policy

	Command reference
	3gpp-info
	ap-venue group
	ap-venue name
	authentication-type
	comeback-delay
	dgaf enable
	domain-name
	gas-limit
	hessid
	hotspot-policy
	ip-protocol
	ip-type
	nai-realm
	network-type
	operator-name
	policy-name
	roam-oui
	wan-metrics
	wlan hotspot-policy


	Release 3507P33
	New feature: Configuring a DES key for the parameter carried in the redirect URL
	Configuring a DES key for the parameter carried in the redirect URL
	Command reference
	portal url-param des-key


	Modified feature: Maximum number of PSK users
	Release 2607P32
	New feature: Centralized forwarding for client DHCP packets
	Enabling centralized forwarding for client DHCP packets
	Command reference
	client dhcp-server centralized


	New feature: Separate prefix assignment for each client
	Assigning different prefixes to clients
	Command reference
	ipv6 nd ra seperate-delegation dhcp-pool


	Modified feature: Configuring the 5 GHz channel exclusion list
	Feature change description
	Command changes
	Modified command: dot11a exclude-channel


	Modified feature: Configuring Bonjour gateway
	Feature change description
	Command changes
	Modified command: wlan bonjour-gateway halt-multicast threshold

	Webpage changes

	Modified feature: Configuring a channel for a radio
	Feature change description
	Command changes
	Modified command: channel


	Release 2607P29
	Modified feature: WLAN optimization configuration
	Feature change description
	Command changes
	Modified command: wlan option broadcast-buffer enable
	Modified command: wlan option channel-reuse
	Modified command: wlan option channel-share
	Modified command: wlan option client-rate-limit
	Modified command: wlan option client-reconnect-trigger
	Modified command: wlan option client-reject
	Modified command: wlan option dot11n-restraint
	Modified command: wlan option max-interfer-threshold
	Modified command: wlan option probe-response-try
	Modified command: wlan option roam-navigation level
	Modified command: wlan option rx-broadcast-all enable
	Modified command: wlan option signal-ignore
	Modified command: wlan option tpc enable
	Modified command: wlan option tpc


	New feature: TCP fragment attack protection
	Enabling TCP fragment attack protection
	Command reference
	attack-defense tcp fragment enable


	Modified feature: Client cache aging time
	Feature change description
	Command changes
	Modified command: client cache aging-time


	Modified feature: 802.1X authentication timers
	Feature change description
	Command changes
	Modified command: dot1x timer


	New feature: Web configuration for IPsec
	New feature: WeChat authentication
	Configuring WeChat authentication
	Command reference
	portal user-url free
	portal silent


	Modified feature: Importing certificates in P12 format
	Feature change description
	Command changes
	Modified command: pki import-certificate


	New feature: Configuring attack detection for WIPS
	Configuring attack detection for WIPS
	Configuring an attack detection policy
	Configuring the aging time for WLAN mesh links
	Displaying and maintaining WIPS

	Command reference
	detect deauth-spoofing
	detect honeypot-ap
	detect ht-40mhz-intolerance
	detect wireless-bridge
	display wlan ips authssidlist
	display wlan ips devices
	display wlan ips network
	timer mesh-link-aging


	Release 2607P26
	New feature: MAC authentication accounting delay
	Configuring MAC authentication accounting delay
	Command reference
	New command: mac-authentication accounting-delay


	New feature: Uploading DHCP Option 55 to accounting servers through RADIUS packets for 802.1X or MAC authentication users
	New feature: Maximum attempts and interval for transmitting a MAC binding query to MAC binding server
	Setting the maximum attempts and interval for transmitting a MAC binding query to MAC binding server
	Command reference
	New command: portal mac-trigger binding-retry


	Modified feature: Associating an SSID and AP with a portal server and an authentication domain
	Feature change description
	Command changes
	Modified command: portal wlan ssid


	Modified feature: Configuring redirection URL parameters
	Feature change description
	Command changes
	Modified command: portal url-param include


	Modified feature: Specifying the SHA2 authentication algorithm for an IKE proposal
	Feature change description
	Command changes
	Modified command: authentication-algorithm
	Modified command: dh


	Deleted feature: TLS support for DHE in FIPS mode
	Modified feature: SSH support for signature algorithm SHA2
	Feature change description
	Command changes
	Modified command: public-key local create
	New command: public-key local export ecdsa


	Modified feature: Maximum MAC authentication wait time for MAC-after-portal feature
	Feature change description
	Command changes
	Modified command: mac-authentication trigger after-portal


	Release 2607P24
	 New feature: Fast forwarding of 802.11ac non-auth QoS data frames
	 New feature: HT-greenfield AP detection for WIPS
	 New feature: Invalid channel detection for WIPS
	 Modified feature: Rate-limiting an AP for wireless location
	 Modified feature: MAC authentication wait time for MAC-after-portal feature
	 New feature: Channel utilization alarm threshold
	New feature: Fast forwarding of 802.11ac non-auth QoS data frames
	Enabling fast forwarding of 802.11ac non-auth QoS data frames
	Command reference
	New command: wlan option client-fast-forwarding enable


	New feature: HT-greenfield AP detection for WIPS
	Configuring HT-greenfield AP detection
	Command reference
	detect ht-greenfield


	New feature: Invalid channel detection for WIPS
	Configuring invalid channel detection
	Command reference
	detect invalid-channel action

	New feature: Rate-limiting clients for wireless location
	Configuring client rate limit for wireless location

	Command reference
	wlan rfid-tracking client-rate-limit


	Modified feature: Rate-limiting an AP for wireless location
	Feature change description
	Modified command: wlan rfid-tracking rate-limit

	Modified feature: MAC authentication wait time for MAC-after-portal feature
	Feature change description
	Command changes
	Modified command: mac-authentication trigger after-portal


	New feature: Channel utilization alarm threshold
	Configuring a channel utilization alarm threshold
	Command reference
	channel-utilization threshold


	Release 2607P22
	 New feature: Tunnel isolation in a mobility group
	 New feature: Mapping a service template to the radios of AP group members
	 New feature: Management frame protection
	 New feature: Rate-limiting protocol packets
	 Modified feature: Associating an SSID with an IPv6 portal server and authentication domain
	 Modified feature: Enabling portal user traffic statistics for FPGA fast forwarding
	 Modified feature: Added support for re-marking the DSCP value of packets
	 New feature: Bonjour gateway
	New feature: Tunnel isolation in a mobility group
	Isolating tunnels in a mobility group
	Command reference
	wlan mobility-group-isolation disable


	New feature: Mapping a service template to the radios of AP group members
	Mapping a service template to the radios of the member APs in an AP group
	Command reference
	dot11a service-template
	dot11bg service-template


	New feature: Management frame protection
	Configuring management frame protection
	Configuring management frame protection
	Configuring auto SA Query
	a. The client sends an association or a reassociation request to the AP.
	b. Upon receiving the request, the AP sends a response to inform the client that the request is denied and the client can associate later. The response contains an association comeback time specified by the pmf association-comeback command.
	c. The AP sends an SA Query request to the client.
	a. The client triggers the SA Query mechanism upon receiving an unencrypted disassociation or deauthentication frame.
	b. The client sends an SA Query request to the AP.
	c. The AP responds with an SA Query response.
	d. The client determines the AP is online because it receives the SA Query response. The client does not go offline.


	Command reference
	pmf
	pmf association-comeback
	pmf saquery retry
	pmf saquery timeout


	New feature: Rate-limiting protocol packets
	Configuring protocol packet rate limit
	Enabling protocol packet rate limit
	Enabling per-protocol bandwidth limit
	Configuring the threshold for per-protocol bandwidth limit
	Configuring the threshold for per-flow bandwidth limit
	Displaying and maintaining protocol packet rate limit

	Command reference
	anti-attack enable
	anti-attack protocol enable
	anti-attack protocol threshold
	anti-attack protocol flow-threshold
	display anti-attack


	Modified feature: Associating an SSID with an IPv6 portal server and authentication domain
	Feature change description
	Command changes
	Modified command: portal wlan ssid


	Modified feature: Enabling portal user traffic statistics for FPGA fast forwarding
	Feature change description
	Command changes

	Modified feature: Added support for re-marking the DSCP value of packets
	Feature change description
	Command changes
	Modified command: car


	Figure 6 DSCP keywords and values
	New feature: Bonjour gateway
	Configuring Bonjour gateway
	Benefits
	Working mechanism
	Bonjour service advertisement snooping
	1. Apple TV and Print send Bonjour responses to advertise their supporting services.
	2. Upon receiving the Bonjour responses, the AC creates a service-device mapping table to store service information about Apple TV and Print.
	3. iPad queries for the service of Apple TV or Print and the AC sends a response to iPad.

	Bonjour query snooping and response
	1. iPad queries for the printing service, and the AP sends the query to the AC through the CAPWAP tunnel.
	2. The AC forwards the query to the configured VLANs because it does not find any printing service entry in the service-device mapping table.
	3. Upon receiving the query, the print service sends a response to the AC.
	4. The AC adds the service information to the service-device mapping table and forwards the response to iPad.


	Configuring Bonjour gateway
	Enabling Bonjour gateway
	Configuring a Bonjour policy
	Applying a Bonjour policy
	Configuring the threshold for starting sending multicast responses
	Enabling active query for Bonjour services

	Displaying and maintaining Bonjour gateway
	Command reference
	bonjour-gateway enable
	bonjour-policy
	display wlan bonjour-policy
	display wlan bonjour-service
	service type
	service vlan
	wlan bonjour-gateway enable
	wlan bonjour-gateway halt-multicast threshold
	wlan bonjour-gateway query enable
	wlan bonjour-gateway query interval
	wlan bonjour-policy (system view)
	wlan bonjour-policy (user profile view)


	Release 2607P20
	New feature: Displaying AP information
	Displaying information about all APs
	Command reference
	display wlan ap


	Modified feature: WLAN location
	Feature change description
	Command changes
	New command: wlan rfid-tracking dilution
	New command: rfid-tracking engine-address
	New command: wlan rfid-tracking engine-detection
	New command: wlan rfid-tracking engine-type
	New command: wlan rfid-tracking ignore beacon
	Modified command: rfid-tracking mode
	New command: wlan rfid-tracking rate-limit
	New command: wlan rfid-tracking rssi-threshold


	New feature: AP's support for the 802.1X client function
	Configuring an AP to support the 802.1X client function
	1. Make sure the AC and AP have established a tunnel with each other.
	2. Apply the 802.1X authentication configuration to the wlan_ap_cfg.wcfg file of the AP through AP provision function.
	3. Enable 802.1X authentication on the access device.
	4. Reboot the AP.

	Command reference
	dot1x supplicant eap-method
	dot1x supplicant enable
	dot1x supplicant password
	dot1x supplicant username


	New feature: DHCP broadcast reply verification by DHCP snooping device
	Enabling the DHCP snooping device to verify DHCP broadcast replies
	Command reference
	dhcp-snooping verify reply-message


	New feature: LLDP(on an AC)
	Overview
	Basic concepts
	LLDPDU formats
	1. Ethernet II-encapsulated LLDPDU format
	2. SNAP-encapsulated LLDPDU format

	LLDPDUs
	TLVs
	LLDP-MED TLVs
	Management address

	Work mechanism
	LLDP operating modes
	Transmitting LLDPDUs
	Receiving LLDPDUs

	Protocols and standards

	LLDP configuration task list
	Performing basic LLDP configuration
	Enabling LLDP
	Setting the LLDP operating mode
	Setting the LLDP re-initialization delay
	Enabling LLDP polling
	Configuring the advertisable TLVs
	Configuring the management address and its encoding format
	Setting other LLDP parameters
	Configuration restrictions and guidelines
	Configuration procedure

	Setting an encapsulation format for LLDPDUs

	Configuring CDP compatibility
	Configuration prerequisites
	Configuring CDP compatibility

	Configuring LLDP trapping
	Displaying and maintaining LLDP
	LLDP configuration commands
	display lldp local-information


	Maximum frame Size: 4096
	display lldp neighbor-information

	Maximum frame Size: 10000
	display lldp statistics
	display lldp status
	display lldp tlv-config
	lldp admin-status
	lldp check-change-interval
	lldp compliance admin-status cdp
	lldp compliance cdp
	lldp enable
	lldp encapsulation snap
	lldp fast-count
	lldp hold-multiplier

	TTL multiplier × LLDPDU transmit interval
	lldp management-address-format string
	lldp management-address-tlv
	lldp notification remote-change enable
	lldp timer notification-interval
	lldp timer reinit-delay
	lldp timer tx-delay
	lldp timer tx-interval
	lldp tlv-enable

	Release 2607P18
	New feature: Soft AP detection
	Configuring Soft AP detection
	Command reference
	detect soft-ap


	New feature: Power saving attack detection
	Configuring power saving attack detection
	Command reference
	detect ps-attack


	New feature: Hotspot attack detection
	Configuring hotspot attack detection
	Command reference
	detect hotspot-attack


	New feature: Unencrypted device detection
	Configuring unencrypted device detection
	Command reference
	detect unencrypted-authorized-ap
	detect unencrypted-trust-client


	New feature: Windows bridging detection
	Configuring Windows bridging detection
	Command reference
	detect windows-bridge


	New feature: BA flood
	Configuring BA flood
	Command reference
	signature


	New feature: AP impersonation attack detection
	Configuring AP impersonation attack detection
	Command reference
	detect ap-impersonation


	New feature: Displaying unassociated client information
	Displaying unassociated client information
	Command reference
	display wlan ips devices


	Modified feature: Importing and exporting OUI information
	Configuring importing and exporting OUI information
	Command reference
	import wips-cfg-file oui
	export wips-cfg-file oui
	undo wips-cfg-file oui


	New feature: OAP management
	Overview
	Configuring a management IP address
	1. Select Device > OAP Management from the navigation tree.
	2. Enter an IP address for the Management IP address field, as shown in 1180HFigure 1.
	3. Click Apply.


	New feature: Discarding IPv6 packets that contain extension headers (supported on the switching engine)
	Enabling a device to discard IPv6 packets that contain extension headers
	Command reference
	New command: ipv6 option drop enable
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	1. Enable the auto AP function on the AC.
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	1. Identify the serial ID of the AP on the rear panel of the AP. The serial ID is the unique identity of the AP.
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	Manually associating the serial ID of the AP with the AC
	1. Identify the serial ID of the AP on the rear panel of the AP. The serial ID is the unique identity of the AP.
	2. Create an AP template, and specify the AP model and serial ID. This example uses template name 525 and AP model HP525-WW.
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	1. Enable the auto AP function on the AC.
	2. Create an AP template, specify the AP model, and set auto-AP serial ID. This example uses template name 560 and AP model HP560-WW.

	Manually associating the serial ID of the AP with the AC
	1. Identify the serial ID of the AP on the rear panel of the AP. The serial ID is the unique identity of the AP.
	2. Create an AP template, and specify the AP model and serial ID. This example uses template name 560 and AP model HP560-WW.
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	Related documentation
	Obtaining documentation

	Contacting HP
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	Hardware features
	Software features

	Appendix B Upgrading software
	Upgrade procedure summary
	1. Convert MSM software to Unified software.
	2. Associate the AP with the Unified AC.

	Prerequisites
	Converting MSM to Unified
	1. Connect the MSM AP to a Unified AC.
	2. Power on the MSM AP.
	3. Wait for the conversion to finish, and change the baud rate of the console terminal to 9600 bps.
	4. Reconnect to the console of the AP to verify that the AP software has been converted.

	Associating an AP with an AC
	Using the auto AP function
	1. Enable the auto AP function on the AC.
	2. Create an AP template, specify the AP model, and set auto-AP serial ID. This example uses template name 460 and AP model MSM460-WW.

	Manually associating the serial ID of the AP with the AC
	1. Identify the serial ID of the AP on the rear panel of the AP.
	2. Create an AP template, and specify the AP model and serial ID. This example uses template name 460 and AP model MSM460-WW.


	Restoring the converted AP to factory defaults
	Restoring the AP to factory defaults from CLI
	Restoring the factory defaults of one AP
	1. Identify the AP name.
	2. Restore the factory defaults of AP 460_003.
	3. Wait a short time, and then verify that the AP configuration has been restored to factory defaults.
	4. Power off the AP and connect it to an MSM AC.

	Restoring the factory defaults of all APs
	1. Restore the configuration of all APs to factory defaults. The restoration command takes effect on all APs connected to the AC before the AC reboots, even after the command is executed.
	2. Wait a short time, and then verify that the AP configuration has been restored to factory defaults.
	3. Power off the APs and connect them to an MSM AC.


	Restoring the AP to factory defaults by using the Reset button
	1. Insert a paper clip into the Reset button hole.
	2. Press the button until the status lights flash three times, and then release.



	Appendix C AC discovery methods
	L2 AC discovery compatibility
	DHCP Option 43-based L3 discovery compatibility
	Compatibility with APs that run Unified software
	Compatibility with APs that run MSM software

	DNS-based AC discovery compatibility
	Adding an MSM AP to a WLAN that uses an Unified AC
	Adding an MSM AP to a WLAN that uses H3C-format DHCP Option 43 for AC discovery
	1. Configure the DHCP server to send Option 43 in MSM format.
	2. Add the MSM AP to the WLAN.

	Adding an MSM AP to a WLAN that uses DNS-based AC discovery
	1. Add DNS entries on the DNS server to associate the Unified AC with hpn.hp.com and cnsrv1.
	2. Add the MSM APs to the WLAN.
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